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	SUMMARY

	IPv6 address prefixes come in two flavours: Provider-Independent (PI) and Provider-Aggregatable (PA).  These have widely differing characteristics at the envisioned scale of the future ATN.  For IPv6 ATN implementation, ICAO has been attempting to obtain a PI prefix from a Regional Internet Registry, which is somewhat more difficult than obtaining PA prefixes that come from network service providers.  We believe this to be the correct course of action, and discourage the temptation to adopt a short-term easier plan to use PA prefixes that would have long term consequences.  The analysis in this paper supports this direction of putting effort into securing a large PI prefix, but makes clear the operational tradeoffs between PI and PA prefixes so that any decision to go in either the PA or PI direction with the addressing plan can be made with clarity of the consequences.


1. Background

1.1 IPv6 Addressing Architecture

One of the largest current problems in the public IPv4 Internet is the poor scaling of the global routing system.  There are currently well over 200,000 prefixes in typical core (default-free zone) routers, even after the use of several scaling and aggregation extensions.  As the Internet has grown, this has stressed the router technology and the routing algorithms, at multiple points in history.  The IPv6 design had originally attempted to avoid this type of problem by keeping the number of prefixes in the core very small in comparison.

There are several reasons for the large number of IPv4 prefixes in the core, but the fundamental cause is that the allocation of prefixes has not followed a topologically-relevant pattern.  IPv4 sites have been allowed to acquire prefixes simply by applying to a Regional Internet Registry (RIR) with suitable documentation.  This has created a situation where aggregation of prefixes advertisements between nearby sites using the same provider is not commonly possible because those sites typically have completely different prefixes from each other, and completely different prefixes from others managed by their provider.  The original plan for IPv6 was for only large service providers to be able to acquire prefixes directly from the RIR (not end-networks).  Smaller local providers could obtain blocks from the larger core backbone providers that they do business with.  Customers would obtain their addresses from their service provider’s block, and the core IPv6 network would only have to know about prefixes for a relatively small number of backbone service providers, masking the large number of end-networks.  This is the addressing plan that evolved through RFCs 2073, 2374, and 3587, with current RIRs assigning prefixes from the 2000::/3 prefix designated by RFC 4291.  The prefixes obtained under this plan are called “Provider Aggregatable” or “PA” prefixes.

RIRs have also begun to adopt IPv6 prefix assignment policies similar to the ones used for IPv4 in order to permit “Provider Independent” or “PI” prefixes to be given to organizations that do business with multiple service providers.  In the North American region, for instance, ARIN’s Number Resource Policy Manual section 6.5.8 (dated September 24, 2008) describes the ARIN policy for IPv6 PI prefix assignments.

As the IPv6 ATN is constructed, IPv6 prefixes have to be obtained.  The ICAO itself is not directly a network service provider, which is the classical definition of the requirement for being a “Local Internet Registry” or “LIR” for obtaining a block to sub-assign PA addresses from.  Another barrier to becoming an LIR is membership in an RIR, which ICAO does not possess.  If PA space is used in the IPv6 ATN, then it has to come from network providers.  Using PA prefixes this way has several disadvantages to the ATN operationally, which are described in later sections of this document.  PI prefixes have many advantages, but involve more work to initially obtain, as the size of the requested allocation must be well justified and the plan for using the space should be well laid out.  An analysis of proposed ATN addressing plans and related plans follows.

1.2 ICAO Application to ARIN for PI Block

For some time now, ICAO has been in contact with various figures and bodies involved in Internet numbering and address assignments (IANA, ICANN, RIRs – ARIN, RIPE, etc.).  It was encouraged to apply to ARIN for an IPv6 prefix to use for the ATN.  This would allow ICAO to sub-divide the bits beyond that prefix to use for organizing the ATN.  Using this prefix does not require that the ATN be interconnected with the rest of the global Internet.  If it was ever desired to connect the ATN to the rest of the Internet, an ATN provider could advertise the ATN prefix publicly using Internet routing protocols, and the ATN addresses would be both globally-unique and globally routable.  This is a large advantage over other addressing approaches that use private IPv4 address that are neither unique nor widely routable.

The request for an IPv6 prefix has to name a specific size of the address block being requested, and this figure needs to be justified with hard data and well-crafted plans for use.  This seems to still be an area that is lacking, as networked operations concepts for aeronautics are still being developed and attempting to earn acceptance and lead technology development and deployment efforts.  The way that the operations concepts develop can greatly affect the number of addresses needed.  Currently, it is envisioned that each aircraft contains at least a mobile host, and for large aircraft, at least one or more logical networks.  The question of how big each of these networks will be is rather open, and ranges from very large in the case where every sensor and piece of avionics is addressed, to much smaller in the case where only certain pieces of equipment are directly IP-addressable and act as aggregation and translation gateways of some form for the rest.

The ICAO prefix request also raises some issues with the Internet’s prefix allocation plans, as these plans involve all prefixes coming from RIRs, which are by definition “regional”.  This raised the question of which RIR to interact with for a global, international organization like ICAO and caused more initial difficulty than necessary.  Since many other such organizations will likely be supporting IPv6 in the future, it may be wise for the Internet community to consider how these should ideally be serviced.
1.3 Addressing Proposals

A brief analysis of several addressing proposals follows.

1.3.1 IPv6 PI Proposal

Two options were presented in WP02 from the seventh meeting of ICAO ACP WG-I.  The first began with a /16 PI prefix assigned to ICAO.  This was sub-divided using a “traffic type”, into a number of /20 prefixes to distinguish between ground and air systems for control, airline operations, and passenger communications.  The remainder of the sub-network portion of the address was broken down into organization and site identification fields.  The major problem with this addressing plan, as noted in the proposal, is that it leaves a large portion of the address space unplanned (50% of the /16.  The justification for the traffic type is that it allows traffic towards airborne addresses to be quickly routed through an air-ground communications provider rather than through the organization’s home network, and allows separation of ground and air-ground service providers for an organization.  Though this is actually the best proposal to-date, it could still be improved.  It may be noted that there are other traffic engineering mechanisms that could be used to perform the same functions as the “traffic type” portion of the prefix, without incurring the cost in terms of size of ICAO prefix needed and amount of that prefix that is essentially wasted.

The second proposal in the same working paper involved the same /20 scheme of ICAO prefix plus “traffic type”, but used the 24-bit ICAO Aircraft Address as part of the prefix, with 16-bits left for sub-networking onboard an aircraft.  While this seems initially attractive for the reason of directly typing the existing aircraft address to the aircraft’s IPv6 prefixes, it is also unattractive in the need for the “traffic type” field and the routing table growth implied by use of the aircraft address (which is really an identifier) that has no topological significance within the prefix.  A fast mapping between prefixes and aircraft can be maintained nearly statically without relying on the addresses of each packet themselves holding this mapping.

1.3.2 IPv6 PA Proposal

Another proposal for addressing of aircraft networks has been for the air-ground communications providers to obtain /32 prefixes, and assign each customer aircraft sub-blocks within the /32.  This would be a PA plan, as the aircraft’s addresses would depend on its providers.  This proposal also recommended the use of the 24-bit ICAO Aircraft Address, which may or may not be desirable.  We feel that PA solutions themselves may be undesirable, based on analysis presented later in this paper.

1.3.3 IPv4 AMHS

At the eighth WG-I meeting, an IPv4 addressing proposal for AMHS was presented, which described the plan to build an IPv4 network and transition to dual-stack and IPv6.  This plan uses a private (non-unique, non-routable) /8 prefix, divided into /20s that identify regions and states.  This leaves 12 bits for addressing hosts within each state.  The quoted number of supported hosts in each network (4096) is slightly wrong as it does not account for the two network and broadcast addresses of each subnet.  This assumes no further sub-netting within the state, which will further reduce the number of hosts supportable.  It was not clear how this would relate to later IPv6 transition efforts, or what the utility is in building and trying to transition an IPv4 network over simply building an IPv6 network from the outset.
2. PRovider-Aggregatable prefix Analysis

2.1 Advantages of PA for ATN

· No difficulty or special effort is needed to obtain PA prefixes, as they come from a service provider, and do not have to be specially acquired through an RIR.

· When new providers are acquired, the PA prefix obtained from them is immediately usable without coordination of routing protocol configuration between the provider and end-site.

2.2 Disadvantages of PA for ATN

· It is difficult for an end-site to advertise a PA prefix from one provider as reachable through a second provider’s network.  The end-site has to specially arrange with the second provider to bypass typical filters in the routing protocol configuration.

· Configuration complexity arises as using multiple providers means having multiple PA prefixes per-network.  This means every host can have multiple addresses (one from each provider, in addition to link-local addresses).  A mechanism like shim6 is then required for utilizing both providers, adding complexity to each host and potential for confusing network management situations.

· Changing the providers that a site does business with can be difficult as it requires renumbering of all hosts within the site’s network.  This can lead to network management issues or issues in other protocols and configuration files as IP addresses may have been hard-coded in some places, or assumed to be static.

3. Provider-independent prefix analysis

3.1 Advantages of PI for ATN

· Announcing a prefix as reachable through multiple providers is very easy with a PI prefix.

· All hosts need only a single global unicast address in the PI block (plus their link-local addresses), and get multihoming benefits from the routing protocol rather than running arcane extensions like shim6 per-host.

· Changing providers involves very little to no change inside the end-site’s network.

3.2 Disadvantages of PI for ATN

· Much greater initial effort is required to obtain a PI prefix than for a PA prefix.

· When new providers are acquired, routing protocol configuration has to be worked out between the end-site and provider’s network engineers in order to establish a peering to advertise the prefix through and receive routes to the rest of the network through.
4. conclusions
Addressing plans are deeply related to the routing functions and global efficiency.  Addressing issues should be carefully considered for the ATN now, while they can be most easily resolved.  It is for this reason we believe the ICAO approach to obtaining a PI allocation to be the best long-term solution, and make the following recommendations towards attaining that goal:
· Determine “raw” requirements - Determine the total number of IP networks needed for the ATN. Categorize these networks according to such criteria as traffic type, geographical or political boundaries, and mobility requirements.  Determine potential host address requirements for each of the networks.

· Implement sensible design considerations – Optimize the ATN IPv6 address format by eliminating what are (or will be) wasteful or superfluous identifiers such as the Traffic Type, or the ICAO registration, whose 24bits of the ATN IPv6 header could be reclaimed by the use of Domain Name Service.  Such efforts will allow for the maximization of the networks, and hosts permutations, which can be derived from an assigned IPv6 address block.   If such identifiers are deemed necessary to support legacy equipment, or networks, we recommend the usage of protocol gateways to make the necessary changes to the simplified ATN IPv6 headers as needed.  Use information gathered from the raw requirements to create topologies with sensible IP network demarcations allowing for greater flexibility in address utilization.  Simply put, we recommend putting more efforts into the design of ATN IPv6 network, and its routing policies, instead of designing intelligence into the ATN IPv6 packet itself.

· Document requirements and designs for IANA or RIR(s) – Although ICAO is not an ISP from an actual network services standpoint, it is assumed it will provide (or will delegate) administration of the IP address block(s) it receives from the Internet authorities.   As such, it will most likely be expected to provide documentation commensurate with top tier or mid-level tier ISPs, to the requested authority.    Where possible leverage previous, similar, applicants information to help ensure success.

