IP 01A Notes


ATN Security

2-pass exchange to establish session key

aircraft key may retrieved from ground Directory Service

ground systems use short-lived certificates since they do not have access to CRLs

can have unilateral authentication by aircraft supplying ephemeral key

data can be passed on the first exchange

may be performed at CM or application start

recommendation is to go forward in WG M with previous proposal to invoke on top of Dialogue Service rather than in ULCS
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Internet Key Exchange (IKE)

IKE is used to negotiate security associations between a pair of communicating peers.  It is defined as part of Internet Protocol Security (IPSec).  
IPSec is currently in its third generation of specification.  The first generation (RFCs 1825-1829) did not specify a specific key management protocol.  
IKEv1 was developed for the second generation of IPsec  (RFCs 2401-2412).  

IKEv1 was specified in RFCs 2407 (IKE), 2408 (ISAKMP), and 2409 (DOI).  
It was considered complex with ambiguities that have led to interoperability problems.  
IKEv2 was developed for the third generation of IPsec (RFCs 4301-4309) 
IKE v2 is specified in IKEv2 (RFC 4306).  
IKEv2 attempts to address the specification difficulties, security issues, and protocol inefficiencies of IKEv1.

IKE Version 1

IKEv1 uses two phases.  
Phase 1 is used to establish an Internet Security Association and Key Management Protocol (ISAKMP) Security Association (SA) for IKEv1 itself.  
Phase 1 negotiates the authentication method to be used and the symmetric encryption algorithm to be used, if any.  
Phase 1 is accomplished in either six messages (main mode) or three messages (aggressive mode).

Phase 2 negotiates the SA for two IPsec peers.

Phase 2 is accomplished with three messages.  
One Phase 1 negotiation may be used for multiple Phase 2 negotiations.  
IKEv1 need not be performed by the IPsec peers themselves, but, instead, may be performed on behalf of the IPsec peers.  
With this approach, anonymity can be achieved, if necessary.

IKE Version 2

IKEv2 continues to use two phases: IKE_SA_INIT and IKE_AUTH  
Each phase consists of a request and a response; therefore, unlike IKEv1 which requires at least 6 messages, only 4 messages are required to establish the IKE_SA and to negotiate the first child SA. 
In the IKE_SA_INIT exchange, the two peers negotiate the use of cryptographic algorithms and exchange information used for key agreement.  
After IKE_SA_INIT the two peers have agreed on cryptographic keys to protect the IKE_AUTH exchange but they have not authenticated each other.  

In the IKE_AUTH exchange, the two peers mutually authenticate one another and establish the security association for the use of IPSec between the two IKEv2 peers.    This authentication mechanism may use:

Digital Signatures, 
the Extensible Authentication Protocol (EAP) (with  2 additional messages), or 
Pre-shared keys.  
The two peers may optionally exchange Certificates 
Once the IKE_AUTH exchange is completed, the two peers may negotiate additional security associations using CREATE_CHILD_SA exchanges.
CREATE_CHILD_SA exchanges can be preformed to protect additional traffic between the two IKE peers or can be conducted on behalf of other entities associated with the IKE peers (e.g., end system applications behind an IPSec-capable router).

Once the IKE_AUTH exchange is completed, the two peers or may use INFORMATIONAL exchanges to determine the state of any of the security associations.  
Secure Socket Layer/Transport Layer Security

Client Hello:  Client proposes supported cipher suite

Server Hello:  Server sends chosen cipher suite

Certificate:  Servers sends Certificate

Certificate Request:  Server requests Client’s Certificate

ServerHelloDone:  Server has sent all Handshake messages

Certificate:  Client sends certificate

ClientKeyExchange:  Client sends pre-master-secret encrypted with Server’s public key

ChangeCipherSpec: Client sends “New chosed cipher sutite will be selected”

Finished:  finished message

ChangeCipherSpec:  Server sends “New chosen cipher suite will be selected”

Finished:  finished message

Summary - Security Options  (toolbox approach)

1.  May Use security associated with Access Network


and/or 

2.  Use end-to-end security


ATN security for use over narrow-band access networks


or


IKEv2-IPsec


SSL 


Considerations:  

IPsec is for mutual authentication only 

IPsec would required modification to operate with aircraft cert retrieval; short lived ground certificates

SSL offers unilateral or mutual authentication 
SSL would required modification to operate with aircraft cert retrieval; short lived ground certificates

SSL only works over TCP, i.e., not for connectionless environment

3.  Use common Cryptographic Suite  (ECC) 
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