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SUMMARY

The attached diagram depicts the messages exchanged for Key Establishment with Entity Authentication using Public Key Certificates for ATN Security, IKEv2-IKEv2 – IPsec, and SSL.     
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Notation

CERT – Public Key Certificate

AEP – Authentication Exchange Parameters

Data – Application Data

SIG – Digital Signature

MAC – Message Authentication Code

HDR – Header

SA – Security Association

KE – Key Exchange

Ni, Nr – Initiator/Responder Nonce

ID_I, ID_R – Initiator, Responder

Hash – Cryptographic Hash

HNDSHK – Handshake Protocol

TS – Traffic Selector

EK – Ephemeral Key

APPDATP – Application Data Protocol

ESP – Encapsulating Security Payload Protocol
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Notation

CERT – Public Key Certificate
AEP – Authentication Exchange Parameters
Data – Application Data
SIG – Digital Signature
MAC – Message Authentication Code
HDR – Header
SA – Security Association
KE – Key Exchange
Ni, Nr – Initiator/Responder Nonce
ID_I, ID_R – Initiator, Responder
Hash – Cryptographic Hash
HNDSHK – Handshake Protocol
TS – Traffic Selector
EK – Ephemeral Key
APPDATP – Application Data Protocol
ESP – Encapsulating Security Payload Protocol
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