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Summary

This paper presents comments on the further work program of WG-I with the view to complete the relevant tasks agreed at ACP/1.

1

Introduction

1.1

At ACP/1 details on the work of WG IPS, as reproduced in Appendix 1, were agreed.  Activities related to the completion of ICAO material were placed on the work program of WG-I.  The work program was amended by the ANC to align with the ICAO 2008 – 2010 budget and Business plan.  As a result the VoIP work has been deferred.  Guidance material on VoIP will reference EUROCAE WG-67.
1.2

The work program, as specified in the ACP/1 report, also includes development of material for implementing current OSI applications over ATN/IPS.

1.3

WG IPS is  a working group with the expertise for developing necessary ICAO material for implementing an IPS based ATN, and is dedicated to see the IPS based ATN implemented, which is also ICAO’s goal. As such, WG IPS is well qualified to perform the tasks entrusted to it.
1.4

Based on the work program for WG-I and taking into consideration the progress at the fourth meeting of the working group, the following observations are offered to the working group for organizing its further work. 

1.5

The main goal of WG-I is to develop ICAO material that would enable implementation of the ATN, solely based on the IPS.  In this activity, due account needs to be given to ongoing implementation in some regions or countries of ATN/OSI material. However, to the extent possible, implementation of ATN/OSI material should not be promoted.
2.

Main areas of activities in WG-I
  

2.1

The main area of work for WG-I is development of the Manual for the ATN using IPS standards and protocols (Doc 9896), including  detailed technical specifications, guidance material for the implementation of the ATN/IPS, as well as development of application material which allows for implementing current applications using the IPS protocols

2.1.1

The development of application material should focus on the development of material which supports the transfer of already existing ATN/OSI applications to the ATN/IPS.
2.2

WG-I should keep it’s focus on developing the ATN/IPS “Network”.  A properly developed open-network architecture will facilitate easy development and implementation of applications on top by the sub-regional, regional or global user communities and ICAO Standardization Panels.  Previous attempts at developing global applications such as AMHS and AIDC, tightly knit with the underlying network protocols have proven to be a sub-optimal approach, because of reasons such as the following:

· A large, time and resource intensive task, not properly broken down, takes too much time to develop.

· A relatively limited community of people involved in the development of the total package, including networking aspects as well as operational aspects.

· A top-down approach does not facilitate flexibility at the top (application) level.

As such, WG-I may for instance, in addition to supporting AMHS over IP, develop an alternate solution for ATSMHS, for instance using the SMTP or the ESMTP protocol.  

The OSI based AIDC solution however, should be dropped for the following reasons:

· It was developed in a manner such that it is difficult to pipe it over the TCP/IP (RFC1006, or similar, not applicable) 

· It is a prime example of local/regional point-to-point GG communications, for which several regional or sub-regional implementations exist today.  There seems to be limited enthusiasm for a global solution. 

· If a global solution is desired, then the appropriate user community should support this work, while the networking experts of WG-I stay focused on the networking aspect. 

2.3

 The development of the Manual for the ATN using IPS standards and protocols (Doc 9896) is well underway and expected to be completed by the end of 2008. 
2.3.1

Still outstanding is the development of material on IPv6 addressing. At the timing of the ATN/APS SARPs becoming applicable (November 2008) an addressing scheme should be in place. Therefore, a request for aeronautical IPv6 addresses will be forwarded to the relevant authorities without delay. 
2.3.2

The current identification of AS numbers, taken from the block 64512-65534 reserved for private use should be carefully reconsidered with the view to use public AS numbers. It may be expected that parts of the ATN/IPS will make use of the public internet as transport medium (or use the public internet as a back-up facility to the -private- ATN).  In the Internet world this is an issue between network operators which utilize the Border Gateway Protocol (BGP) and  the Internet Assigned Numbers Authority (IANA), which issues those numbers.  A request for an aeronautical block of AS numbers will be forwarded to the relevant authorities at the same time as the request for aeronautical IPv6 addresses..
2.3.3

A soon as possible, taking into consideration the progress on the use of security and mobility for the air-ground data link systems, commence work to amend the current SARPs for those systems with the view to introduce IPS in the air-to-ground.   While this work is not on the current work program for WG-I, the working group should develop relevant proposals, including identification of the most appropriate group, for possible review at the ACP WG of the Whole meeting in March.  In this activity, and taking into consideration current implementations of air-ground datalinks, due account should be given to implementing dual-stack, preferably in the ground stations. When considering the open nature of the radio link in the air-ground data link systems, implementation of security mechanisms seems to be a requirement.
2.3.4

From a global perspective, identification of single or preferred mobility and security protocols (such as IPMv6 and IPsec) is highly desired.  

2.3.4.1

Mobility protocols, being a global issue, need to be identified and described.  Security protocols need to be identified and described (IPSec, SSL/TLS, probably ATN Security for narrow-band A/G).  These protocols should be considered in a toolbox like approach.  In the development of an IPS implementation of an A/G protocol (e.g. VDL2/IPS), a particular mobility protocol  and a particular security protocol would be specified.

2.3.5

ATN applications, including those currently defined in Doc. 9705/9880, need to be amended with the view to become native IP. This work needs to be undertaken as quickly as possible. New implementation of (elements) of the OSI standards (such as for AMHS and VDL mode 2/CPDLC) should be discouraged.  WG-I, in undertaking this work (as per decision at ACP/1) should, initially, identify what needs to be done to convert those applications to native IP.  In this work, use needs to be made of already available IPS application layer protocols (for instance, use of SMTP for messaging instead of AMHS). This work needs to be supported by industry.  Currently ongoing implementations of ATSMHS (as well as VDL Mode 2/OSI and CPDLC/OSI) do not fit in the ICAO view to implement an ATN solely based on IPS standards. Although the ATN SARPs allow for ATN/OSI implementations, air-ground applications that are currently being reviewed from the operational standpoint (FIS and ADS-C) should be implemented directly as IPS native applications.  AMHS/OSI and CPDLC/OSI, as such systems have already been implemented.  needs to be supported, however, new implementations of such systems should be discouraged.

2.3.6

WG-I needs to support implementation of VoIP by providing States with relevant guidance.  VoIP implementations are already ongoing.  WG-I should monitor and reference as appropriate the work of EUROCAE WG-67.
3.
Action by the meeting

3.1
The meeting is invited to develop a work program aiming at completing its tasks. 

APPENDIX 1

Major task 1: 
Expected outcome -- Implementation of ATN/IPS

Output:

Draft set of SARPs 




30 November 2008(
WG-I
Manual for the ATN using IPS standards and 
30 November 2008
WG-I
protocols (Doc 9896), Part I, Detailed Technical Specifications


a.
Mobility protocols




BGP versus Mobile IPv6


b.
Security protocols



c.
VoIP material (references)

Manual for the ATN using IPS standards and 
30 November 2008
WG-I
protocols (Doc 9896), Part II, IPS Applications
(in the preface of this part of the manual, there should be
 a pointer indicating that applications may also be described elsewhere)



a.
A/G
CPDLC



b.
FIS



c.
ADS-C



d.
G/G
ATSMHS



e.
AIDC (by referencing OLDI as an example)


f.
XML/Web based services

Manual for the ATN using IPS standards and 
30 November 2008
WG-I
protocols (Doc 9896), Part III, Guidance Material


a.
Autonomous System numbering



b.
IPv6 addressing plan



c.
Security protocols





Policy management





Key exchange



d.
Transition guidance


e.
VoIP references.
ICAO material on Voice over Internet Protocol (VoIP)



a.
Draft SARPs (if required)


30 November 2009(
WG-I

( Applicability date of SARPs.








