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UAS Control and Communications (C2) Security
Why is UAS C2 Security Needed?

UAS Control and Communications Link Security is a key safety and interoperability requirement in integrating Civil Unmanned Aircraft Systems into the National Airspace System (NAS).  UAS communications among the following UAS components must be protected against must be protected against spoofing attacks:
· Control link messages between the Control Station (CS) and Unmanned Aircraft (UA), and 

· ATC voice and data communication messages between the UAS pilot and Air Traffic Control (ATC), either relayed through the UA or through direct communications pathways, such as a theoretical CS-to-ATC ground-to-ground communications pathway
Communications Security is needed since otherwise an attacker may interfere with ATC clearances issued to the UAS pilot and with control link messages between the CS and UA.   In a worst case scenario such attacks may permit an adversary to take over control of a UA within the NAS.

 What is the FAA Security Team’s Role in Control and Communications Security?
Assist in the Overall Security Solution Development  

The FAA Security Team will collaborate with NASA Glen Research Center R&D Team in the overall UAS security solution development.  NASA with support from the FAA will perform a UAS Risk Assessment, identify potential mitigations, develop a prototype system, and finally validate security mitigations using the prototype system.
Define Network Architecture

The FAA Security Team brings experience in communication networks to the program.  The security mechanisms are heavily dependent on the air-to-ground sub-network and Inter-network architecture and in particular on the approach to mobility.  The FAA Security Team will identify options for an Internet Protocol architecture including the local and global mobility options. 

Develop Security Mechanisms
Once the network architecture is relatively mature the security mechanisms can be defined.  The security mechanism definition includes defining the security protocol and the underlying cryptographic techniques.   The FAA Security Team will define security provisions for the following:
· Air-Ground Network Access Security

· Inter-networking Security

· End-to-End Application Security

Contribute to RTCA SC 203 MASPs development
The FAA Security Team will provide input in the above areas to the development of the RTCA SC 203 MASPs. 
SUMMARY


This paper is a one page summary of the Federal Aviation Administration’s efforts in support of UAS Control and Communications (C2) Security
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The ACP WG-I is invited to note the efforts of the FAA for C2 Security. �
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