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1. Introduction

Given the increasing hostile electromagnetic environment in which the aeroplanes are flying, one interference source on its own or the aggregate of a combination of interference sources could cause harmful interference to the on-board systems.  This leads to the problem that the cause of interference is often difficult to detect or that the incident cannot be replayed.  The increasing number of incidents requires an integral global approach to at least meliorate the problem at an early stage but with the objective to provide a long-term solution to control the problem.

2
Cases of interference

The increasingly “unfriendly” electromagnetic environment in which the aircraft has to operate is shaped by a variety of interference mechanisms, which can be categorised as follows:

1. on board interference
1.1 between aircraft electronic and electrical equipment 
1.2 between Portable Electronic Devices (PEDs) and aircraft electronic and electrical equipment

2. Environmental interference;

2.1 Non aviation systems using aviation bands

2.2 Emissions from other services and industries

3 Legal interference:

3.1 Accepted spurious emission levels from systems operating outside-aviation radio bands

3.2 Emissions from systems operating in shared aviation bands.

4 Intentional interference

4.1 Illegal transmissions on not allocated bands or 

4.2 No adherence to the radio regulations i.e. output power or operating bandwidth.

5 Unintentional interference

5.1 Interference due to malfunctioning of equipment

5.2 Equipment with hidden transmission functions

3 Recommended Approach

To deal with the problem the following approach should be taken:

a) Investigation of all cases of interference.  However, it would be prudent to first evaluate on the bases of reported incidents which category generates most incidents.   For WG-F to perform such an evaluation it is necessary for States and Organisations to submit its available information on cases of interference.

b) Provide an inventory of relevant available technical documents within ICAO and standardisation organisations and explore national and international regulations.

c) Assess whether the interference source(s) were within or outside the technical/legal framework

d) Provide advice to improve immunity of CNS systems.

e) Establish a global database containing experienced cases of interference.

4 Recommendation to WG-F

WG-F is requested to note this paper with the objective to

a) agree on the need for AMCP to address the issue of interference and

b) to develop an action plan 


