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	SUMMARY

	This paper requests the support of the ACP regarding the safety aspects of RPAS flights using beyond line-of-sight operation which require very reliable C3 links through a satellite. An estimation to which extent radio links of existing AMS(R)S / FSS systems are applicable for the use as the RPAS C3 links in non-segregated airspace. One of the essential parameters to be determined is the minimum required availability of forward and return C3 links between the remote pilot station (RPS) and remotely piloted aircraft (RPA) through a satellite. 

	ACTION

	The ACP WG-F / WG-M are invited to discuss the questions as written under Point 3 and advise the UASSG accordingly.


1. INTRODUCTION

Historically ICAO has standardised, through Annex 10 to the Convention, all required Communication, Navigation and Surveillance (CNS) technologies. I.e. those technologies allowing an aircraft registered in any contracting State to interoperate with ground and space constituents providing signals in any airspace of the world.
Such SARPs hence cover not only technology independent safety requirements for the systems, like e.g. frequency bands, protection from interferences, integrity, availability, continuity, timeliness and security, but also all other radio-frequency characteristics necessary for interoperability (e.g. coverage, signal strengths, modulations) as well as definition of the protocols for digital communications.
The RPA should use one or more of said CNS technologies, as applicable in the concerned airspace class and for the type of operations. This however concerns the segment between the RPA and ATM or radio-navigation systems.

In addition the RPA needs to be connected by C2 to its RPS. There can be on the market several different types of RPS, while the compatibility between them and a specific type of RPA will be checked during the type certification process of the RPA and recorded in the data sheet attached to the TC.

In conclusion it may be envisaged that the scope of the future ICAO SARPs for C2 could cover only safety and performance, technology independent provisions, but not interoperability provisions between different types of RPS and different types of RPA.
2. DISCUSSION
The information flows, performance requirements, including quality of service, certification and operational approval processes related to data and information necessary to support the safe and effective operation of an RPA. The following communication tasks may be required between the RPA and the RPS. These will often be supported on a single data link but may require multiple links. Link availability requirements may dictate the need for data link redundancy. Any payload data link requirements need to the be provided by an independent link.
Command and control link encompasses the following communication tasks:
a)
Control uplink to RPA: data to modify behaviour and state of the RPA;

b)
Control downlink from RPA: data to indicate the position and status of the RPA;

c)
Detect and avoid downlink: sensor data and processed sensor information (related to, traffic, weather, terrain airport visual data,) and manoeuvre recommendations (RA) and detect and avoid automatic response (initiation and description), etc. ;

d)
Detect and avoid uplink: sensor selection /control, CA auto response state select (on/off) and override (pilot option to cancel CA manoeuvre) ;

e)
Data to support RPS handover (transferring remote pilot / RPS to accepting remote pilot / RPS);

f)
Data to support RPS handover (accepting remote pilot / RPS to transferring remote pilot / RPS).

In addition, the following ATC voice and data link communication task may be relayed between the aircraft and the RPS on the same C2 link.
a)
ATC voice communication relay (ATC to remote pilot via RPA) VHF, HF and / or satellite voice;

b)
ATC voice communication relay (remote pilot to ATC via RPA) VHF;

c)
Note: It is unlikely that ATC HF and / or satellite voice will be relayed though the RPA as there are more efficient direct alternatives; 

d)
ATC data link (ATC to / from RPA) (local air space requirement).

The communication channel may be direct via private network or through an external communication service provider.
3. Action by the ACP
The ACP WG-F / WG-M are invited to discuss and asked to advise the UASSG accordingly to the following questions:
3.1. What is the value of minimum required availability of forward and return C3 links between the RPS and the RPA through a satellite for a safe and reliable worldwide RPAS operation?

3.2. ‘Party Line’ - Should the current ‘party line’ effect (where all aircraft on frequency can hear voice communications between other aircraft  as well as ATC) be stated as a mandatory requirement for all communications between Remote Pilot and ATC ?  If the RPA is used as the ‘relay’ for ATC voice comms, then this is a fairly obvious requirement, but we also need to consider the possibility of other comms networks/architectures being used too (Eg. direct ground link between RPA pilot and ATC).  Such a requirement would, if imposed, place additional bandwidth requirements on the C2 link (if RPA used as the relay) or additional cost/complexity (if direct link used). 
3.3. ‘Link Protocol’ - Is it necessary for the C2 link Protocol to be defined under ICAO SARPs, or can it be left to industry standards? If RPA are to be permitted to share pilot stations, a common protocol will be essential, and to ensure interoperability, this will have to be controlled under suitable standards; however there does not appear to be a strong reason for this to be a single standard.

If an RPA is never required to operate with a different pilot station, can we really force it to conform to a (potentially) more expensive and potentially complex link protocol, purely because it also supports the use of an alternative pilot station?

For cases where an in-flight handover between pilot stations is anticipated, this will obviously force the need for a common protocol for the link between the two pilot stations (and the handover procedure may need to be precisely defined)

There are also security considerations (which may or may not be in scope of the ACP)- Is it necessary ( as has been suggested by some military agencies) that all  civil RPA C2 links can be ‘captured’ by local authorised military  in order to prevent their use as a weapon?  This would again encourage the use of a global standard for link protocol.
3.4. ‘Spectrum allocation’ - It is assumed that the spectrum used for the C2 link for RPA operations will be within internationally agreed aeronautical protected spectrum or possibly within agreed national bands.  In either case, the day to day allocation of spectrum for RPA operations will require a different approach to that currently adopted for ATC voice sector frequencies, as a unique channel or set of channels will be required for each RPA operating in a given area. Given the expected bandwidth requirements, opportunities for frequency sharing may be limited.  Also it may not be possible for an individual RPA on a long duration mission (either local or long range) to keep the same C2 frequency for the duration of the flight because of demands from other users and cross border requirements. Either national or international procedures for managing this will be required.
3.5. ‘Acceptability of lost link Condition’ - No RF link is 100% available, however for an RPA, the C2 link can be considered the equivalent of the linkage from the ‘stick’ to the  ‘control surfaces’ (or flight control system) in a conventional aircraft. The airworthiness requirements are still be determined and will depend (as noted in the previous paper) - on the control interface options.

It is likely that all civil certified RPA will primarily be operated using an FMS (waypoint steering) with the option of using   ‘autopilot’ when necessary. In the event of a C2 failure the RPA would revert to ‘FMS’ mode and follow a pre-planned reversionary route. The use of direct ‘stick and throttle’ control is likely to be rare on Civil RPA (except perhaps for take-off and landing, until fully automatic systems can be certified), but again, in the event of a C2 dropout, the system should revert to the FMS mode. 

It is likely that the acceptable duration of an intermittent link dropout will depend on the control mode in operation as well as the location and  flight phase at the time of the failure,

What is the acceptable duration of C2 link dropout (before setting lost link TX code and enabling revisionary procedure)? - this issue covers all areas (comms, airworthiness, ops) however.

3.6. ‘Identification of Amendments to Annex 10’ - Of the five volumes of Annex 10 it is likely that all will need some amendment; consideration may also need to be given to the generation of new volumes specific to the C2 link and /or the ‘signal in space’ issues which may be associated with a Detect and Avoid function – Can ACP support in the following areas of Annex 10 as a minimum:

Vol 1 – Nav Aids - RPA are unlikely to use conventional navigation aids because of mass / volume and cost issues, but will instead rely on GNSS navigation solutions – issues of integrity and availability of such aids will need to be considered under the operations work, but any resulting assumptions for Nav aids will presumably need to be addressed in this volume. The question is has reversionary navigation also to be considered?
Vol 2 - Communication procedures - Given the principle of transparent insertion of RPA into the airspace, this volume should not be affected significantly, however some additional parameters including for example ‘maximum voice communication transport delay’ which can arise with RPA due to the additional voice relay via the aircraft, may need to be considered. Any proposed use of a ‘reversionary RPA pilot to ATC voice link’ (E.g. via a direct telephone line) will need to be addressed. Finally, has the potential implications of using digital data link communications from ATC to RPA also been considered?
Vol 3 - Communications systems - Assuming the C2 link is addressed in a separate volume, no significant changes to this volume are anticipated other than a possible change to the Mode S / ACAS logic to allow the RPA (non ACAS) collision avoidance function to receive information from ACAS of an intruder of its intended avoidance manoeuvre (This is a concept which has been proposed by the European MIDCAS project). Is ACP also in line with that statement or has a different point of view?
Vol 4 - Surveillance Radar and Collision Avoidance Systems - Again assuming that RPA Collision avoidance is defined in a separate volume, little change is expected to this  volume (additionally, this subject is probably more applicable to the surveillance panel rather than the Communications panel), other than the introduction of a new mode S code to indicate a ‘lost C2 condition’. Does ACP agrees to that statement or has a different standpoint?
Vol 5 – Spectrum - This will require update to address both any additional spectrum made available for Aeronautics use by world radio conference (WRC) and to capture the decision about the mandatory use, or otherwise, of protected aeronautical spectrum for C2 links (including what class / category of RPA such requirements should apply to). Is ACP supporting this way forward and what might be the efficient way to do this?
3.7. What should be the proposed position for WRC-2015 on the "potential" use of fixed satellite system (FSS) SATCOM spectrum to support UAS beyond radio line of sight (BRLOS) control & Communications? 
3.8. What minimum level of integrity (end-to-end, up to the top of the protocol stack) is acceptable for SATCOM voice operations?
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