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*  Encryption of clear text S with symmetric key K: E(K, S);
»  Decryption of cipher text C with symmetric key K: D(K, C);
»  The operation for computing a hash over a message m is denoted by H(m).
*  Computing a Message Authentication Code with symmetric key K over message M: MAC(K,M);
* Key agreement based on asymmetric key pairs (SK, PK) and (SK’, PK’) and domain parameters

D: KA(SK,PK’,D) / KA(SK',PK,D);
*  Key derivation from a shared secret S: KDF(S);
« Signing a message m with private key SKirp is denoted by s = Sign(SKirp, m);
»  Verifying the resulting signature s with public key PKirp and message m: Verify(PKirp, s, m).

«  Computing a compressed representation of a public key PK: Comp(PK).
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Contactless Inspection
Method Ic System Benefits Note
BASELINE SECURITY METHOD
Passive Authentication m m Proves that the contents of the Does not prevent an exact copy
(Section 5.1) SOp and the LDS are authentic | or IC substitution.
and not changed. Does not prevent unauthorized
access.
Does not prevent skimming.
ADVANCED SECURITY METHODS
Comparison of n/a o Proves that contactless IC’s Adds (minor) complexity.
conventional MRZ(OCR- content and physical eMRTD Does not prevent an exact copy
B) and IC-based belong together. of contactless IC and
MRZ(LDS) conventional document.
Active Authentication o o Prevents copying the SOp and Does not prevent unauthorized
(Section 6.1) proves that it has been read access.
from the authentic contactless Adds complexity.
Chip Authentication olc o IC. Chip Authentication is
(Section 6.2) Proves that the contactless IC REQUIRED for LDS2.

has not been substituted.
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Method

Contactless
IcC

Inspection
System

Benefits

Note

Basic Access Control
(BAC)
(Section 4.3)

c
(see also 4.1)

m
(see also 4.1)

Password Authenticated
Connection
Establishment (PACE)
(Section 4.4)

r/c
(see also 4.1)

m
(see also 4.1)

Prevents skimming and misuse.
Prevents eavesdropping on the
communications between
eMRTD and inspection system
(when used to set up encrypted
session channel).

Does not prevent an exact copy
or IC substitution (requires also
copying of the conventional
document).

Adds complexity. At least one
of BAC or PACE SHALL be
supported by the eMRTD.
PACE is REQUIRED for
LDS2.

PACE offers better protection
against eavesdropping than
BAC. See also Appendix A.

Terminal Authentication olc o Prevents unauthorized access to | Requires additional key
(Section 7.1) sensitive data. management.
Prevents skimming of sensitive | Does not prevent an exact copy
data. or IC substitution (requires also
copying of the conventional
document).
Adds complexity. Terminal
Authentication is REQUIRED
for LDS2.
Data Encryption o o Secures additional biometrics. Requires complex decryption
(Section 7.2) Does not require processor-ICs. | key management.

Does not prevent an exact copy
or IC substitution.
Adds complexity.

m = REQUIRED, r = RECOMMENDED, o = OPTIONAL, ¢ = CONDITIONAL, n/a = not applicable.
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1. Read EF.CardAccess (REQUIRED)

If PACE is supported by the eMRTD, the eMRTD chip MUST provide the parameters to be used for PACE in the file
EF.CardAccess.
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If EF.CardAccess is available, the inspection system SHALL read the file EF.CardAccess (cf. Section 9.2.11) to determine
the parameters (i.e. symmetric ciphers, key agreement algorithms, domain parameters, and mappings) supported by the
eMRTD chip. The inspection system may select any of those paramet

If the file EF.CardAccess is not available or does not contain parameters for PACE, the inspection system SHOULD try to
read the eMRTD with Basic Access Control (skip to Step 4)

2.

Read EF.DIR (OPTIONAL)

The Inspection System MAY read EF.DIR (if present) to retrieve a list of applications present on the eMRTD chip.

3.

PACE (CONDITIONAL)

This step is RECOMMENDED if PACE is supported by the eMRTD chip. This step is REQUIRED if access to LDS2
applications is intended.

*  The inspection system SHOULD derive the key Kx from the MRZ. It MAY use the CAN instead of the MRZ if
the CAN is known to the inspection system.

*  The eMRTD chip SHALL accept the MRZ as passwords for PACE. It MAY additionally accept the CAN instead
of the MRZ.

*  The inspection system and the eMRTD chip mutually authenticate using Kz and derive session keys KSgnc and
KSwmac. The PACE protocol as described in Section 4.4 SHALL be used.

If successful, the eMRTD chip performs the following:

* It SHALL start Secure Messaging.

. It SHALL grant access to less sensitive data (e.g. EF.DG1, EF.DG2, EF.DG14, EF.DG15, etc. of the eMRTD
Application, and the Document Security Object. For the definition of “sensitive data” see Doc 9303-1).

» It SHALL restrict access rights to require Secure Messaging.

The inspection system MUST verify the authenticity of the contents of EF.CardAccess using EF.DG14 or
EF.CardSecurity, and of EF.DIR (if present and read) using EF.CardSecurity.

Note.— If no LDS?2 application is present on the eMRTD chip, EF.CardSecurity may not contain a secured copy
of EF.DIR.

Basic Access Control (CONDITIONAL)

This step is REQUIRED if Chip Access Control is enforced by the eMRTD chip and PACE has not been used. If PACE
was successfully performed or if the eMRTD does not enforce Chip Access Control, this step is skipped.

The eMRTD Application MUST be selected before Basic Access Control is performed.

*  The inspection system SHOULD derive the Document Basic Access Keys (Kgnc and Kmac) from the MRZ.
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*  The inspection system and the eMRTD chip mutually authenticate using the Document Basic Access Keys and
derive session keys KSenc and KSmac.

If successful, the eMRTD chip performs the following:

* It SHALL start Secure Messaging.

. It SHALL grant access to less sensitive data (e.g. EF.DG1, EF.DG2, EF.DG14, EF.DG15, etc. of the eMRTD
Application, and the Document Security Object).

* It SHALL restrict access rights to require Secure Messaging.

Note.— As a result of the Chip Access Procedure, the Current DF can be either the Master File
(if PACE was used) or the eMRTD Application (if BAC was used).

Joasll Lol 48)pal)  ¥—¢
S sSa7q pul! 4uidl) déafgal 1 —r—¢
¢Lis) 41 [ISO/IEC 11770-2] - Ty Aulaially (ganill Jaball D JsS5ig 0 Aanlsy milaall oLy dasall (o aail ydss o
e @il eyl ¥ Ay )eall [ISOMEC 9797-1] ) Gy uadall 58a3 goana Adig ALK 5,888 3DES [FIPS 46-3] aladiul T miiladl)
&) damsil) Slea aaiion ¥ gy A3 1T Aaal malad) aladind dse aaa 05 of Gy« A Basly Bye Lexdiesdl A
8aalg 5y a23d A6)[€ Buas s Auedls DU ALlSaall syl (ol aUas
;4 lgladl) ALelSaall By3ally Juagill Slga Canai o i cJraiil) (o e

1) The IFD requests a challenge RND.IC by sending the GET CHALLENGE command. The IC generates and
responds with a nonce RND.IC.

2) The IFD performs the following operations:

a) generate a nonce RND.IFD and keying material K.IFD.

b) generate the concatenation S = RND.IFD || RND.IC || K.IFD.
c) compute the cryptogram Eirp = E(KEnc, S).

d) compute the checksum Mirp = MAC(Kwmac, Eirp).

e send the EXTERNAL AUTHENTICATE command with mutual authenticate function using
the data Eirp || Mirp.

3) The IC performs the following operations:

a) check the checksum Mirp of the cryptogram Eirp.
b) decrypt the cryptogram Errp.

c) extract RND.IC from S and check if IFD returned the correct value.
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4)

)

d) generate keying material K.IC.

e) generate the concatenation R = RND.IC || RND.IFD || K.IC.
f) compute the cryptogram Eic = E(KEnc, R).

g) compute the checksum Mic = MAC(Kwmac, Eic).

h) send the response using the data Eic || Mic.

The IFD performs the following operations:

a) check the checksum Mic of the cryptogram Eic.
b) decrypt the cryptogram Eic.
c) extract RND.IFD from R and check if IC returned the correct value.

The IFD and the IC derive session keys KSgne and KSmac using the key derivation mechanism described in
Sections 9.7.1 and 9.7.4 with (K.IC xor K.IFD) as shared secret.
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The inspection system reads the “MRZ _information”. The “MRZ _information” consists of the concatenation of
Document Number, Date of Birth and Date of Expiry, including their respective check digits, as described in Doc
9303-4, Doc 9303-5 or Doc 9303-6 for document form factors TD3, TD1 and TD2, respectively, from the MRZ
using an OCR-B reader. Alternatively, the required information can be typed in; in this case it SHALL be typed
in as it appears in the MRZ. The most significant 16 bytes of the SHA-1 hash of this “MRZ_information” are used
as key seed to derive the Document Basic Access Keys using the key derivation mechanism described in Section
9.7.2.

The inspection system and the eMRTD’s contactless IC mutually authenticate and derive session keys. The
authentication and key establishment protocol described above MUST be used.

After a successful execution of the authentication protocol both the IFD and the IC compute session keys KSgnc
and KSmac using the key derivation mechanism described in Sections 9.7.1 and 9.7.4 with (K.IC xor K.IFD) as
shared secret. All subsequent communication MUST be protected by Secure Messaging as described in Section
9.8.
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Command
CLA Context specific
INS 0x84 GET CHALLENGE

P1/P2 0x0000 -

Data Absent
Response
Data Random Nonce
Status 0x9000 Normal processing
Bytes Random Nonce successfully generated and transmitted.
Other Operating system dependent error
Random Nonce could not be transmitted.

JA.‘A.//UA Q’A‘JZAJ/ d'i;?.// Y—§&-r-¢

Command
CLA Context specific
INS 0x82 EXTERNAL AUTHENTICATE

P1/P2 0x0000 -

Data Command data Eirp || Mirp REQUIRED
Response
Data Response data Eic || Mic REQUIRED

Status 0x9000 Normal processing
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Bytes The protocol has been performed successfully.

Other Operating system dependent error
The protocol failed.

e (Fhan i dalSs Jlaiy) b £ ¢

gailly Ligale YUl ji50 s Al dinia (g (38831 5 Diffie-Hellman ) B JoSsig n 9 lale (Blan ju Al JlatV) 22
LT 5eg yoall Zaig KV o) dadiy 4818, of (o) (sl aUais LT 5eg joall Zuig SV jocd) Aady 488y dnaa (o oo AalS ) 2LV
e LS ) e s ol LT Seg i g ASH s dkiy 488) G (pale i) Jol lgule (3himn o el JLa¥) et (ot
Al o e aal) (e LT B jaall Ay SN i) iy 386, o535l (Kt - ol Calal) b 0pa) (Blaus Ly . (8 ymd) Adpniia
sl Gfiealls adig 3 Ul e g LYL 4l ad e (sl

.ﬂwgéosahmafjéwq@amjjs .

dbay S5 A6 1 Sie) dmiiia 05 o (S Gl aUi daia e Gl Laadieeddl (el lalS) Hall A Lug gl o

e

(Y=V=9 il lail) KDFr geilie gz litiad dddag e oo SllS (g0 Axiiiie Kr peiilie aodiew lgle 3las e 4l Jlaty) i
s labizally bl ud) bl jilen Ladle Joliad) Juriall ALGN LT 5o j2all ol 3y Jal e
*  MRZ: The key Kx defined by Kz = KDF2(MRZ) is REQUIRED. It is derived from the Machine Readable

Zone (MRZ) similar to Basic Access Control, i.e. the key is derived from the Document Number, the Date of Birth
and the Date of Expiry.

*  CAN: The key Kx defined by Kz = KDFz(CAN) is OPTIONAL. It is derived from the Card Access Number
(CAN). The CAN is a number printed on the document and MUST be chosen randomly or pseudo-randomly (e.g.
using a cryptographically strong pseudo-random function). Doc 9303, Parts 4,5 and 6 specify the CAN field.
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*«  READ BINARY as specified in Doc 9303-10;

*  MSE:Set AT (MANAGE SECURITY ENVIRONMENT command with Set Authentication Template function) as
specified in Section 4.4.4.1;

* The following steps SHALL be performed by the inspection system and the eMRTD chip using a chain of
GENERALAUTHENTICATE commands as specified in Section 4.4.4.2:

1) The eMRTD chip randomly and uniformly chooses a nonce s, encrypts the nonce to z = E(Kz,s), where Kz = KDFx
(m) is derived from the shared password &, and sends the ciphertext z to the inspection system.

2) The inspection system recovers the plaintext s = D(Kz,z) with the help of the shared password m.

3) Both the eMRTD chip and the inspection system perform the following steps:
a) They exchange additional data required for the mapping of the nonce:

i) for the generic mapping, the eMRTD chip and the inspection system
exchange ephemeral key public keys.

ii) for the integrated mapping, the inspection system sends an additional
nonce to the eMRTD chip.

b) They compute the ephemeral domain parameters D = Map(Dic,s,...) as described in Section
4.433.

c) They perform an anonymous Diffie-Hellman key agreement (cf. Section 9.6) based on the
ephemeral domain parameters and generate the shared secret K = KA(SKpwuic, PKpuirp,D) =
KA(SKpt 1rp,PKpH,1C,D).

d) During Diffie-Hellman key agreement, the IC and the inspection system SHOULD check that

the two public keys PKpu ic and PKpu,irp differ.

e) They derive session keys KSwuc = KDFmac(K) and KSene = KDFenc(K) as described in
Section 9.7.1.

f) They exchange and verify the authentication token 77rp = MAC(KSmac,PKpric) and Tic =
MAC(KSmac,PKpr 1rp) as described in Section 4.4.3.4.

4) Conditionally, the eMRTD chip computes Chip Authentication Data CAjc, encrypts them Aic = E(KSgn,
CAic) and sends them to the terminal (cf. Section 4.4.3.5.1). The terminal decrypts A;c and verifies the authenticity
of the chip using the recovered Chip Authentication Data CAc (cf. Section 4.4.3.5.2).
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Chip denoted as IC Inspection system denoted as IFD

Static domain parameters Dic
Choose random nonce s
Compute z = E(Kz,s)
7
Compute s = D(Kz,z)
« additional data for Map —

D =Map(Drc,s,...) D =Map(Dyc,s,...)
Choose random ephemeral key pair Choose random ephemeral key pair
(SKpm,ic, PKpr,ic,D) (SKpH,17p,PKpH,1FD,D)
«— PKpric, PKpHirp —
Check PKpriic # PKpH,irp Check PKpriic # PKpH,irp
K = KA(SKpr ic, PKprirp,D) K = KA(SKp#,1r0,PKpH 10,D)
Compute Tic= Compute 77rp=
MAC(KSmac,PKpH,1rD) MAC(KSmac,PKpH 1c)

[compute CA;c and encrypt as
A/C = E(KSEm‘, CAIC)]
«— Tic, Tirp —
[— Aic —]
Verity Tirp Verify Tic
[decrypt 4ic and authenticate chip]
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oID Mapping Sym. Key- Secure Auth.
Cipher length Messaging Token
id-PACE-DH-GM-3DES-CBC-CBC Generic 3DES 112 CBC/CBC CBC
id-PACE-DH-GM-AES-CBC-CMAC-128 Generic AES 128 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-192 Generic AES 192 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-256 Generic AES 256 CBC/CMAC CMAC
id-PACE-DH-IM-3DES-CBC-CBC Integrated 3DES 112 CBC/CBC CBC
id-PACE-DH-IM-AES-CBC-CMAC-128 Integrated AES 128 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-192 Integrated AES 192 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-256 Integrated AES 256 CBC/CMAC CMAC

aldaY) iniall Hlaba— 40 JeSsigp  F-F—£-£

—4 il (e JISEY )y ey il e JS platil g ALY iniall Glebin— i JS5igm e (Bluan o 4alSs Jlai¥) il
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.Reference source not found.9.5.1
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oiD Mapping Sym. Key- Secure Auth.
Cipher length Messaging Token
id-PACE-ECDH-GM-3DES-CBC-CBC Generic 3DES 112 CBC/CBC CBC
id-PACE-ECDH-GM-AES-CBC-CMAC-128 Generic AES 128 CBC/CMAC CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-192 Generic AES 192 CBC/CMAC CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-256 Generic AES 256 CBC/CMAC CMAC
id-PACE-ECDH-IM-3DES-CBC-CBC Integrated 3DES 112 CBC/CBC CBC
id-PACE-ECDH-IM-AES-CBC-CMAC-128 Integrated AES 128 CBC/CMAC CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-192 Integrated AES 192 CBC/CMAC CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-256 Integrated AES 256 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 Chip AES 128 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-192 Agétlltlii)riln- AES 192 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-256 AES 256 CBC/CMAC CMAC
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The function Map:G — G is defined as G = sxG+H, where H in <G> is chosen such that loggH is unknown. The point H SHALL be
calculated by an anonymous Diffie-Hellman Key Agreement [TR-03111] as H = KA (SKuap.ic, PKuap.17D, Dic) = KA (SKuap, 17D, PKuap,
1c, Dic).
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The function Map:g — § is defined as § =g°<h, where h in <g> is chosen such that loggh is unknown. The group element h SHALL
be calculated by an anonymous Diffie-Hellman Key Agreement as & = KA (SKuap,1c, PKmap.irp, Dic) = KA (SKmap.irp, PKuyap.ic, Dic).
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The function Map:G — G is defined as G = fo(Ry(s,t)), where Ry() is a pseudo-random function that maps octet strings to elements
of GF(p) and fc() is a function that maps elements of GF(p) to <G>. The random nonce t SHALL be chosen randomly by the inspection
system and sent to the eMRTD chip. The pseudo-random function Rp()is described below. The function fg() is defined in
[BCIMRT2010]. An informative description is given in Appendix B.
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The function Map:g — § is defined as § = fo(Ry(s,t)), where Ry() is a pseudo-random function that maps octet strings to elements of
GF(p) and fg() is a function that maps elements of GF(p) to <g>. The random nonce t SHALL be chosen randomly by the inspection
system and sent to the eMRTD chip. The pseudo-random function Ry() is described below. The function fg() is defined as fg(x)=x*
mod p, and a = (p-1)/q is the cofactor. Implementations MUST check that g # 1.
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The function Ry(s,t) is a function that maps octet strings s (of bit length 1) and t (of bit length k) to an element int(x1|x2||...|[xn) mod p
of GF(p). The function Ry(s,t) is specified below in Figure 2.

The construction is based on the respective block cipher E() in CBC mode according to [ISO/IEC 10116] with IV=0, where k is the
key size (in bits) of E(). Where required, the output & MUST be truncated to key size k. The value n SHALL be selected as smallest
number, such that n*/>logz p + 64.
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The constants co and ¢ are defined as follows:

*  For 3DES and AES-128 (1=128):
- c0=0xa668892a7c41e3ca739£40b057d85904
- cl=0xa4el36ac725f738b01clf60217cl88ad
*  For AES-192 and AES-256 (1=256):

- cO=
0xd463d65234124e£7897054986dcalal74e28df758cbaal03£240616414d5a1676

- cl=
0x54bd7255f0aaf831bec3423£fcf39d69b6cbf066677d0faae5aadd99df8e53517
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AES [19] SHALL be used in CBC-mode according to [ISO/IEC 10116] with IV=FE(KSEnc,-1), where -1 is the bit string of length 128
with all bits set to 1.
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1. MSE:Set AT
2. GENERAL AUTHENTICATE

4.4.4.1 MSE:Set AT

The command MSE:Set AT is used to select and initialize the PACE protocol. The use of MSE:Set AT for PACE is indicated by a
PACE Object Identifier (see Sections 4.4.3 and 9.2.3) contained as cryptographic mechanism reference with tag 0x80, see table below.

Command

CLA Context specific

INS 0x22 Manage Security Environment

P1/P2 0xC1A4 Set Authentication Template for mutual authentication

Data 0x80 Cryptographic mechanism reference REQUIRED
Object Identifier of the protocol to select (value only, Tag 0x06 is omitted).

0x83 Reference of a public key / secret key REQUIRED
The password to be used is indicated by the following values in this data object:
0x01: MRZ_information

0x02: CAN

0x84 Reference of a private key / Reference for computing a session key CONDITIONAL
This data object is REQUIRED to indicate the identifier of the domain
parameters to be used if the domain parameters are ambiguous, i.e. more than
one set of domain parameters is available for PACE.

0x7F4C Certificate Holder Authorization Template CONDITIONAL
This data object (defined in Doc 9303-12) MUST be present if the terminal
requests Certification Authority Reference(s) for use in Terminal Authentication
to be returned as part of PACE (cf. Section 4.4.5).

The Object Identifier contained in this data object SHALL be set to id-IS (cf.
Doc 9303-10). The access bits in the discretionary data template SHALL all be
set to 1 by the terminal.

Response

Data - Absent

Status 0x9000 Normal processing
Bytes The protocol has been selected and initialized.

0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.

0x6A88 Referenced data not found
The referenced data (i.e. password or domain parameter) is not available.

other Operating system dependent error
The initialization of the protocol failed.

Rl i pill ~ Udal) plaiiad die Ladi sy audiy jdlsie pi #ldo L) Jud Joidill alii aes — ) diaDla)
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Command
CLA Context specific.
INS 0x86 GENERAL AUTHENTICATE
P1/P2 0x0000 Keys and protocol implicitly known
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects
Response
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects as described in Section 4.4.5.
Status 0x9000 Normal processing
Bytes The protocol (step) was successful.
0x6300 Authentication failed
The protocol (step) failed.
0x6A80 Incorrect parameters in command data field
Provided data is invalid.
other Operating system dependent error
The protocol (step) failed.
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CLA Context specific
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Data Signature ¢ generated by the IC REQUIRED
Status 0x9000 Normal processing
Bytes The protocol has been performed successfully.
Other Operating system dependent error
The protocol failed.
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oID Sym. Cipher Key Length Secure Messaging

id-CA-DH-3DES-CBC-CBC 3DES 112 CBC/CBC

id-CA-DH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
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id-CA-DH-AES-CBC-CMAC-192 AES 192 CBC/CMAC

id-CA-DH-AES-CBC-CMAC-256 AES 256 CBC/CMAC
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oID Sym. Cipher Key Length Secure Messaging
id-CA-ECDH-3DES-CBC-CBC 3DES 112 CBC/CBC
id-CA-ECDH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-192 AES 192 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-256 AES 256 CBC/CMAC
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.MSE:Set AT —)

GENERAL AUTHENTICATE —Y

MSE:Set KAT plaiiwl Léill ) —£-Y=1

id-CA-ECDH- 5 id-CA-DH-3DES-CBC-CBC Jaf (e Lii lgaloiinl jens MSE:Set KAT — 4kisdLe
clilull DG _pidil] o §yaibe diselall dlpell S/ (5 «3DES-CBC-CBC

Command
CLA Context specific
INS 0x22 Manage Security Environment

P1/P2 0x41A6 Set Key Agreement Template for computation.
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Data 0x91 Ephemeral Public Key REQUIRED
Ephemeral public key PKps irp (cf. Section 9.4.5) encoded as plain
public key value.
0x84 Reference of a private key CONDITIONAL

This data object is REQUIRED if the private key is ambiguous, i.e.
more than one key pair is available for Chip Authentication (cf.
Section 6.2 and 9.2.6).

Response
Data - Absent
Status 0x9000 Normal processing
Bytes The key agreement operation was successfully performed. New session keys have been derived.
0x6A80 Incorrect Parameters in the command data field
The validation of the ephemeral public key failed.
other Operating system dependent error

The previously established session keys remain valid.

GENERAL AUTHENTICATE y MSE:Set AT ﬁ/.:s:u@ Lueitlf F—&-r-1

Ay 486 daa e (383l MSE:Set AT aY) pladiuly . JsSgig ) ey HLEAY adid MSE:Set AT <Y) :MSE:Set AT —)
colial Jgaall Lail ctag 0x80 aweslly bl 41Y S sl (V=Y =95 Y=Y =1 Cnenadl) lail) 486, daa e 383l 5ol Ci)aa

Command
CLA Context specific
INS 0x22 Manage Security Environment
P1/P2 0x41A4 Chip Authentication:
Set Authentication Template for internal authentication.
Data 0x80 Cryptographic mechanism reference REQUIRED
Object Identifier of the protocol to select (value only, Tag 0x06 is
omitted).
0x84 Reference of a private key CONDITIONAL
This data object is REQUIRED to indicate the identifier of the private
key to be used if the private key is ambiguous, i.e. more than one
private key is available for Chip Authentication.
Response
Data - Absent
Status 0x9000 Normal processing
Bytes The protocol has been selected and initialized.
0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.
0x6A88 Referenced data not found
The referenced data (i.e. private key) is not available.
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other

Operating system dependent error
The initialization of the protocol failed.

lisall i ill - lidal) paiie Lonie Jadi (b ) 5opelly jélsio e = lde i) o5 Lkl dabiif iy — dLiaDlo

A8 dsa (e el ¢\ GENERAL AUTHENTICATE ‘)A‘Y\ e.\iimé :GENERAL AUTHENTICATE -Y

Command
CLA Context specific
INS 0x86 GENERAL AUTHENTICATE
P1/P2 0x0000 Keys and protocol implicitly known.
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects.
0x80 Ephemeral Public Key
Response
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects
Status 0x9000 Normal processing
Bytes The protocol (step) was successful.
0x6300 Authentication failed
The protocol (step) failed.
0x6A80 Incorrect parameters in data field
Provided data is invalid.
0x6A88 Referenced data not found
The referenced data (i.e. private key) is not available.
other Operating system dependent error
The protocol (step) failed.
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Akl sasgll Y alusig e Lasd Adlgde danyhl dllSad) sl jlas -y

-s1rp = Sign(SKrp, IDic|ricl|Comp(PKpr.irp) a8 8 gills dylall Baagll Cumis ¢

Verify(PKiep , siep, IDic |[ric]|Comp(PKDH,IFD)) = true (3 (e AalSid) 50al) 3o —o
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IC (chip) IFD (inspection system)

Choose ric randomly
—rnc—
sirp = Sign(SKirp, IDicl|ric||Comp (PKpr,irp))

~~ SIFD —-

Verify(PKirp , sirp, IDicl||ric||Comp(PKpH irp)) = true
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OID Signature Hash Parameters
id-TA-RSA-PSS-SHA-256 RSASSA-PSS SHA-256 default
id-TA-RSA-PSS-SHA-512 RSASSA-PSS SHA-512 default
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OID Signature Hash
id-TA-ECDSA-SHA-224 ECDSA SHA-224
id-TA-ECDSA-SHA-256 ECDSA SHA-256
id-TA-ECDSA-SHA-384 ECDSA SHA-384
id-TA-ECDSA-SHA-512 ECDSA SHA-512
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External sl PSO:Verify Certificate L_si) zlob daad padall ddee elgml cpa ) aladnudU ')\.’\5 Ay o G
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MSE:Set DST
PSO:Verify Certificate
MSE:Set AT

Get Challenge

External Authenticate

Gt 5algd ol (lalgdl) e ghaill bl Alldl dasyll claled) Lote il el (pe 013 By 82l JSI Y5 ) lighal) S
A(Rd)hall sassl) salgd PURTECTA W

MSE:Set DST %/

y—o—)=V

Balgll (e aaill 2acy MSE:Set DST aY) adiic
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Command
CLA Context Specific
INS 0x22 Manage Security Environment
P1/P2 0x81B6 Set Digital Signature Template for verification.
Data 0x83 Reference of a public key REQUIRED
ISO 8859-1 encoded name of the public key to be set
Response
Data - Absent
Status Bytes | 0x9000 Normal Operation
The key has been selected for the given purpose.
0x6A88 Referenced data not found
The selection failed as the public key is not available.
other Operating system dependent error

The key has not been selected.

iaill plall = el a5y Lavie Y (B30 25 ¥y yigio yé ale = lide Lis) (il alii iaes 5 — dbia e

PSO:Verify Certificate _,wy /

L/ a7 gdlf

r—o—1-v

Jaalyiiulg cilalgdll e il PSO:Verify Certificate Y PREY

Command
CLA Context Specific
INS 0x2A Perform Security Operation
P1/P2 0x00BE Verify self-descriptive certificate.
Data 0x7F4E Certificate body REQUIRED
The body of the certificate to be verified.
0x5F37 Signature REQUIRED
The signature of the certificate to be verified.
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The certificate was successfully validated and the public key has been imported.
other Operating system dependent error
The public key could not be imported (e.g. the certificate was not accepted).
MSE:Set AT ¥/ F—o—1-y

b Jgandl kil 0x81A4 e P1/P2 Loy dudylall 5assll daia (pe (3283l Jaf (e MSE:Set AT oYl alasiad ) i

Command

CLA Context Specific

INS 0x22 Manage Security Environment

P1/P2 0x81A4 Terminal Authentication:

Data 0x83 Reference of a public key / secret key REQUIRED
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This data object is used to select the public key of the terminal by its
ISO 8859-1 encoded name.
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The protocol has been selected and initialized.
0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.
0x6A88 Referenced data not found
The referenced data is not available.
other Operating system dependent error
The initialization of the protocol failed.
U'AMRLLI/CW/RM Loaic Y/ Zés.//.n:u_? y,ﬁpyﬁbcmjgh/wlﬁzww—&;)u
L/ a7 gdlf

Get Challenge 4<¥I ~ §—0—1-V

Command
CLA Context Specific
INS 0x84 Get Challenge
P1/P2 0x0000
Data - Absent
Le 0x08 REQUIRED
Response
Data ric 8 bytes of randomness.
Status Bytes | 0x9000 Normal processing
other Operating system dependent error
External Authenticate JAS// o—o—)=Vy
Command
CLA Context Specific
INS 0x82 External Authenticate
P1/P2 0x0000 Keys and Algorithms implicitly known.
Data Signature generated by the terminal. REQUIRED
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The authentication was successful. Access to data groups will be granted according to the
effective authorization of the corresponding verified certificate.
0x6300 Warning

Signature verification failed.




41 LT b siall icall (5ilig (ol LT — e (soladl gjnll

0x6982 Security status not satisfied

The authentication failed as the current authentication level of the terminal does not allow to use
Terminal Authentication (e.g. Terminal Authentication was already performed, etc.).

other Operating system dependent error

The authentication failed.
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i Jull saill e 4830 AlgorithmIdentifier ySubjectPublicKeyInfo &bl

SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,
SubjectPublicKey BIT STRING

}

AlgorithmIdentifier ::= SEQUENCE ({

algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
}

[X9.42] and [TR-03111] & bl Jualin e siall (S

Lage tal) clinditlly N gSgigll o claghal)  Y-4

Begyaall duig KNI Haul) dadig 48 3k (jo Wjégi e SecurityInfos GladAll Sl A9 35l de gana by Ay
feel LS bl Ay sandy dase aad) dial) cVeSsig bl W
SecurityInfos ::= SET OF SecurityInfo

SecurityInfo ::= SEQUENCE ({

protocol OBJECT IDENTIFIER,

requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL

1 0l Gl Wl SecurityInfo Gliby day & 53)lsll alial)
case2all JoSgig il protocol audl Cijes Cidey o
+dsS5g ll Baanae daall) by e (gfins requiredData gl gsill o
-JsSsig ll Baxsa dplid) bl e (s5isy optionalData ggiall geill e
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PACEInfo ::= SEQUENCE {
Protocol OBJECT IDENTIFIER (
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id-PACE-DH-GM-3DES-CBC-CBC |
id-PACE-DH-GM-AES-CBC-CMAC-128 |
id-PACE-DH-GM-AES-CBC-CMAC-192 |
id-PACE-DH-GM-AES-CBC-CMAC-256 |
id-PACE-ECDH-GM-3DES-CBC-CBC |
1id-PACE-ECDH-GM-AES-CBC-CMAC-128 |
id-PACE-ECDH-GM-AES-CBC-CMAC-192 |
1id-PACE-ECDH-GM-AES-CBC-CMAC-256 |
id-PACE-DH-IM-3DES-CBC-CBC |
id-PACE-DH-IM-AES-CBC-CMAC-128 |
id-PACE-DH-IM-AES-CBC-CMAC-192 |
id-PACE-DH-IM-AES-CBC-CMAC-256 |
id-PACE-ECDH-IM-3DES-CBC-CBC |
1id-PACE-ECDH-IM-AES-CBC-CMAC-128 |
id-PACE-ECDH-IM-AES-CBC-CMAC-192 |
id-PACE-ECDH-IM-AES-CBC-CMAC-256
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 |
1id-PACE-ECDH-CAM-AES-CBC-CMAC-192 |
id-PACE-ECDH-CAM-AES-CBC-CMAC-256),

version INTEGER, -- MUST be 2

parameterId INTEGER OPTIONAL

lgple (Glas pu 4ol Jlai¥) pid Glhi sulee Cilagles  P—Y—4

Gias e AalSs Jual¥) el daspen GUai yulee Jis LT 5oy jhall duig SN i) difig 486, il 13 Agglha culilull Gl o34
el (DI Lgiia s lede

iniall laba— i JoSis o Glabia— s JsS5i9 0 6l) BUall jules g5 8alall Cijaall protocol ) s ol s o
(ealay)

il julae e domainParameter Jelad @sing o qaan o

Ded) Aafiy 286, il 1)) Asladiul g L Jaall Glaill jhee )ae (Ll mosall parameterId ahdiul jsa e
Mo (3han o AW JLal¥) i dal e dasyea Gl ules 5ae 5355 LT g j2all 44 5SIY)

PACEDomainParameterInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (
id-PACE-DH-GM |
id-PACE-ECDH-GM |
id-PACE-DH-IM |
id-PACE-ECDH-IM
id-PACE-ECDH-CAM) ,
domainParameter AlgorithmIdentifier,
parameterId INTEGER OPTIONAL
}
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bsi-de OBJECT IDENTIFIER ::= {
itu-t (0) identified-organization (4)
reserved (127)

etsi(0)
etsi-identified-organization(0) 7

1 Sl Balall Chaa aladiil G

id-PACE OBJECT IDENTIFIER ::= {
bsi-de protocols(2)
}

smartcard(2) 4

id-PACE-DH-GM OBJECT IDENTIFIER = {id-PACE 1}
1d-PACE-DH-GM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-DH-GM 1}
id-PACE-DH-GM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-DH-GM 2}
id-PACE-DH-GM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-DH-GM 3}
id-PACE-DH-GM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-DH-GM 4}
id-PACE-ECDH-GM OBJECT IDENTIFIER = {id-PACE 2}
id-PACE-ECDH-GM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-ECDH-GM 1}
id-PACE-ECDH-GM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 2}
id-PACE-ECDH-GM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 3}
id-PACE-ECDH-GM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 4}
id-PACE-DH-IM OBJECT IDENTIFIER = {id-PACE 3}
id-PACE-DH-IM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-DH-IM 1}
id-PACE-DH-IM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-DH-IM 2}
id-PACE-DH-IM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-DH-IM 3}
id-PACE-DH-IM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-DH-IM 4}
id-PACE-ECDH-IM OBJECT IDENTIFIER = {id-PACE 4}
id-PACE-ECDH-IM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-ECDH-IM 1}
id-PACE-ECDH-IM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 2}
id-PACE-ECDH-IM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 3}
id-PACE-ECDH-IM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 4}
1d-PACE-ECDH-CAM OBJECT IDENTIFIER ::= {id-PACE 6}
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 2}
1id-PACE-ECDH-CAM-AES-CBC-CMAC-192 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 3}
1id-PACE-ECDH-CAM-AES-CBC-CMAC-256 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 4}
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ActiveAuthenticationInfo ::= SEQUENCE {
Protocol OBJECT IDENTIFIER (id-icao-mrtd-security-aaProtocolObject)
version INTEGER -- MUST be 1

signatureAlgorithm OBJECT IDENTIFIER
}

id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::=
{ id-icao-mrtd-security 5 }

[TR-03111] A d8aall Balall Clihan aladin) G csignatureAlgorithm J Ll

-Doc 9303-10 4édsll 8 Cijee id-icao-mrtd-security slell Cijee — 4hale
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ChipAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (
id-CA-DH-3DES-CBC-CBC |
id-CA-DH-AES-CBC-CMAC-128 |
id-CA-DH-AES-CBC-CMAC-192 |
id-CA-DH-AES-CBC-CMAC-256 |
id-CA-ECDH-3DES-CBC-CBC |
1id-CA-ECDH-AES-CBC-CMAC-128 |
id-CA-ECDH-AES-CBC-CMAC-192 |
id-CA-ECDH-AES-CBC-CMAC-256),
version INTEGER, -- MUST be 1
keyId INTEGER OPTIONAL
}
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2a3 ae lgdle (Bliae oo Al JlatV) zidl axdied - Bial) 38 IS 1Y) of 380 A (e (32all Aule mlin ac jigs LT
L8 daa e Baaill e )

ChipAuthenticationPublicKeyInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER(id-PK-DH | id-PK-ECDH),
chipAuthenticationPublicKey SubjectPublicKeyInfo,
keyId INTEGER OPTIONAL

}
Bl dnm o inill liall o 25ly o o ST LI g piall g yisIY) i 4y 481 o5 5 gy — dlis Lo
A el Fldd) e e Sl cuay AlaS oda by . (dddise molie bl sy Cluili acx 2 dilid) o (5)
-QﬁéﬂkﬂChipAuthenticationPublicKeyInfO‘;ChipAuthenticationInfo
A daa o (Goall bale cijea V14
1 AUl salall (o pladiul G

id-PK OBJECT IDENTIFIER ::= {
bsi-de protocols(2) smartcard(2) 1
}

id-PK-DH OBJECT IDENTIFIER ::= {id-PK 1}
id-PK-ECDH OBJECT IDENTIFIER ::= {id-PK 2}
id-CA OBJECT IDENTIFIER ::= {

bsi-de protocols(2) smartcard(2) 3
}

id-CA-DH OBJECT IDENTIFIER
id-CA-DH-3DES-CBC-CBC OBJECT IDENTIFIER
id-CA-DH-AES-CBC-CMAC-128 OBJECT IDENTIFIER
id-CA-DH-AES-CBC-CMAC-192 OBJECT IDENTIFIER
id-CA-DH-AES-CBC-CMAC-256 OBJECT IDENTIFIER

{id-CA 1}

{id-CA-DH 1}
{id-CA-DH 2}
{id-CA-DH 3}
{id-CA-DH 4}

id-CA-ECDH OBJECT IDENTIFIER ::= {id-CA 2}

1id-CA-ECDH-3DES-CBC-CBC OBJECT IDENTIFIER ::= {id-CA-ECDH 1}
id-CA-ECDH-AES-CBC-CMAC-128 OBJECT IDENTIFIER ::= {id-CA-ECDH 2}
id-CA-ECDH-AES-CBC-CMAC-192 OBJECT IDENTIFIER ::= {id-CA-ECDH 3}
1id-CA-ECDH-AES-CBC-CMAC-256 OBJECT IDENTIFIER ::= {id-CA-ECDH 4}

Ldbl) busgl) daa (o 3Eadl) Cilagles A-T—1
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o Aanal) JoS<qig 5l uanl bl:u bkl sasoll dsia (e (B2l Pl JsS5i9 ) 2oy L')T protocol Jgall (e Ao g o
REF

HLEY) aads L) laal) dealsall sda ac s Ullay . JsSsigoll Jlaa) 2283 (f meaall 23l version laal e g e
Adalsall 038 3Ua ann 750 Y stg «JsSsignll 13 YY) Cades [TR-03110] 4 8,8Y) cblaay) of

TerminalAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (id-TA),
version INTEGER —-— MUST be 1
}
bl ban gl daa (po (GEaIN Hpe clima  9-T—19
id-TA OBJECT IDENTIFIER ::= {

bsi-de protocols(2) smartcard(2) 2
}

id-TA-RSA OBJECT IDENTIFIER ::
id-TA-RSA-PSS-SHA-256 OBJECT IDENTIFIER ::
id-TA-RSA-PSS-SHA-512 OBJECT IDENTIFIER ::

{id-TA 1}
{id-TA-RSA 4}
{id-TA-RSA 6}

id-TA-ECDSA OBJECT IDENTIFIER ::= {id-TA 2}

id-TA-ECDSA-SHA-224 OBJECT IDENTIFIER ::= {id-TA-ECDSA 2}
id-TA-ECDSA-SHA-256 OBJECT IDENTIFIER ::= {id-TA-ECDSA 3}
id-TA-ECDSA-SHA-384 OBJECT IDENTIFIER ::= {id-TA-ECDSA 4}
id-TA-ECDSA-SHA-512 OBJECT IDENTIFIER ::= {id-TA-ECDSA 5}

EFDIRInfo ) +—t—14

sl i) & 3lgl) BR.DIR <aladll V) Calal) (s5ine oo ALl diis cibibul) dgy Cilas

EFDIRInfo ::= SEQUENCE {
protocol OBJECT IDENTIFIER(id-EFDIR),
eFDIR OCTET STRING
}
id-EFDIR OBJECT IDENTIFIER ::={

id-icao-mrtd-security 13

}
Ll Ao sy 1 9-1-4
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Sl Ay 485 Lge e lgale Blan o Al Sl 8 O qugtha )l il 3 3)lsll EF.CardAccess alall o
Hlede (Bhas e AalSy Jlai) il dyglhaall dleall o SecurityInfos o s of iy W seg jaall dg SN
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Ld)lal) Basgll daa (e @il Jal (e slhie g8 laws TermninalAuthenticationInfo —
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Gbll JgS5ig 0 by Claag ¥4

ddaadf Jfebal 1—r—9
Juss siaall Jolall Jgim cild Gadaill JsS5ig 5 iy Clang alaiiad cua o(ladsil) alal) molaall) i) dge aan e Talaicl
[ISO/EC 7816-4] ki) saall Johall Jsaalis e ¢ Mg LT 569 5all A5 51 jud) A2 48, ) il o3
LT beg jiall duig iSIY/ jécall disiy culdls, ) —1—1—19
G ladl) A€y Byaill Cilae)lss il 135 dag pdia 2aaall Jshall s Gl (LT Begjaall duig pSIY) jacdl dady )] dually
2l cilS 1305 . axeall Jolall LT 8o jaall dig fSIY) udl) Al ) ae i o cuan c2daa Joba aladiad ke oY) Al L3yl
sl il e EFATRINFO b 5l ATR/ATS 3 13 ly cand caredll Jshll aes LT seg jaall 4y 5SIY) ol dads
.[ISO/IEC 7816-4]
Ld, Ll Casgl) Y1 —1—1
Wae 22aall Jshall aeal) K5 ol of Q13 Lo Ayl sang o pandt O Ay -t 2aaal) Jolall aed ld (A ylall culas ol duailly
Ayl Bangll axdies YT caans . bl 138 alasial (8 EFATR/INFO b sl W 5eg all duig 5SIY) jandl dafig 48,0 ATR/ATS b
JA3al EFATR/INFO 3 5l ATR/ATS (8 dalya (i ol Lo L) elg¥) uad galail) Jo5ig 0 il clang dal (g saeall Johal
T 5eg soall A SSIY) jaudl Aady 3851 Apleal) alaal Lascalls 73ally

MSE:Set KAT o

GENERAL AUTHENTICATE o

el A ¥—1—14

30 yalgY) Abeedis Sy )l (GENERAL AUTHENTICATE) daall (e alall il al Jal (e alg¥) dldis aladin) caag o
oeas A BN (55 ol L Al Gabe¥ el dlula aa3nd Y Gaay L lede Grae o Al Jla) 8 JoSsi 0
[ISOMEC 7816-4] kil yalg¥) dlusdes (L Jaalaall e & DD

clild) Ypa  F—1—4
Bang Chaay (8 sanall Caalls ol s & UL dse s sl i) 5l aY) Gads JoSsig 0 il Basg dege (e
bl JSg39 5 by

MSE:Set Jaf (o e cooliiall Loiatill ZuilSe) Jpeans S0y i (ol clilul] Slga Lo o glhaall (sad — Lis Sl
Bl a5l (355 Cun PSO:Verify Certifeate bo solyf dlla 4 st 257 iy «lli oy -AT/GENERAL AUTHENTICATE
A pdedi ¥

alall 7 lkal) clily e €—4

el Ba3ms ULy Jge Bacs Bolell Cijes o (ggind Bakhe pussll Joba Aad Aucl) il aeld Ly 8 ale #lae by 5ol
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I Lad o< (Basadll ULl dlse Gl ) L alad) Zlall USE Y udig Gabil) s 23ae g8 Bald) Cijee o

Ldaladial
LAl ulaag alall ~lGaal) a8 e (ggiatg Balal) Cijaa Lgdha Bld) s Baaaadl lilull dga o
Adalgall 038 Lerdiod) Lalall mlaal) by Sge JSE Cang il 2y
bl bala juays 1—£—19

2=l aladiil s BS dulgs (63 JSE (S maaall aaall JU Jdal) aladnels sl dlele ) cj)a i o e Jagal
A0%00 Aagl) 13 Ayl Ll aasied W cuag (of ectaladl) e Y

ATR-03111] 2 Gy Jagme e a5 pladind) i ¢ oalla) Jinie Ll jua sl
Olalsly pady Cuddsy Aalal) prsiliad)  ¥—£-1

Ll bl dse canif sy colaldly ey Cansisy Aalall ilaall 8 5l bl slge 4 Jsaal) 825

Olalaly saadiy Cudy alall RN — 4 Jgandl

Data Object Notation Tag Type CV Certificate
Object Identifier 0x06 Object Identifier m
Composite modulus n 0x81 Unsigned Integer m
Public exponent e 0x82 Unsigned Integer m

Olabo—intf dalel) mildal)  PF-£-4

ot llal) Sge a5y ) ¢ Jaaall B e laba— il sle ke lgde (g5 A i Sse

et il Aalal) eilall clibul) dlsa — 1+ Jganl

Data Object Notation Tag Type

Object Identifier 0x06 Object Identifier
Prime modulus p 0x81 Unsigned Integer
Order of the subgroup q 0x82 Unsigned Integer
Generator g 0x83 Unsigned Integer
Public Value y 0x84 Unsigned Integer

Sl o V) 20all G ape agio SIS 5 linca ey pdpe g minis 2008~ lidel] CligCe juayi — dlindla
ol Sl (o 23 i sjnesi s Slelia— i aled] # lidal] i cdals dicass 0300 (Ao dilad) ClLLI Lvn (g (5 cdiSanl
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Loy iniall dalel] peiildal) f—£-1

g pdial) Glaill julaes ccalh QUL dge iy V) Joanll B A alde) aid ple 2k lgde g Al bl s
s Gl gadl)l e sagage ye LS ol ¢35yl Jalal) clinuls cBagage WS (56<s W) caan

ALY (iaiall lalia— i JsS5ig s Aule gileal i) dlga — V) Jsaadl

Data Object Notation Tag Type
Object Identifier 0x06 Object Identifier
Prime modulus P 0x81 Unsigned Integer
First coefficient a 0x82 Unsigned Integer
Second coefficient b 0x83 Unsigned Integer
Base point G 0x84 Elliptic Curve Point
Order of the base point r 0x85 Unsigned Integer
Public point Y 0x86 Elliptic Curve Point
Cofactor f 0x87 Unsigned Integer

Sulel) dale) priildal)  0—£-1
y Aalall dol) gl cdath Anpeal Aalal) mileall Ao (8 ccllily L Juilly Ay pea BUall yuleay JSEI Gl Bplad) Lalall mlaall duclly
Baane by sale 8 nlad) plall ldal) i aadid o allaV) il dalall maliall Y dalad) ddaiilly oleba— s dalall mslaal
. G3laadd)

5 3555 O b 3t duajplod Gl s sleba— ] Lociillsy . Splel) dalel) eiliad] o i ity — 4bin Do
Ay 50le 338 Law Saads ST (Aaiieual) e jill de gunall i 5) GUai e dipne L] Sogpiall duis STy dual! s 4815,
.PKCS#3

Al julaa  0-4
a>b) AlgorithmIdentifier lghag Glaill julas pues yd6 G (PACEINfo lede (ggind S el ulee Ll
.(\_‘\ ?-MAE‘
PHEPIPRE ¥ cang VY Jeanll & Apagall Basgall Gl ulee Ciiee  dlue page pladil Gan (PACETInfo Jih
angal) Gl yulae Jal o 85aaadl cilijaal) lls PACEDomainParameterInfo s S dayall 3l

ib}d/d'w/‘):yb.a 1 —o—4
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:(V-% pudll ga)) AlgorithmIdentifier b sasall Uadl yulee ) HLEN U Slsall Ciiae alatial iy

standardizedDomainParameters OBJECT IDENTIFIER ::= {
bsi-de algorithms(1l) 2
}

abas 1 Joaall (2 b s 230dl) Glaill jlee Cihee dlgall Cahaall 1 dosy o) @ AlgorithmIdentifier Jah
AlgorithmIdentifier dparameters 4uas )il (INTEGER

dadgall (gUaill julaa — VY Jgaal)

ID Name Size (bit) Type Reference
0 1024-bit MODP Group with 160-bit Prime Order 1024/160 GFP | [RFC5114]
Subgroup
1 2048-bit MODP Group with 224-bit Prime Order 2048/224 GFP | [RFC5114]
Subgroup
2 2048-bit MODP Group with 256-bit Prime Order 2048/256 GFP | [RFC5114]
Subgroup
3-7 RFU
8 NIST P-192 (secp192rl) 192 ECP | [RFC5114], [FIPS 186-4]
9 BrainpoolP192r1 192 ECP | [RFC 5639]
10 NIST P-224 (secp224rl) * 224 ECP | [RFC 5114], [FIPS 186-4]
11 BrainpoolP224r1 224 ECP | [RFC 5639]
12 NIST P-256 (secp256rl) 256 ECP | [RFC 5114], [FIPS 186-4]
13 BrainpoolP256r1 256 ECP | [RFC 5639]
14 BrainpoolP320r1 320 ECP | [RFC 5639]
15 NIST P-384 (secp384rl) 384 ECP | [RFC 5114], [FIPS 186-4]
16 BrainpoolP384r1 384 ECP | [RFC 5639]
17 BrainpoolP512r1 512 ECP | [RFC 5639]
18 NIST P-521 (secp521rl) 521 ECP | [RFC 5114], [FIPS 186-4]
19-31 | RFU

cJalSial)l Y sl aaat aa Jadall s aladsa) (Sa V¥

Dapall Glbif yplea  F-0-4

eabla¥) sl Glaba— 2 JsSgi9 5 B Ol = i JoS5ig Jal (wecPublicKey sl dhpublicnumber soldl Cijas
(V=9 aadl) @\J) AlgorithmIdentifier & dsiyall Glall Hulea ) 3)LES Lagaladin) quan “?J\}ﬂ\ e
dhpublicnumber OBJECT IDENTIFIER ::= ({
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iso (1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1
}

ecPublicKey OBJECT IDENTIFIER ::= {
iso(l) member-body(2) us(840) ansi-x962(10045) keyType(2) 1
}

J Jparameters ias sl (ECParameters & i dabua Glaill jules Chay qan challa¥) cilbisid) dls 4
acael) GUaill juleag sleal) chliisiall em Vi Lgi «<AlgorithmIdentifier

ciliall 3 sl a4

r A Jgaal) b adlal) il e alda¥) il gl g olelia— i ilie Gl dieslsall 028 o

eiliall 5ls) el sd — V¥ Jgaal)

Algorithm / Format DH ECDH
Key Agreement Algorithm [PKCS#3] ECKA [TR-03111]
X.509 Public Key Format [X9.42] [TR-03111]
TLV Public Key Format TLV, cf. Section 9.4.2 TLV, cf. Section 9.4.3
Ephemeral Public Key Validation [RFC 2631] [TR-03111]

sl Ggland) 4] V-4

Cesildall 5lai) ddudig 1—v—4
t AU paill e ddjas CKDF(K o) geiliall Blid) didag
tgllag 200 A £ Jaal)

(Ausllas) K ASjiall A5l Aol o

(4uslas) A 32-bit, big-endian integer counterc o
-An octet string keydata :g_aal)
0 SlelwY) sap rals) )

keydata=H(K | c) e
Output octet string keydata e

OsSe o g Aadd ) Aaad) A ) Jola o (6 CHO = L) e Aacslio daady Ay Ay et KDF(K,¢) ¢ Gl (3lindl daus
‘big-endian byte I ds,3% lgta s Laadyl) dacaill dad et s - (3iall = liall iy Jolal Lglisa ol (0 S
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Header Lc Data Le

CLA, INS, P1, P2 Le Data Le

Data padded to multiple of block size
Header
k bytes k bytes x bytes ‘80 100°..00"] Le
Data encryption
y y
| ‘87'L 01 Encrypted Data
Header ‘80 00 00 00°[ ‘00"..°00°] | Formatted Encrypted Data | ‘97'L Le | ‘80°[ '00°..00]

MAC calculation

‘00" or
‘0000 *

*00’ for standard length
‘00 00’ for extended length

Header Lc’ ‘87’ L 01" Encrypted Data | 97'L Le ‘8E 08" MAC |
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Unprotected response APDU

Response data S\évgfev!z
Pad data \
\ 4 Y N
Response data ‘80’ ‘00 S\évg;,?ev!z
Encrypt
v ryp v v
3DES or AES S\évg ;/?::2
v Build DO ‘87’ Build| DO ‘99’
‘Lo Encrypted response data ‘99| ‘02’ S\évg;/tsggz %%dgé)ng
Compute
Cryptographic
Checksum CC
‘87'L ‘01’ <encdata> ‘99’ | ‘02 S\évg;,tsgz ‘8E’ | ‘08’ CC SW1-SW2
2 bytes
Protected APDU
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B.1 HIGH-LEVEL DESCRIPTION OF THE POINT ENCODING METHOD

The algorithm takes as inputs the curve parameters (@, b, b, f ) where (a, b) are the curve coefficients, p is the characteristic of the
prime field over which the curve

E:y =x+ax+b (modp)
is defined. The order of E is always of the form fg for some prime ¢ and f'is called the co-factor. PACE v2 requires the generation of
a point that belongs to the g-subgroup of E that we denote by £/q/. The point encoding also takes as input a number # such that
0<t< p

and returns, in constant time, a point that belongs to £/q/. As described in [BCIMRT2010], point encoding comes in two flavours,
depending on the coordinate system preferred by the implementation:

* A first implementation, described in Section B.2, outputs the elliptic curve point in affine coordinates (X, ),

+  An alternate implementation, presented in Section B.3, outputs the same point in Jacobian coordinates (X,

Y, 7).
Irrespective of the option taken, the generated point is identical in the sense that
x = XZ?mod p and y= YZ* mod p

and the implementation of the subsequent phase of PACE v2 (the elliptic curve Diffie-Hellman key exchange phase) can therefore
take advantage of using the option that best fits the interface of the cryptographic API that performs elliptic-curve operations.

As noted hereafter, point encoding for affine coordinates roughly requires two modular exponentiations modulo p whereas point
encoding for Jacobian coordinates requires only a single one.

Note that for the two available implementations, point encoding explicitly requires that p = 3 mod 4.

B.2 IMPLEMENTATION FOR AFFINE COORDINATES

The algorithm is implemented as follows:
Inputs: curve parameters (d, b, p, ) and t such that 0 < ¢t < p
Output: a point (X, }) in the prime-order subgroup £/q/ of E

Compute a = -t mod p

Compute X> = -ba™!(1+(a+a?) ) mod p
Compute X; = a X>mod p

Compute h> = (X3)’+ a Xo+ b mod p
Compute h; = (X3)’+ a X; + b mod p
Compute U = £ hymod p

oaAwb~
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7. Compute A = (hy) PPV mod p

8. If A2 ho=1 mod p define (x, y) = (X2, A homod p)
9. Otherwise define (x, y) = (X3, A U mod p)

10. Output (x, ¥) = [f] (x, y).

Implementation Notes

Neglecting modular multiplications and additions, the execution time of the above implementation is dominated by two modular
exponentiations:

*  Step 2 can be rewritten
Xo=-ba’l(1+(a+o?) ') = -b(1+a+d’) (a(a+a?)) PZ mod p

which essentially amounts to a modular exponentiation with exponent p-2;
+  Step 7 is a modular exponentiation with exponent p-1-(p+1)/4.

Note.— Step 10 requires a scalar multiplication by the co-factor £. For many curves, the co-factor is equal to 1 so that
this scalar multiplication can be avoided.

B.3 IMPLEMENTATION FOR JACOBIAN COORDINATES
The algorithm is implemented as follows:
Inputs: curve parameters (@, b, p, f) and ¢ such that 0 < ¢ < p

Output: a point (X, Y, Z) in the prime-order subgroup E/q] of E

1. Compute a = -t mod p

2. Compute Z = a(a+a’) modgp

3. Compute X; = -bZ (1+a+a°) mod p

4. Compute X; = a X>mod p

5. Compute 1> = (X3)’+ a X> Z*+ b Z° mod p

6. Compute 13 = (X3)°+ a X3 Z* + b Zmod p

7. Compute U = -a t homod p

8. Compute 4 = (hy) 10"V mod p

9. If A2 ho=1 mod p define (X, Y, Z) = (X2, A homod p, Z)
10. Otherwise define (X, Y, Z) = (X3, A U mod p, Z)
1 Output (X, ¥, 2) = [fI(X ¥, Z).

Implementation Notes

Neglecting modular multiplications and additions, the execution time of the above implementation is dominated by the single modular
exponentiation of Step 7. Therefore, it is expected to be roughly twice as fast as the implementation for affine coordinates.

Note.— The scalar multiplication in Step 10 can be completely avoided when the co-factor f is equal to 1.
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D.1 COMPUTE KEYS FROM KEY SEED (Kseep)

This Section provides an example for derivation of 3DES keys from a seed value Kseed. This procedure will be used as a “subroutine”
in the examples for Basic Access Control.

Input:
Kseed= *239ABI9CB282DAF66231DC5A4DF6BEFBAE’

Compute encryption key (¢ =<00000001°):

1. Concatenate Kseed and c:
D= '239AB9CB282DAF66231DC5A4DF6BFRBAEO0000QOL’

2. Calculate the SHA-1 hash of D:
Hsua-1(D) = *‘AB94FCEDF2664EDFBI9B291F85D7F77F27F2F4A9D’

3. Form DES keys Ka and Kb, intended to be used as first and second key for 3DES (i.e. the 3DES key is the concatenation
of Ka and Kb):
Ka ‘AB94FCEDF2664EDEFE’
Ky ‘BO9B291F85D7F77F2’

4. Adjust parity bits:
Ka =‘AB94FDECF2674FDE’
Ko ='BO9B391F85D7F76F2’

Compute MAC computation key (c = 00000002°):

1. Concatenate Kseed and c:
D= Y239AB9CB282DAF66231DC5A4DF6BFBAEO0000002"

2. Calculate the SHA-1 hash of D:
Hsua1(D)= Y7862D9ECEO3C1BCD4D77089DCF131442814EA70A’

3. Form keys Ka* and Kbu':
Ko = '7862D9ECEO3C1BCD’
Ky ='4D77089DCF131442’

4. Adjust parity bits:

Ka ='7962D9ECEO3D1ACD’
Ko =1'4C76089DCE131543"

D.2 DERIVATION OF DOCUMENT BASIC ACCESS KEYS (Kenc AND Kmac)
This section provides examples how the Basic Access Keys are derived from the MRZ.
TD2 MRZ, document number exceeds 9 characters
1. Read the MRZ

MRZ = I<UTOSTEVENSON<K<PETER<JOHN<<<LLLLLLLL
D23145890<UT03407127M95071227349<<<8

App D-1
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2. Construct the ‘MRZ information’ from the MRZ
Document number =D23145890734 check digit = 9
Date of Birth =340712 check digit =7
Date of Expiry =950712 check digit = 2
MRZ _information =D23145890734934071279507122

Continue with step 3.

TD2 MRZ, document number 9 characters
1. Read the MRZ:
MRZ = I<UTOERIKSSON<K<ANNA<KMARIAKLLLLLLLLLLL
L898902C<3UT06908061F9406236<<K<<L<8

2. Construct the ‘MRZ_information’ from the MRZ:
Document number =1898902C< check digit = 3
Date of birth =690806 check digit =1
Date of expiry =940623 check digit = 6
MRZ_information =1898902C<369080619406236

Continue with step 3.

TD1 MRZ, document number exceeds 9 characters
1. Read the MRZ
MRZ = 1I<UTOD23145890<7349<<<<<<<LLL
3407127M9507122UTO<K<KLLLLLLLLL2
STEVENSON<K<PETER<KJOHN<<LLLLLLLL

2. Construct the ‘MRZ information’ from the MRZ
Document number =D23145890734 check digit = 9
Date of Birth =340712 check digit =7
Date of Expiry =950712 check digit = 2
MRZ _information =D23145890734934071279507122

Continue with step 3.

TD1 MRZ, document number 9 characters
1. Read the MRZ
MRZ = I<UTOL898902C<K3<LLLLLLLLL<L
6908061F9406236UTO<KLKLLLLLLLLKL]
ERIKSSON<K<ANNA<KMARIALLLLLLLLLL

2. Construct the ‘MRZ information’ from the MRZ
Document number =1898902C< check digit= 3
Date of Birth =690806 check digit = 1

Date of Expiry =940623 check digit= 6
MRZ_information =1898902C<369080619406236

3. Calculate the SHA-1 hash of “‘MRZ_information’:
Hsua-1(MRZ_information) = Y239AB9CB282DAF66231DC5A4DF6BFBAEDF477565”

4. Take the most significant 16 bytes to form the Kseed:
Kseed= Y239ABI9CB282DAF66231DC5A4DF6BEFBAE’

5. Calculate the basic access keys (Kene and Kmac) according to Section 9.7.1/Appendix D.1:

Kene = *‘AB94FDECF2674FDFBI9B391F85D7F76F2"
Kwmac = '7962DO9ECEO3D1ACD4C76089DCE131543"

D.3 AUTHENTICATION AND ESTABLISHMENT OF SESSION KEYS
This section provides an example for performing Basic Access Control.

Inspection system:

1. Request an 8 byte random number from the eMRTD’s contactless IC:
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Command APDU:
CLA INS P1 P2 Le
00 84 00 00 08
Response APDU:
Response data field SW1-SW2
RND.IC 9000
RND.IC = Y4608F91988702212"
2. Generate an 8 byte random and a 16 byte random:
RND.IFD =1781723860C06C226"
Kirp ='0B795240CB7049B01C19B33E32804F0B"
3. Concatenate RND.IFD, RND.IC and Kirp:
S= V781723860C06C2264608F91988702212
0B795240CB7049B01C19B33E32804F0B’
4. Encrypt S with 3DES key KEnc:
Ewp = V72C29C2371CCO9BDB65B779B8E8D37B29
ECC154AA56A8799FAE2F498F76ED92F2"
5. Compute MAC over Errp with 3DES key Kmac:
Mirp = ‘5F1448EEA8ADO9OA7’
6. Construct command data for EXTERNAL AUTHENTICATE and send command APDU to the eMRTD’s contactless
1C:
cmd_data = V72C29C2371CCO9BDB65B779B8E8D37B29ECC154AA
560A8799FAE2F498F70ED92F25F1448EEA8ADOOAT’
Command APDU:
CLA INS P1 P2 Lc Command data field Le
00 82 00 00 28 cmd_data 28

eMRTD’s contactless IC:

1.
2.

Decrypt and verify received data and compare RND.IC with response on GET CHALLENGE.

Generate a 16 byte random:
Kic= ‘0B4F80323EB3191CB04970CB4052790R"

Calculate XOR of Kirp and Kic:
Kseed = ‘0036D272F5C350ACACS50C3F572D23600"

Calculate session keys (KSenc and KSmac) according to Section 9.7.1/Appendix D.1:
KSEnec = ‘979EC13B1CBFESDCDO1ABOFED307EAES’
KSwmac= ‘F1CB1F1FB5ADF208806B89DC579DC1F8’

Calculate send sequence counter:
SSC = '887022120C06C226"

Concatenate RND.IC, RND.IFD and Kic:
R= Y4608F91988702212781723860C06C226
0B4F80323EB3191CRB04970CB4052790B’
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Encrypt R with 3DES key Kenc:
Eic = ‘46B9342A41396CD7386BF5803104D7CE
DC122B9132139BAF2EEDCO4EE178534F/

Compute MAC over Eic with 3DES key Kmac:
Mic = ‘2F2D235D074D7449"

Construct response data for EXTERNAL AUTHENTICATE and send response APDU to the inspection system:
resp_data= ‘46B9342A41396CD7386BF5803104D7CEDC122B91
32139BAF2EEDC94EE178534F2F2D235D074D7449"

Response APDU:
Response data field SW1-SW2
resp data 9000

Inspection system:

1.
2.

Decrypt and verify received data and compare received RND.IFD with generated RND.IFD.

Calculate XOR of Kirp and Kic:
Kseed= Y0036D272F5C350ACAC50C3F572D23600"

Calculate session keys (KSgnc and KSmac) according to Section 9.7.1/Appendix D.1:
KSgne= *979EC13B1CBFE9DCDO1ABOFED307EAES’
KSmac= ‘F1CB1F1FB5ADF208806B89DC579DC1F8’

Calculate send sequence counter:
SSC=1'887022120C06C226"

D.4 SECURE MESSAGING

After authentication and establishment of the session keys, the inspection system selects the EF.COM (File ID = ‘011E’) and reads the
data using secure messaging. The calculated KSgnc, KSmac and SSC (previous steps 3 and 4 of the inspection system) will be used.

First the EF.COM will be selected, then the first four bytes of this file will be read so that the length of the structure in the file can be
determined and after that the remaining bytes are read.

1.

Select EF.COM

Unprotected command APDU:

CLA INS P1 P2 Lc¢ Command data field

00 A4 02 0C 02 011E

a) Mask class byte and pad command header:
CmdHeader = *0CA4020C80000000"

b) Pad data:
Data= *011E800000000000”

¢) Encrypt data with KSgnc:
EncryptedData= '6375432908C044F6"’

d) Build DO‘87’:
DO87='8709016375432908C044F6’

e) Concatenate CmdHeader and DO‘87’:
M= '0CA4020C800000008709016375432908C044F6’
f)  Compute MAC of M:
i) Increment SSC with 1:
SSC=1'887022120C06C227"
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ii) Concatenate SSC and M and add padding:
N= 1887022120C06C2270CA4020C80000000
8709016375432908C044F68000000000"

iii) Compute MAC over N with KSmac:
CC= '‘BF8B92D635FF24F8’

g) Build DO‘S8E’:
DOSE = ‘8EO08BF8B92D635FF24F8’

h) Construct and send protected APDU:
ProtectedAPDU = *0CA4020C158709016375432908C0
44F68E08BF8B92D635FF24F800"

i) Receive response APDU of eMRTD’s contactless IC:
RAPDU = *990290008E08FA855A5D4C50A8EDS000"

j)  Verify RAPDU CC by computing MAC of DO‘99’:

i) Increment SSC with 1:
SSC=1887022120C06C228"

i) Concatenate SSC and DO‘99’ and add padding:
=1'887022120C06C2289902900080000000"

iii) Compute MAC with KSmac:
CC’= ‘FA855A5D4C50A8ED’

iv) Compare CC’ with data of DO‘8E’ of RAPDU.
‘FA855A5D4C50A8ED’ == ‘FA855A5D4C50A8ED’ ? YES.

2. Read Binary of first four bytes:

Unprotected command APDU:

CLA INS P1 P2 Le

00 BO 00 00 04

a) Mask class byte and pad command header:
CmdHeader = *0CB0000080000000"

b) Build DO97’:
DO97=1970104"

¢) Concatenate CmdHeader and DO97’:
M= '0CB0000080000000S970104"
d) Compute MAC of M:

i) Increment SSC with 1:
SSC= '887022120C06C229"

ii) Concatenate SSC and M and add padding:
N=1'887022120C06C2290CB00000
800000009701048000000000"

iii) Compute MAC over N with KSMAC:
CC=‘ED6705417E96BA55’

e) Build DO‘SE’:
DO8E = *8EO8ED6705417E96BAS5’

f)  Construct and send protected APDU:
Protected APDU = *0CB000000D9701048E08ED6705417E96BA5500"
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g) Receive response APDU of eMRTD’s contactless IC:
RAPDU = ‘8709019FF0EC34F992265199029000
8EO8AD55CC17140B2DEDS000"

h) Verify RAPDU CC by computing MAC of concatenation DO‘87* and DO99’:

i) Increment SSC with 1:
SSC=1'887022120C06C22A"

ii) Concatenate SSC, DO‘87’ and DO*99’ and add padding:
K=1'887022120C06C22A8709019F
FOEC34F99226519902900080"

iii) Compute MAC with KSmac:
CC’=‘AD55CC17140B2DED’

iv) Compare CC’ with data of DO‘S8E’ of RAPDU:
‘AD55CC17140B2DED’ == ‘AD55CC17140B2DED’ ? YES.

i)  Decrypt data of DO“87” with KSgne:
DecryptedData= *60145F01"

j)  Determine length of structure:
L="14"+2 =22 bytes

3. Read Binary of remaining 18 bytes from offset 4:

Unprotected command APDU:

CLA INS P1 P2 Le

00 BO 00 04 12

a) Mask class byte and pad command header:
CmdHeader = *0CB0000480000000"

b) Build DO97’:
DO97= 1970112’

¢) Concatenate CmdHeader and DO‘97’:
M= 1'0CB0000480000000970112"

d) Compute MAC of M:

i) Increment SSC with 1:
SSC=1'887022120C06C22B"

ii) Concatenate SSC and M and add padding:
N= '887022120C06C22B0CB00004
800000009701128000000000"

iii) Compute MAC over N with KSmac:
CC=‘2EA28A70F3C7B535’

e) Build DO‘SE’:
DOSE = ‘8E082EA28AT70F3C7B535”

f)  Construct and send protected APDU:
Protected APDU = *0CB000040D9701128E082EA28A70F3C7B53500"

g) Receive response APDU of eMRTD’s contactless IC:
RAPDU = ‘871901FB9235F4E4037F2327DCC8964F1F9B8C30F42
C8E2FFF224A990290008E08C8B2787EAEAQ07D749000"
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h) Verify RAPDU CC by computing MAC of concatenation DO‘87* and DO99’:

i)  Increment SSC with 1:
SSC=1'887022120C06C22C"

ii) Concatenate SSC, DO‘87” and DO‘99’ and add padding:
K= '887022120C06C22C871901FB9235F4E4037F232
7DCC8964F1F9B8C30F42C8E2FFF224A990290007

iii) Compute MAC with KSmac:
CC’= ‘C8B2787EAEAQ7D74"

iv) Compare CC’ with data of DO‘8E’ of RAPDU:
‘C8B2787EAEAQ7D74" == ‘C8B2787EAEA07D74’ ?YES.

i)  Decrypt data of DO‘87 with KSgnc:
DecryptedData= *04303130365F36063034303030305C026175"

RESULT:

EF.COM data= ‘60145F0104303130365F36063034303030305C026175"






1 gall (2) G

daual) (e oledd) (3T 1 glae Jlia
(=)

ALaliall 8y0al) e ((Cps) Al (e dadsall dgal) algd e Lylas) (gias ) (SOp) dadsll ana) sald) 80 2) gghadll
SAeads DU

-(SOp) Aiisll &Y 83Lal) (e (DS) gl o dadgall dgal) T 1Y syhal)

Aadigl) e dadgall dgall alall ldd) alasiuls (SOp) (e il sl sy :¥ sghadl)

slo adsll Liedll Gkl Adalll Hlell ~Udall aladials Cps dadsl o dadgall dgall (o (andl) ol 3aaty 1% gshall
Llalgall

lgalaio) ¢ ang Aol L) 5olal) iligine 8 A8 Kay 4l & (00 130 ey ¢ Cmuna LaadIS £ 5 ¥ skt 6 oliaadl) S 13

Jnal) lilee gﬁ

il bl 4y e dlall @l ULl Gile gana 13 16 5kl
ALl ey Gl il sanad Laadyl) Clacadl Cueal i1 seladl)
sl Ay salall 8 5ylalial) dacd ) cilecadl aks dsgpunal) duad )l Cloaad) o)l8 1Y eladl)

o aly i) degene Gligine G 138 arar cAilaia ¥ Bgladll 8 Lokl Cilaradl a8 i€ 1Y)

App E-1






VY gall () Gl

dauall (o) 38T 1 slae Jla
(=)

This worked example uses the following settings:

1. Integer factorization-based mechanism: RSA
2. Modulus length (k): 1 024 bits (128 bytes)
3. Hash algorithm: SHA-1

Inspection system:

Step 1. Generate an § byte random:
RND.IFD= ‘F173589974BF40C6"

Step 2. Construct command for internal authenticate and send command APDU to the eMRTD’s

contactless IC:

Command APDU
CLA INS P1 P2 Lc Command data field Le
00 88 00 00 08 RND.IFD 00

eMRTD’s contactless IC:

Step 3. Determine M2 from incoming APDU:
Mx= ‘F173589974BF40C6"

Step 4. Create the trailer:
T='BC’ (i.e. SHA-1)
t (length of T in octets) = 1

Step 5. Determine lengths:
a. c=k—-Ln—8—-4=1024—-160—-8 —4 =852 bits
b.  Lwmi=c—4 =848 bits

Step 6. Generate nonce M1 of length Lmi:

M = ‘OD2784A67F8ETC659973EALIAEA25D95B
6C8F91ES5002F369F0FBDCEBA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86FS5CT71AEAST78264C4A207446DAD4E
7292E2DCDA3024B47DA8’

Step 7. Create M:
M=M;|M2="9D2784A67F8E7C659973EA1AEA25D95B
6C8F91E5002F369F0FBDCE8SA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86FS5CT71AEAST78264C4A207446DAD4E
7292E2DCDA3024B47DA8F173589974BF

App F-1
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Step 8.

Step 9.1

Step 10.

Step 11.
system:

40C6”’

Calculate SHA-1 digest of M:
H=SHA-1MM)= 1‘CO063AA1E6D22FBD976ABOFE73D94D2D9
CceD881277

Construct the message representative:
F='6A" |Mi|H|T=
‘6A9D2784A67TF8ETC659973EALAEA25D9
5B6C8F91E5002F369F0FBDCESA3CEC19
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7E1032A405E69325FA9
1A6E86F5C71AEA978264C4A207446DAD
4E7292E2DCDA3024B47DA8CO63AA1IEGD
22FBD976ABOFE73D94D2D9C6D88127BC’

Encrypt F with the Active Authentication Private Key to form the signature:

S= Y756B683B036A6368F4A2EB29EAT00F96
E26100AFC0809F60A91733BA29CAB362
8CB1A017190A85DADES3F0OBY977BR513F
C9C672E5CI93EFEBBE250FE1IB722C7CEE
F35D26FC8F19219C92D362758FA8CRBOF
F68CEF320A8753913ED25F69F7CEE772
6923B2C43437800BBCO9BC028C49806CF
2E47D16AE2B2CC1678F2A4456EF98FCY”

Construct response data for INTERNAL AUTHENTICATE and send response APDU to the inspection

Response APDU:

Response data field SW1-SW2

S 9000

Inspection system:

Step 12.

Step 13.

Step 14.

Step 15.

1

Decrypt the signature with the public key:

F= “6A9D2784A67F8ETC659973EAIAEA25D9
5B6C8FI91ES5002F369F0FBDCESA3CEC1O
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7E1032A405E69325FA9
1A6E86F5CT71AEA978264C4A207446DAD
4E7292E2DCDA3024B47DA8CO63AA1IEGD
22FBD976ABOFE73D94D2D9C6D88127BC’

Determine hash algorithm by trailer T*:
T='BC’ (i.e. SHA-1)

Extract digest:
D= ‘CO063AA1E6D22FBD976ABOFE73D94D2D9
C6D881277

Extract Mi:
M| ='9D2784A67F8ETC659973EA1AEA25D958B
6C8F91E5002F369F0FBDCESA3CEC1991

App F-2

Since the known part (RND.IFD) is not returned, but must be appended by the IFD itself, Partial Recovery applies (‘6A’).
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Step 16.
(i.e. RND.IFD):

B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DBT7E1032A405E69325FA91A
6E86F5CT71AEAS78264C4A207446DAD4E
7292E2DCDA3024B47DA8’

Header indicates partial recovery but signature has modulus length so concatenate M with

known Mo

M*='OD2784A67F8ET7C659973EALIAEA25D95B

6C8F91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DBT7E1032A405E69325FA91A
6E86F5CT71AEAS78264C4A207446DAD4E
7292E2DCDA3024B47DA8F173589974BF
40C6”

Step 17. Calculate SHA-1 digest of M*:
D*= ‘CO063AA1E6D22FBD976ABOFE73D94D2D9
CceD881277
Step 18. Compare D and D*:

D is equal to D* so verification successful.
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WORKED EXAMPLE: PACE — GENERIC MAPPING
(INFORMATIVE)

This Appendix provides two worked examples for the PACE protocol as defined in Section 4.4 using the generic mapping. The first
example is based on ECDH while the second one uses DH. All numbers contained in the tables are noted hexadecimal.

In both examples, the MRZ is used as password. This also leads to the same symmetric key Kz The relevant data fields of the MRZ
including the check digits are:

. Document Number: T220001293;
. Date of Birth: 6408125;
. Date of Expiry: 1010318.

Hence, the encoding K of the MRZ and the derived encryption key K are

K 7E2D2A41 C74EAOB3 8CD36F86 3939BFA8 ES032AAD

Kz 89DED1B2 6624EC1lE 634C1989 302849DD

(ECDH) gAJ_AAY\ el lala gi:m JsSsig s As ru‘lé Jie V)
This example is based on ECDH applying the standardized BrainpoolP256r1 domain parameters (see [RFC 5639]).

The first section introduces the corresponding PACE Info. Subsequently, the exchanged APDUs including all generated nonces and
ephemeral keys are listed and examined.

Elliptic Curve Parameters

Using standardized domain parameters, all information required to perform PACE is given by the data structure PACEInfo. In
particular, no PACEDomainParameterInfo is needed.

PACElInfo 3012060A 04007F00 07020204 02020201 0202010D

The detailed structure of PACEInfo is itemized in the following table.

App G-1
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Tag Length Value ASN.1 Type Comment
30 12 SEQUENCE PACElInfo
06 0A 04 00 7F 00 07 0202 04 02 02 | OBJECT PACE with ECDH, generic mapping and AES
IDENTIFIER 128 session keys
02 01 02 INTEGER Version 2
02 01 0D INTEGER Brainpool P256r1 Standardized Domain
Parameters

For convenience, an ASN.1 encoding of the BrainpoolP256r1domain parameters is given below.

Tag Length Value ASN.1 Type Comment
30 81 EC SEQUENCE Domain parameter
06 07 2A 8648 CE 3D 02 01 OBJECT Algorithm id-ecPublicKey
IDENTIFIER
30 81 EO SEQUENCE Domain Parameter
02 01 01 INTEGER Version
30 2C SEQUENCE Underlying field
06 07 2A 86 48 CE 3D 01 01 OBJECT Prime field
IDENTIFIER
02 21 00 A9 FB 57 DB Al EE A9 BC INTEGER Prime p
3E 66 0A 90 9D 83 8D 72 6E 3B
F623 D5262028201348 1D
IF 6E 53 77
30 44 SEQUENCE Curve equation
04 20 7D 5A 09 75 FC 2C 30 57 EE F6 OCTET STRING Parameter a
753041 7A FF E7 FB 80 55 C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9
04 20 26 DC 5C 6C E9 4A 4B 44 F3 30 OCTET STRING Parameter b
B5 D9 BB D7 7C BF 95 84 16 29
5CF7El CE 6B CCDC 18 FF
8C 07 B6




App G-3 LT b9 piall yicadl 535 (yof lill — e oaladl giadl
Tag Length Value ASN.1 Type Comment
04 41 OCTET STRING Group generator G
04 - Uncompressed point
8B D2 AEB9 CB 7E 57 CB 2C - x-coordinate
4B 48 2F FC 81 B7 AF B9 DE 27
E1 E3 BD 23 C23A 4453 BD9%A
CE 32 62
54 7E F8 35 C3 DA C4 FD 97 F8 - y-coordinate
46 1A 1461 1D C9C2774513
2D ED 8E 54 5C 1D 54 C7 2F 04
69 97
02 21 00 A9 FB 57 DB Al EE A9 BC INTEGER Group order n
3E 66 0A 90 9D 83 8D 71 8C 39
7A A3 B5 61 A6 F7 90 1E OE 82
9748 56 A7
02 01 01 INTEGER Cofactor f

Application flow of the ECDH-based example

To initialize PACE, the terminal sends the command MSE:Set AT to the chip.

T>C: 00 22 C1 A4 OF 80 0A 04 00 7F 00 07 02 02 04 02 02 83 01 01

C>T: 90 00

Here, T>C is an abbreviation for an APDU sent from terminal to chip while C>T denotes the corresponding response sent by the chip
to the terminal. The encoding of the command is explained in the next table.

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 Cl A4 Set Authentication Template for mutual authentication

Lc OF Length of data field

Data Tag Length Value Comment
80 0A 04 00 7F 00 07 02 02 04 02 02 | Cryptographic mechanism: PACE with ECDH,

generic mapping and AES128 session keys

83 01 01 Password: MRZ

Response

Status Bytes 90 00 Normal processing

Encrypted Nonce

Next, the chip randomly generates the nonce s and encrypts it by means of K.
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Decrypted Nonce s

3F00C4D3 9D153F2B 2A214A07 8D899B22

Encrypted Nonce z

95A3A016 522EE98D 01lE76CB6 B98B42C3

The encrypted nonce is queried by the terminal.

T>C: 10 86 00 00 02 7C 00 00

C>T:

7C 12 80 10 95 A3 A0 16 52 2E E9 8D 01 E7 6C B6 B9 8B 42 C3 90 00

The encoding of the command APDU and the corresponding response can be found in the following table.

Command
CLA 10 Command chaining
INS 86 GENERAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 95 A3 A0 16 52 2E E9 Encrypted Nonce
8D 01 E7 6C B6 B9 8B
42 C3
Status Bytes 90 00 Normal processing
Map Nonce

The nonce is mapped to an ephemeral group generator via generic mapping. The required randomly chosen ephemeral keys are also
collected in the next table.

Terminal’s Private Key

TF4EF07B
F21F249D

9EA82FD7
953BC46F

8AD689B3
4C6E1925

8DOBC78C
9CO010F99

Terminal’s Public Key

TACF3EFC
4650DCBF
544552DC
9F6BC3A9

982EC455
A6362D89
B6725218
618E70C2

65A4B155
6FC70262
799115B5
SAF71777

129EFBC7
E0C2CC5E,
5C9BAAGD
A9C4922D

Chip’s Private Key

498FF497
2BE7761D

56F2DC15
14715FBO

87840041
91EFATBC

839A8598
ES058560

Chip’s Public Key

824FBA91
F178CEA9
30D8C879

CO9CBE26B
F45DEOB7
AAAI9CIOFT

EF53A0EB
0AAG60165
3991E61B

E7342A3B
1FBA3F57,
58F4D52E
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B87A0AO0C 709A49DC 63719363 CCD13C54

Shared secret H 60332EF2 450B5D24 7EF6D386 8397D398
852ED6ES8 CAF6FFEE F6BF85CA 57057FD5,
0840CA74 15BAF3E4 3BD414D3 5AA4608B
93A2CAF3 A4E3EA4E 82CO9C13D 03EB7181

Mapped generator G 8CED63C9 1426D4F0 EB1435E7 CB1D74A4
6723A0AF 21C89634 F65A9AE8 7A9265E2,
8C879506 743F8611 AC33645C 5B985C80
B5F09A0B 83407C1lB 6A4D857A ET6FEL22

The following APDUs are exchanged by terminal and chip to map the nonce.

T>C: 10 86 00 00 45 7C 43 81 41 04 7A CF 3E FC 98 2E C4 55 65 A4 B1 55
12 9E FB C7 46 50 DC BF A6 36 2D 89 6F C7 02 62 EO C2 CC 5E 54 45
52 DC B6 72 52 18 79 91 15 B5 5C 9B AA 6D 9F 6B C3 A9 61 8E 70 C2
5A F7 17 77 A9 C4 92 2D 00

C>T: 7C 43 82 41 04 82 4F BA 91 CY9 CB EZ 6B EF 53 A0 EB E7 34 2A 3B Fl1
78 CE A9 F4 5D EO B7 OA A6 01 65 1F BA 3F 57 30 D8 C8 79 AA A9 C9
F7 39 91 E6 1B 58 F4 D5 2E B8 7A OA 0C 70 9A 49 DC 63 71 93 63 CC
D1 3C 54 90 00

The structure of the APDUs can be described as follows:

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
81 41 Mapping Data
04 Uncompressed Point
7A CF3EFC98 2E ... x-coordinate
C2CC3SE
544552DCB672 ... y-coordinate
C4 922D
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
82 41 Mapping Data
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04 Uncompressed Point
824FBA91 C9CB ... x-coordinate
BA 3F 57
30 D8 C879 AA A9 ... y-coordinate
D13C 54
Status Bytes 90 00 Normal processing
Perform Key Agreement

In the third step, chip and terminal perform an anonymous ECDH key agreement using the new domain parameters determined by the
ephemeral group generator of the previous step. Only the x-coordinate is required as shared secret since the KDF uses only the first

coordinate to derive the session keys.

Terminal’s Private Key A73FB703 AC1436A1 8EOCFALSA BB3F7BEC
7AQ070E7A 6788486B EE230C4A 22762595
Terminal’s Public Key 2DB7A64C 0355044E C9DF1905 14C625CB
A2CEA487 54887122 F3AS5EFOD 5EDD301C,
3556F3B3 B186DF10 B857B58F 6ATEB8OF
20BA5DC7 BE1D43D9 BF850149 FBB36462
Chip’s Private Key 107CF586 96EF6155 053340FD 633392BA
81909DF7 B9706F22 6F32086C 7AFF974A
Chip’s Public Key 9E880F84 2905B8B3 181F7AF7 CAA9FOEF
B743847F 44A306D2 D28C1DY9E C65DF6DB,
7764B222 T77A2EDDC 3C265A9F 018F9CBS8
52E111B7 68B32690 4B59A019 3776F094
Shared Secret 28768D20 701247DA E81804C9 E780EDES
82A9996D B4A31502 0B273319 7DB84925
The key agreement is performed as follows:
>C:
10 86 00 00 45 7C 43 83 41 04 2D B7 A6 4C 03 55 04 4E C9 DF 19
05 14 C6 25 CB A2 CE A4 87 54 88 71 22 ¥F3 A5 EF 0D 5E DD 30 1C
35 56 F3 B3 Bl 86 DF 10 B8 57 B5 8F 6A 7E B8 OF 20 BA 5D C7 BE
1D 43 D9 BF 85 01 49 FB B3 64 62 00
C>T:
7C 43 84 41 04 9E 88 OF 84 29 05 B8 B3 18 1F 7A F7 CA A9 FO EF
B7 43 84 7F 44 A3 06 D2 D2 8C 1D 9E C6 5D F6 DB 77 64 B2 22 77
A2 ED DC 3C 26 5A 9F 01 8F 9C B8 52 E1 11 B7 68 B3 26 90 4B 59
AQ 19 37 76 FO 94 90 00

The encoding of the key agreement is examined in the following table:

Command

CLA 10 Command chaining

INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
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Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
83 41 Terminal’s Ephemeral Public Key
04 Uncompressed Point
2DB7 A64C 0355 ... x-coordinate
DD 30 1C
3556 F3 B3 BI1 §6 ... y-coordinate
B3 64 62
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
84 41 Chip’s Ephemeral Public Key
04 Uncompressed Point
9E 88 OF 84 29 05 ... x-coordinate
5D F6 DB
7764 B22277 A2 ... y-coordinate
76 FO 94
Status Bytes 90 00 Normal processing
By means of the KDF, the AES 128 session keys KSenec and KSmac are derived from the shared secret. These are
KSEne F5FOE35C OD7161EE 6724EE51 3A0D9ATF
KSwmac FE251C78 58B356B2 4514B3BD 5F4297D1
Mutual Authentication

The authentication tokens are derived by means of KSmac using

Input Data for Tirp

TF494F06 OA04007F 00070202 04020286
41049E88 0F842905 B8B3181F 7AF7CAA9
FOEFB743 847F44A3 06D2D28C 1D9EC65D
F6DB7764 B22277A2 EDDC3C26 5A9F018F
9CB852E1 11B768B3 26904B59 A0193776

F094

Input Data for Tic

7F494F06 OA04007F 00070202 04020286
41042DB7 A64C0355 044ECODF 190514C6
25CBA2CE A4875488 7122F3A5 EFODSEDD
301C3556 F3B3B186 DF10B857 B58F6ATE
B80OF20BA 5DC7BE1D 43D9BF85 0149FBB3

6462

as input. The encoding of the input data is shown below
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Tag Length Value ASN.1 Type Comment
7F49 | 4F PUBLIC KEY Input data for Tirp
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, generic mapping and AES 128
02 02 IDENTIFIER session keys
86 41 ELLIPTIC CURVE Chip’s Ephemeral Public Point
POINT
04 Uncompressed Point
9E 88 OF 84 29 ... x-coordinate
5D F6 DB
7764 B22277 ... y-coordinate
76 FO 94
Tag Length Value ASN.1 Type Comment
7F49 | 4F PUBLIC KEY Input data for Tic
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, generic mapping and AES 128
0202 IDENTIFIER session keys
86 41 ELLIPTIC CURVE Terminal’s Ephemeral Public Point
POINT
04 Uncompressed Point
2DB7 A64C03 ... DD x-coordinate
301C
3556 F3 B3 BI ... y-coordinate
B3 64 62

The computed authentication tokens are:

Tirp

C2BOBD78 D94BA866

Tic

3ABBY9674 BCE93CO08

Finally, these tokens are exchanged and verified.

T>C:

00 86 00 00 OC 7C 0A 85 08 C2 BO BD 78 D9 4B A8 66 00

C>T:

7C OA 86 08 3A BB 96 74 BC E9 3C 08 90 00

(DH) Glald & JsS5ign o alld Jla Y=

The second example is based on DH using the 1024-bit MODP Group with 160-bit Prime Order Subgroup specified by [RFC 5114].
The parameters of the group are:

Prime p

B10B8F96 AO80EOL1D

52C99FBC FBO6A3C6
6073E286 75A23D18
13ECB4AE A9061123

DE92DESE AE5D54EC
9A6A9DCA 52D23B61
9838EF1E 2EE652CO0
24975C3C D49B83BF
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ACCBDD7D
4EFFD6OFA
Al151AFS5F
E68CFEFDA7

90C4BD70 98488E9C 219A7372
E5644738 FAA31A4F F55BCCCO
ODC8B4BD 45BF37DF 365C1lA65
6D4DA708 DF1FB2BC 2E4A4371

Subgroup Generator g

2
1

A4D1CBD5S
F8104DD2

D7FBD7D3
A6A24C08
D662A4D1
858F4DCE

C3FD3412 6765A442 EFB99905
58AC507F D6406CFF 14266D31
66FEALE 5C41564B 777E690F 5504F213
60217B4 BO1B886A LSE91547F 9E2749F4
BOA92EE1 909D0D22 63F80A76
7A091F53 1DBFOAOl 69B6A28A
8E73AFA3 2D779D59 18D08BCS8
F97C2A24 855E6EEB 22B3B2ES

Prime Order g of g

F518AA87

81A8DF27 8ABA4ETD 64B7CBO9D
49462353

The first section introduces the PACEInfo. Subsequently, the exchanged APDUs including all generated nonces and ephemeral
keys are listed and examined.

Diffie Hellman Parameters

The relevant information for PACE is given by the data structure PACEInfo.

PACEInfo

3012060A 04007F00 07020204 01020201 02020100

The detailed structure of PACEInfo is:

Tag Length Value ASN.1 Type Comment

30 12 SEQUENCE PACEInfo

06 0A 04 00 7F 00 07 02 02 04 01 02 | OBJECT OID: PACE with DH, generic mapping and AES
IDENTIFIER 128 session keys

02 01 02 INTEGER Version 2

02 01 00 INTEGER gialrhdardized 1024-bit Group specified by RFC

Application flow of the DH-based example

To initialize PACE, the terminal sends the command MSE:AT to the chip.

T>C:

00 22 C1 A4 OF 80 0OA 04 00 7F 00 07 02 02 04 01 02 83 01 01

C>T:

The encoding of the command is described in the next table.

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 Cl A4 Set Authentication Template for mutual authentication
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Lc OF Length of data field

Data Tag Length Value Comment
80 0A 04007F00070202040102 | OID: Cryptographic mechanism: PACE with DH,

generic mapping and AES128

83 01 01 Password: MRZ

Response

Status Bytes 90 00 Normal processing

Encrypted Nonce

Next, the terminal queries a nonce from the chip.

Decrypted Nonce s

FAS5B7E3E 49753A0D B9178B7B 9BD898CS8

Encrypted Nonce z

854D8DF5 827FA685 2D1A4FA7 01CDDDCA

The communication

looks as follows.

T>C:

10 86 00 00 02 7C 00 00

C>T:

7C 12 80 10 85 4D 8D F5 82 7F A6 85 2D 1A 4F A7 01 CD DD CA 90 00

The encoding of the command APDU and the corresponding response is described in the following table.

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 85 4D 8D F5 82 7F A6 | Encrypted Nonce
85 2D 1A 4F A7 01 CD
DD CA
Status Bytes 90 00 Normal processing
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Map Nonce

By means of the generic mapping, the nonce is mapped to an ephemeral group generator. For that purpose, the following ephemeral

keys are randomly generated by terminal and chip.

Terminal’s Private Key

5265030F

751F4AD1

8BO8ACS56

5FCT7AC95 2E41618D

Terminal’s Public Key

23FB3749
DE3F01B7
B71C343D
B49174A6
4D41DBY91
DF86274B
CB4F57FA
1AFET710F

EA030D2A
4F17A154
B13D1DEB
02CB4796
4DE9613D
9359BC04
D6322497
BBBCS5F8B

25B278D2
02CB7352
CE9A3666
5CAA73DC
C5E98C94
90D01BO3
D7A1E28D
Al66F431

A562047A
CA7TD2B3E
DBCFC920
70248904
160551C0
AD54022D
46710F46
1975EC6C

Chip’s Private Key

78879F57
5336F699
23EA5738
B235C2DB
A41947B3
655AF308
49400306
6E8CAFC1

225AA808
AAB8SA2D3
B26381E4
F2F38748
24AA1259
89DBB845
254C8AES
4F84D825

OD52EDOF
A189654A
DA19EQ04
312F3C98
AC22579D
DO9E6783F
EEODD812
8950A91B

C890A4B2
F70729E6
T06FACE7
C2DD4882
BO93F7085
E42C9F24
AB04CO0B6
44126EE6

Chip’s Public Key

5BABEBEF
1CDE9487
544F13CB
CBBBD321
B08B8DOO
FB4BD111
0B3CEOC3
1279270C

5B74E5BA
3EEOAS5D3
66658C3A
28A8C21D
7D40318D
ESA968ED
10CE104E
B0750C0D

94B5C063
A2FCAB49
FEEOQE727
D6EEA3CF
CCA4FFBF
6B6F08B2
ABD16629
37C57FFF

FDA1SF1F
F258D07F
389BE3F6
7091CDDF
51208790
6CA87C41
AR48620C
E302AET7F

Shared secret H

7CO9CBFE9
F4CB17E3
84D64EE3
BAAQ27AB
BFA4872D
36067682
EF1E7790
2D401325

8FI9FBDDA
C71707AF
7TAF44B8D
97ACCTT71
EDE9034E
9B826BEA
32A30580
B37EE856

8D143506
F5E1ICIAL
BDO9D45BF
666C8E98
DFACB708
57291B5A
3F743417
SFFCDEE6

FATD9306
23702496
6023919C
FF483301
14166B7F
D69FBC84
93E86974
18342DC5

Mapped generator G

7CO9CBFE9
F4CB17E3
84D64EE3
BAAQ27AB
BFA4872D
36067682
EF1E7790
2D401325

8FOFBDDA
C71707AF
TAF44B8D
97ACCTT71
EDE9034E
9B826BEA
32A30580
B37EE856

8D143506
FSEICIAL
BDO9D45BF
666C8E98
DFACB708
57291B5A
3F743417
SFFCDEE6

FA7D9306
23702496
6023919C
FF483301
14166B7F
D69FBC84
93E86974
18342DC5
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The following APDUs are exchanged by terminal and chip to map the nonce.

T>C:

86
04
1D
89
BC

00
TA
EB
A4
04
71

00
DE
CE
4D
90

OF 46 1A FE 71

86
3F
9A
41
DO

C
01
36
DB
1B

81
B7
66
91
03

83
4F
DB
4D
AD

81 81
17 Al
CF C9
E9 61
54 02
OF BB

80 23 FB
54 02 CB
20 B4 91
3D C5 E9
2D CB 4F
BC 5F 8B

37
73
74
8C
57 FA
Al 66

EA
CA
02

03
7D
CB
16 05
D6 32
F4 31

0D 2A
2B 3E
47 96
51 CO
24 97
19 75

25 B2
B7 1C
5C AA
DF 86
D7 Al
EC 6C

D2
3D
DC
4B
8D

A5
Bl

93
46

C>T

7C 81 83
F6 99 AA

9E0 04 70 6F AC E7 B2 35 C2 DB F2 F3 87 48 31 2F 3C 98 C2

82 81 80 78 87

9F 57

89 A2 D3 Al 89 65 4A

22 5A A8

08 0D

52 ED

OF C8

F7 07 29 E6 23 EA 57 38 B2

47 B3 24 AA 12 59 AC 22 57 9D B9 3F 70 85 65 5A F3 08 89
78 3F E4 2C 9F 24 49 40 03 06 25 4C 8A E8 EE 9D D8 12 A8
AF C1 4F 84 D8 25 89 50 A9 1B 44 12 6E E6 90 00

90 A4
63 81
DD 48
DB B8
04 CO

53
DA 1

A4 19
45 D9 E6
B6 6E 8C

The structure of the APDUs can be described as follows:

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 86 Length of data
Data Tag Length Value Comment
7C 8183 - Dynamic Authentication Data
81 8180 23FB3749EA03 .. Mapping Data
75 EC 6C
Le 00 Expected maximal byte length of the response data field is 256
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Response
Data Tag Length Value Comment
7C 8183 Dynamic Authentication Data
82 81 80 ED OF C8 90 A4 B2 ... Mapping Data
12 6E E6
Status Bytes 90 00 Normal processing

Perform Key Agreement

Subsequently, chip and terminal perform an anonymous DH key agreement using the new domain parameters determined by the
ephemeral group generator of the previous step.

Terminal’s Private Key

89CCBI99M OY8B3MIA 11¥1296B CP68YC53 411CA2CQ

Terminal’s Public Key

00907D89 E2D425A1 T78AA81AF 4AT777T4EC
8E388C11 5CAE6703 1E8L5EECE 520BDY911
551BS9AE4 D04369F2 9A02626C 86FBC674
7CCTBC35 2645B616 1A2A42D4 4EDASOAOQ
8FA8D61B 76D3A154 ADSASAL51 786B0OBCO
71470578 T1A92221 2C5F67F4 31731722
36B7747D 1671E6D6 92A3C7D4 OA0C3C5C
E397545D 015C175E B5130551 EDBCZ2EES D4

Chip’s Private Key

020F018C 7284B047 FAT7721A3 37EFBTAC
B1440BB3 0C5252BD 41C97C30 C994BB78
EOF0C5B3 2744D840 17D21FFA 6878396A
6469CA28 3EF5C000 DAF7D261 A39AB886
OED4610A B5343390 897AABLA T7787E4FA
EFA0649C 6A94FDF8 2D991E8E 3FC332F5
142729E7 040A3F7D 5A4D3CD7 5CBEE1FO
43C1CAD2 DD484FEB 4ED22B59 7D36688E

Chip’s Public Key

A5B78012 6B7C980E 9FCEAl1D4 539DA1D2 7C342DFA

Shared Secret

6BABC7B3 AT72BCD7E A385E4C6 2DB2625B
D8613B24 149E146A 629311C4 CA6698E3
8B834B6A 9E9CD718 4BA8834A FF5043D4
36950C4C 1E783236 7C10CB8C 314D40ES
990BODF7 013E64B4 549E2270 923D06FO0
8CFF6BD3 E977DDE6 ABE4C31D 55COFA2E
465E553E 77BDFT75E 3193D383 4FC26ES8E
B1EE2FAl E4FC97Cl 8C3F6CFF FE2607FD
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The key agreement is performed as follows:
T>C: 10 86 00 00 86 7C 81 83 83 81 80 90 7D 89 E2 D4 25 Al 78 AA 81 AF 4A 77
74 EC 8E 38 8C 11 5C AE 67 03 1E 85 EE CE 52 0B D9 11 55 1B 9A E4 DO 43
69 F2 9A 02 62 6C 86 FB C6 74 7C C7 BC 35 26 45 B6 16 1A 2A 42 D4 4E DA
80 A0 8F A8 D6 1B 76 D3 Al 54 AD 8A 5A 51 78 6B OB CO 71 47 05 78 71 A9
22 21 2C 5F 67 F4 31 73 17 22 36 B7 74 7D 16 71 E6 D6 92 A3 C7 D4 OA OC
3C 5C E3 97 54 5D 01 5C 17 5E B5 13 05 51 ED BC 2E E5 D4 00
C>T: 7C 81 83 84 81 80 07 56 93 D9 AE 94 18 77 57 3E 63 4B 6E 64 4F 8E 60 AF
17 A0 07 6B 8B 12 3D 92 01 07 4D 36 15 2B D8 B3 A2 13 F5 38 20 C4 2A DC
79 AB 5D OA EE C3 AE FB 91 39 4D A4 76 BD 97 B9 B1 4D OA 65 Cl FC 71 AO
EO 19 CB 08 AF 55 E1 F7 29 00 5F BA 7E 3F A5 DC 41 89 92 38 A2 50 76 7A
6D 46 DB 97 40 64 38 6C D4 56 74 35 85 F8 E5 D9 0C C8 B4 00 4B 1F 6D 86
6C 79 CE 05 84 E4 96 87 FF 61 BC 29 AE Al 90 00
Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 86 Length of data
Data Tag Length Value Comment
7C 8183 - Dynamic Authentication Data
83 81 80 90 7D 89 E2 D4 25 ... Terminal’s Ephemeral Public Key
2E E5 D4
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 8183 Dynamic Authentication Data
84 81 80 075693 D9 AE 94 ... Chip’s Ephemeral Public Key
29 AE Al
Status Bytes 90 00 Normal processing
The AES 128 session keys KSenc and KSmac are derived from the shared secret using the KDF.
KSEne 2F7F46AD CCOET7ES52 1B45D192 FAFA9126
KSmac 805A1D27 D45A5116 F73C5446 9462B7DS8
Mutual Authentication
The authentication tokens are constructed from the following input data.
Input Data for Tirp 7F49818F 060A0400 7F000702 02040102
84818007 5693D9AE 94187757 3E634B6E
644F8E60 AF17A007 6B8B123D 9201074D
36152BD8 B3A213F5 3820C42A DC79ABSD
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OAEEC3AE
65CLlFC71
BATE3FAS
97406438
004B1F6D

FB91394D
AQEO19CB
DC418992
6CD45674
866C79CE

29A

A476BD97

08AF55E1

38A25076

3585F8ES

0584E496
EAl

BO9B14D0A
F729005F
7TA6D46DB
D90CC8B4
87FF61BC

Input Data for Tic

TF49818F
84818090
7T4EC8E38
D911551B
ce747CC7
80AO8FAS
0BCO7147
172236B7
3C5CE397

060A0400
7D89E2D4
8C115CAE
9AE4D043
BC352645
D61B76D3
057871A9
747D1671
545D015C

2EE

7F000702
25A178AA
67031E85
69F29A02
B6161A2A
A154ADSA
22212C5F
E6D692A3
175EB513
5D4

02040102
81AF4AT7
EECE520B
626C86FB
42D44EDA
5A51786B
67F43173
C7D40A0C
0551EDBC

The encoding of the input data is shown below:

Tag

Length

Value

ASN.1 Type

Comment

7F49

81 8F

PUBLIC KEY

Input data for Tirp

06

0A

04 00 7F 00 07 02 02 04
0102

OBJECT
IDENTIFIER

PACE with DH, generic mapping and AES 128
session keys

84

81 80

0756 93 D9 AE
.29 AE Al

UNSIGNED
INTEGER

Chip’s Ephemeral Public Key

Tag

Length

Value

ASN.1 Type

Comment

7F49

81 8F

PUBLIC KEY

Input data for Tic

06

0A

04 00 7F 00 07 02 02 04
0102

OBJECT
IDENTIFIER

PACE with DH, generic mapping and AES 128
session keys

84

81 80

90 7D 89 E2 D4
... 2E E5 D4

UNSIGNED
INTEGER

Terminal’s Ephemeral Public Key

The computed authentication tokens are:

Tirp

B46DD9BD 4D98381F

Tic

917F37B5 COE6D8D1

Finally, these tokens are exchanged and verified.

T>C:

00 86 00 00 OC 7C OA 85 08 B4 6D D9 BD 4D 98 38 1F 00

C>T:

7C 1B 86 08 91 7F 37 B5 CO E6 D8 D1 87 OF 44 45 54 45 53 54 43 56 43 41

30 30 30 30 33
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Command
CLA 00 Plain
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 0C Length of data
Data Tag Length Value Comment
7C 0A - Dynamic Authentication Data
85 08 B4 6D D9 BD 4D 98 38 1F | Terminal’s Authentication Token
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 0A Dynamic Authentication Data
86 08 91 7F 37 B5 CO E6 D8 D1 | Chip’s Authentication Token
Status Bytes 90 00 Normal processing
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WORKED EXAMPLE: PACE — INTEGRATED MAPPING
(INFORMATIVE)

This Appendix provides two examples for the PACE protocol with Integrated Mapping. The first one is based on Elliptic Curve Diffie-
Hellman (ECDH) and the second one on Diffie-Hellman (DH). The MRZ-derived key K from the previous Example is used.

H.1 ECDH BASED EXAMPLE

This example is based on the BrainpoolP256r1 elliptic curve. The block cipher used in this example is AES-128. For reminder, the
curve parameters are the following:

Prime p A9FB57DB A1lEEA9BC 3E660A90 9D838D72

6E3BRF623 D5262028 2013481D 1F6E5377
Parameter a 7D5A0975 FC2C3057 EEF67530 417AFFE7

FB8055C1 26DC5C6C E94A4B44 F330B5D9
Parameter b 26DC5C6C E94A4B44 F330B5D9 BBD77CBF

95841629 5CF7E1CE 6BCCDC18 FF8CO07B6
x-coordinate of the group generator 8BD2AEB9 CB7E57CB 2C4B482F FC81BR7AF
G BODE27E1 E3BD23C2 3A4453BD 9ACE3262
y-coordinate of the group generator 547EF835 C3DAC4FD 97F8461A 14611DCO
G C2774513 2DED8ES4 5C1D54C7 2F046997
Group order n ASFB57DB AlEEA9BC 3E660A90 9D838D71

8C397AA3 B561A6F7 901EOE82 974856A7

Cofactor f 01

The encryption key is the following:

K 591468CD A83D6521 9CCCB856 0233600F

Encrypted Nonce

A nonce s is randomly chosen by the chip and encrypted using Km. The encrypted nonce z is then sent to the terminal.

Decrypted Nonce s 2923BE84 E16CD6AE 529049F1 F1BBEOSEB

Encrypted Nonce z 143DC40C 08C8E891 FBED7DED B92B64AD

App H-1
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Map Nonce

A nonce t is randomly chosen and sent in clear. t and s are then used to compute the Integrated Mapping. First, the pseudo-random
function Ry, derived from AES, is applied to s and t. Then, the point encoding fc is used on the result to compute the Mapped Generator
G=fG(Rp(s,t)).

Nonce t 5DD4CBFC 96F5453B 130D890A 1CDBAE32

Pseudo-random R(s,t) E4447E2D FB3586BA CO5DDB0O0 156B57FB
B2179A39 49294C97 25418980 0C517BAA
8DAOFF39 7ED8C445 D3E421E4 FEB57322

Ry(s,t) A2F8FF2D F50E52C6 599F386A DCB595D2

29F6A167 ADE2BELSF 2C3296AD D5B7430E
x-coordinate of the 8E82D315 59EDOFDE 92A4D049 8ADD3C23
Mapped Generator G BABA94FB 77691E31 E90AEA77 FB17D427
y-coordinate of the 4C1AE14B DOC3DBAC 0C871B7F 36081693
Mapped Generator G 64437CA3 OAC243A0 89D3F266 ClE60FAD

Perform Key Agreement

The chip and the terminal perform an anonymous Diffie-Hellman key agreement using their secret keys and the mapped generator G.
The shared secret K is the x-coordinate of agreement.

Chip’s private key SKic 107CF586 96EF6155 053340FD 633392BA
81909DF7 B9706F22 6F32086C 7AFF974A

Chip’s public key PKic 67F78ELSF TF768608 2B293E8D 087E0569
16DOF74B CO01A5F89 57D0DE45 691E51ES
932B69AY9 62B52A09 85AD2COA 271EE6AL
3A8ADDDC D1A3A994 BO9DED257 F4D22753

Terminal’s private key SKirp A73FB703 AC1436A1 S8EOCFALA BB3FT7BEC
7AQ070E7A 6788486B EE230C4A 22762595

Terminal’s public key PKirp 89CBA23F FE96AAL18 D824627C 3E934E54
A9FDOB87 A95D1471 DCI1COABF DCD640D4
6755DE9B 7B778280 B6BEBDS57 439ADFEB
OE21FD4E D6DF4257 8C13418A 59B34C37

Shared secret K 4F150FDE 1D4F0E38 E95017B8 91BAE1l71
33A0DF45 BOD3E18B 60BA7BEA FDC2C713

Using the specifications from [1], the session keys Kenc and Kmac are derived from K using the hash function SHA-1: Kene=SHA-
1(K]|0x00000001) and Kmac=SHA-1(K]|0x00000002). Then, only the first 16 octets of the digest are used with the following result:

KEne OD3FEB33 251A6370 893D62AE 8DAAFS51B
Kmac BO1E89E3 DO9E8719E 586B50B4 A7506E0B
Mutual Authentication

The authentication tokens are computed using a CMAC on the following inputs with the key Kmac.

Input data for Tic 7F494F06 OA04007F 00070202 04040286
410489CB A23FFES6 AA18D824 627C3E93
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4E54A9FD 0OB87A95D 1471DC1C OABFDCD6

40D46755 DE9B7B77 8280B6BE BD57439A

DFEBOE21 FD4ED6DF 42578C13 418A59B3
4C37

Input data for Tirp 7F494F06 OA04007F 00070202 04040286
410467F7 8ESFTF76 86082B29 3E8DO8TE
056916D0 F74BCO1A 5F8957D0 DE45691E
51E8932B 69A962B5 2A0985AD 2COA271E
E6A13A8A DDDCDIA3 A994BODE D257F4D2

2753
The corresponding authentication tokens are:
Tic 75D4D96E 8D5B0308
Tirp 450F02B8 6F6A0909

H.2 DH BASED EXAMPLE

This example is based on the 1 024-bit MODP Group with 160-bit Prime Order Subgroup. The block cipher used in this example is
AES-128.

The group parameters are:

Prime p B10B8F96 AO80EO1D DES92DESE AES5D54EC
52C99FBC FBO6A3C6 9A6A9DCA 52D23B61l
6073E286 75A23D18 9838EF1E 2EE652CO
13ECB4AE A9061123 24975C3C D49B83BF
ACCBDD7D 90C4BD70 98488E9C 219A7372
4EFFD6FA E5644738 FAA31A4F F55BCCCO
A151AF5F ODC8B4BD 45BF37DF 365C1A65
E68CFDA7 6D4DA708 DF1FB2BC 2E4A4371

Subgroup generator g A4D1CBDS5 C3FD3412 6765A442 EFB99905
F8104DD2 58AC507F D6406CFF 14266D31
266FEA1E 5C41564B 777E690F 5504F213
160217B4 BO1B886A 5E91547F 9E2749F4
D7FBD7D3 BY9AS2EE1l 909D0D22 63F80A76
A6A24C08 7A091F53 1DBFOAOl 69B6A28A
D662A4D1 8E73AFA3 2D779D59 18D08BCS8
858F4DCE F97C2A24 855E6EEB 22B3B2ES

Prime order q of g F518AA87 81A8DF27 8ABA4ETD 64B7CBSD
49462353

The following encryption key is used:

K 591468CD A83D6521 9CCCB856 0233600F

Encrypted Nonce

A nonce s is randomly chosen by the chip and encrypted using Km. The encrypted nonce z is then sent to the terminal.
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Decrypted Nonce s FAS5B7E3E 49753A0D B9178B7B 9BD898CS8

Encrypted Nonce z 9ABB8864 CAOFF155 1E620D1E F4E13510

Map Nonce

A nonce t is randomly chosen and sent in clear. t and s are then used to compute the Integrated Mapping. First, the pseudo-random
function Ry, derived from AES, is applied to s and t. Then, the point encoding f; is used on the result.

Nonce t

B3A6DB3C

870C3E99

245E0D1C

06B747DE

Pseudo-random R(s,t)

EAB98D13
84DEAQOFE
38099CD1
5E3DC855
BEE0546B
DEEF3CB4
4835C36F
88FBA38A
0FC18725

E0905295
74AD2B3A
F7FF4EAQ
O0OEF95E2
472F994B
810932EC
A4F1BF3F
3E6C35AA
8995944cC

2AAT72990
F506FO0A8
AQ78DBLF
OB4EEF2E
618D1687
278F3533
A0OB828A7
A10895925
0F926E24

7C3C9%4061
3018459C
AC136550
88489233
02406791
FDB860EB
18C96BDE
1EBS5FC71
9373F485

Rp(s,t)

AQC7C50C
607417B6
B6980F01
093ECDFA
5CF19AFA
25087E73
570417B7
819EODFE

002061A5
EE1B3647
105D24FA
FE6D7125
FF75EFE2
68166FBO
90FFT7F74
F5B6E77C

1CC87D25
3CEFB800D
B22ACD1B
D42A843E
1DC5F6AA
8ClE4627
TES5TF432
A4999925

4EF38068
2D2ESFA2
FA5C8A4C
33860383
1F9AE46C
AFED7D93
B04E1236
328182D2

Mapped Generator g= fz(Rp(s,t))

1D7DT767F
926B9697
C276CDCC
A5BE2557
T6852FA7
EODFF897
34223AES8
5510A6BB

11E333BC
3550656F
61D475CF
8BD4551D
8EEAL14EA
BBE35A47
FC59B664
B633D517

D6DBAEF4
F3C83072
03A98EQC
0B109032
0OACA87D1
2621D343
BFEDFAZ2B
EC25D4EOQ

OE799E7A
6D118D61
OE79CAEB
36F0BOF9
E91F688F
564B262F
FE7516CA
BBAA16C2

Perform Key Agreement

The chip and the terminal perform an anonymous Diffie-Hellman key agreement using their secret keys and the mapped generator §.

Chip’s private key SKic

020F018C
B1440BB3
E9F0C5B3
6469CA28
OED4610A
EFA0649C
142729E7
43C1CAD2

7284B047
0C5252BD
2744D840
3EF5C000
B5343390
6A94FDF8
040A3F7D
DD484FEB

FATT721A3
41C97C30
17D21FFA
DAF7D261
897AABSA
2D991ES8E
5A4D3CD7
4ED22B59

37EFBTAC
C994BB78
6878396A
A39AB886
7TT78TE4FA
3FC332F5
5CBEE1FO
7D36688E

Chip’s public key PKic

928DI9A0F
36E42431
FF111F71
AA87B079
8DDDC39A
ES5A80E4

9DBA450F
138A4378
CB6DC1DO
07AADI9FB
DC3AD2E3
T746FBO7A

13FC859C
500BEB4E
335807A1
A6B169AF
FF882B84
9767679F

6F290D1D
0401854cC
1388CCS8E
6D8C26AF
D23E9768
ES2133B4
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D379935C 771BD7FB ED6C7BB4 B1708B27
5EAT75679 524CDCSC 6A91370C C662A2F3

Terminal’s private key SKirp 4BD0E547 40F9A028 E6A515BEF DAF96784
8C4F5F5F FF65AA09 15947FFD 1AODF2FA
6981271B C905F355 1457B7E0 3AC3B806
6DE4AA40 6C1171FB 43DD939C 4BA16175
103BA3DE E16419AA 248118F9 OCC36A3D
6F4C3736 52E0C3CC E7FO0F1D0 C5425B36
O0FOFO0D6 A67F004C 8BBA33F2 B4733C72
52445C1D FC4F1107 203F71D2 EFB28161

Terminal’s public key PKirp OF0CC629 45A80292 51FB7EF3 CO094E12E
C68E4EFQ 7F27CB9D 9CD04C5C 4250FAEOQ
E4F8A951 557E929A EB48ES5C6 DD47F2F5
CD7C351A 9BD2CD72 2CO7EDEl 66770F08
FFCB3702 62CF308D D7BO07F2E ODASCAAA
1492344C 85290691 9538C98A 4BA4187E
76CESD87 832386D3 19CE2E04 3C3343AE
AEGEDBA1l A9894DC5 094D22F7 FE1351D5

Shared secret K 419410D6 COA17A4C 07C54872 CE1CBCEB
0A2705C1 A434C8A8 9A4CFE41 F1D78124
CATEC52B DE7615E5 345E48AB 1ABB6E7D
1D59A57F 3174084D 3CA45703 97ClF622
28BDFDB2 DA191EA2 239E2C06 ODBE3BBC
23C2FCD0 AF12EOF9 EOB99FCF 91FF1959
011D5798 B2FCBC1F 14FCC24E 441F4C8F
9B08D977 E9498560 E63E7FFA B3134EA7

The session keys Kenc and Kmac are derived from K using the hash function SHA-1: Kene=SHA-1(X]|0x00000001) and Kmac=SHA-
1(K]|0x00000002). Then, only the first 16 octets of the digest are used with the following result:

KEne 01AFC10C F87BE36D 8179E873 70171F07
Kmac 23F0FBD0 S5FD6C7B8 B88F4C83 09669061
Mutual Authentication

The authentication tokens are computed using a CMAC on the following inputs with the key Kmac.

Input data for Tic 7F49818F 060A0400 7F000702 02040302
8481800F 0CC62945 A8029251 FBT7EF3CO
94E12EC6 8E4EF07F 27CB9D9C D04C5C42
50FAEOE4 F8A95155 T7E929AEB 48E5C6DD
47F2F5CD 7C351A9B D2CD722C O7EDE166
770FO08FF CB370262 CF308DD7 BO7F2EOD
A9CAAAL14 92344C85 29069195 38C98A4B
A4187E76 CE9D8783 2386D319 CE2E043C
3343AEAE 6EDBA1AY9 894DC509 4D22F7FE
1351D5

Input data for Tirp 7F49818F 060A0400 7F000702 02040302
84818092 8DY9AOFO9D BA450F13 FC859C6F
290D1D36 E4243113 8A437850 OBEB4E(O4
01854CFF 111F71CB 6DC1D033 5807A113
88CC8EAA 87B07907 AADIFBAGL B169AF6D
8C26AF8D DDC39ADC 3AD2E3FF 882B84D2
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App H-6

3E9768E9 5A80E474 6FBO7A97 67679FE9

2133B4D3 79935C77 1BD7FBED 6C7BB4Bl1

708B275E A7567952 4CDCO9C6A 91370CC6
62A2F3

The corresponding authentication tokens are:

Tic

C2F04230 187E1525

Tirp

55D61977 CBF5307E
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Kx 4E6F6FBF 7BE748B9 32C7B741 61BBASDF

ECDH () diiwa Jla Y=k
:([RFC 5639] _kail) BrainpoolP256r1 (3Uai ljielyl (uki ae ECDH () JUall 138 ity
Lo A8 255 A5 ey salsall Adlal) Cililiall auen i3 8 Lo ALl APDUs el sas 5ylaliall PACETnEO Js¥) pusdll a3k
-UALL}
dgliant) cliaial) il

Sl Y dald diay .PACE BN Lslhaall Glasledl) paes PACEINfo Ul &y aad cBange Uad iljiahl aladinly

.PACEDomainParameterInfo

PACElInfo 3012060A 04007F00 07020204 06020201 0202010D

Al Jeaall 8 dlaie PACETnfo J diluadill 4

App I-1



LT segjiall jicdll 53l App I-2

Tag Length Value ASN.1 Type Comment
30 12 SEQUENCE PACEInfo
06 0A 04 00 7F 00 07 02 02 04 06 02 | OBJECT PACE with ECDH, Chip Authentication
IDENTIFIER Mapping and AES 128 session keys
02 01 02 INTEGER Version 2
02 01 0D INTEGER Brainpool P256r1 Standardized Domain
Parameters

.the BrainpoolP256r1 (3Uai il sial)ll ASNLT = s olial sh (deedlall lag

Tag Length Value ASN.1 Type Comment
30 81 EC SEQUENCE Domain parameter
06 07 2A 8648 CE 3D 02 01 OBJECT Algorithm id-ecPublicKey
IDENTIFIER
30 81 EO SEQUENCE Domain Parameter
02 01 01 INTEGER Version
30 2C SEQUENCE Underlying field
06 07 2A 86 48 CE 3D 01 01 OBJECT Prime field
IDENTIFIER
02 21 00 A9 FB 57 DB Al EE A9 BC INTEGER Prime p
3E 66 0A 90 9D 83 8D 72 6E 3B
F623 D5 262028201348 1D
1F 6E 53 77
30 44 SEQUENCE Curve equation
04 20 7D 5A 09 75 FC 2C 30 57 EE F6 OCTET STRING Parameter a

753041 7A FF E7 FB 80 55 C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9

04 20 26 DC 5C 6C E9 4A 4B 44 F3 30 OCTET STRING Parameter b
B5 D9 BB D7 7C BF 95 84 16 29
5CF7El CE 6B CCDC 18 FF
8C 07 B6
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Tag Length Value ASN.1 Type Comment
04 41 OCTET STRING Group generator G
04 - Uncompressed point
8B D2 AE B9 CB 7E 57 CB 2C - x-coordinate
4B 48 2F FC 81 B7 AF B9 DE 27
E1 E3 BD 23 C23A 4453 BD9%A
CE 32 62
54 7E F8 35 C3 DA C4 FD 97 F8 - y-coordinate
46 1A 1461 1IDC9C2774513
2D ED 8E 54 5C 1D 54 C7 2F 04
69 97
02 21 00 A9 FB 57 DB Al EE A9 BC INTEGER Group order n
3E 66 0A 90 9D 83 8D 71 8C 39
7A A3 B5 61 A6 F7 90 1E OE 82
97 48 56 A7
02 01 01 INTEGER Cofactor f
ECDH Jf titwal| Jlialf i il
A8 ) MSEAT al £l ddaadll Jus s (PACE pladial b saull
T>C: 00 22 C1 A4 OF 80 OA 04 00 7F 00 07 02 02 04 06 02 83 01 01
C>T: 90 00

) 2850 aclgs Al yal) dllaall L3N] CT ey cps 8 8 ) &gl ddasdl (ge Jisys APDU I jlaid) 0 T>C clia
LS Jsanll 8 #gpia Y1 iy L Ailel) Aandl)

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 Cl A4 Set Authentication Template for mutual authentication

Lc OF Length of data field

Data Tag Length Value Comment
80 0A 0400 7F 0007020204 0602 | Cryptographic mechanism: PACE with ECDH, Chip

Authentication Mapping and AES128 session keys

83 01 01 Password: MRZ

Response

Status Bytes 90 00 Normal processing
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App I-4

5unly Spa piliey] sdiia ad)

K Adaud sy 0yidiing 5anly By addid (531 o811 2l Lilgde 28650 o g cclld ey

Decrypted Nonce s 658B860B C94DF6F0 44FCE6D5 C82CF8ES
Encrypted Nonce z CB60E8EQ D85B76A9 BD304747 C2AD42E2

53l 5o padid (oA Rl G (s dlgdl) Adaadd) Jeln
T>C: 10 86 00 00 02 7C 00 00

C>T: 7C 12 80 10 CM 60 Y8 Y0 B8 5 76 ®9 UMB 30 47 47 C2 @B 42 Y2 90 00

AL Glasu s APDU eY) ads Ao Jll Jgand) & sl oSa

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 CB60ESEO D85B76A9 Encrypted Nonce
BD304747 C2AD42E2
Status Bytes 90 00 Normal processing
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LT g piall yicadl (535 (ol lall — e oaladl giadl

banly Spa pdiind (gilf dbay S a3

Jgil daspes eailiall Wl L alad) Taihall oy gl e Jlgil) daspes Silesanall 5alge e Baay 510 p2dic 63 G0 ddad sy Al
LAl Joanll b lgaan Load 2 Lilsie 5)asall dislladl)

Terminal’s Private Key

5D8BB87B
FE835122

D74D985A
77340079

4B7D4325
8914AA22

BOF7B976
738135CC

Terminal’s Public Key

TF1D410A
105D7457
1AB88910
ACBODC62

DB7DDB3B
B4A3ADEO
4A27DB6D
TE7BDCAC

84BF1030
02384F30
842B0190
29969E19

800981A9
86C67EDE
20FBF3CE
DOES553C1

Chip’s Private Key

9E56A6B5
F1943528

9C95D06E
ES577F238

CE5CDI10F
81D89D8C

983BB2F4
3BBEEOAA

Chip’s Public Key

A234236A
D2576E52
04F36571
C46E3771

A9BY621E
77183C12
3A356E65
342C8FES

8EFB73B5
08BDD552
A451E165
AEDD0926

245C0E09
80CAES8B3
ECCOACOA
85338E23

Shared secret H

2C1DCC17
292E9AAE
403A8CF3
4FF97C1A

73346492
TEE37736
3CA7DCOD
AD48A5CA

C6636A36
EF58B9DO
9DF61D08
2A554B07

EE4B965E
AQ43F348
89CE2442
1EF7638D

Mapped generator G

89A0MSYD
5C9A5US51
44VIYAVI2B
TAL12UT79Y

VA3NY293
5C®950A4
B3®0BUB7
54837904

C7590303
85BC7Y88
1Cns5vy618
0Y45963U

98613192
6A03245B
971CA47T74
OOA3Y829

-Baaly By padied (A Adas Al o8y i jA ayl 48U)l1g Algal) aaal) 3oyl e Lelala 2 Al APDUS

>C: 10
DB
AD
DB
DC

86
3B
EO
6D
AC

00
BF
38
2B
96

45
10
4F
01
9E

41
81
TE
F3
53

04
A9
DE
CE
Cl

TF
10
1A
AC
00

1D
5D
B8
BO

41 OA DB
74 57 B4
89 10 4A
DC 62 7F

7D
A3
27
7B

C>T: C
"5
52
65
26

43
24
80
yC
85

41
oy
y8
oC
8y

04
09
"3
0o
23

6D
52
71
71

®9
77
39
34

n9
18
35
2C

62
3C
6y
8A

1y 8Y AU
12 08 UB
65 ©4 51
Y5 @Y BB

73
B5
Y1
09
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App I-6

tk WS iy (S APDUs I 4y

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
81 41 Mapping Data
04 Uncompressed Point
7F 1D 41 0A ... x-coordinate
86 C6 7E DE
1A B8 89 10... y-coordinate
DO E5 53 C1
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
82 41 Mapping Data
04 Uncompressed Point
A234236A ... x-coordinate
80 CAE8 B3
04F36571... y-coordinate
8533 8E 23
Status Bytes 90 00 Normal processing

YL ad 7 Lida §L43)

de ganad) Wgioas ) aaall Uil il jiahls alasiuls anY) Jsgae ECDH ¢ el Bl Sletll o)V 85 28850 (05 AW s5ladl) b
I et aadiegs Jadh ((oewshyl) BUEEYI) KDF ) oY hlas @ljide € b X yudas aglladlly Al 3haall safgal) g3l da

B9l miilie Je Jguanll Jazh
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Terminal’s Private Key 7T6ECFDAA 9841C323 A3F5FCLHE 88B88DB3
EFF7E35E BF57A7E6 946CB630 006C2120
Terminal’s Public Key 446C9340 84DO9DAB8 63944F21 9520076C

29EE3F7A E6722B11 FF319EC1 C7728F95
5483400B FF60BFOC 59292700 09277DC2
A515E125 75010AD9 BAS16CF1l BF86FEFC

Chip’s Private Key CD626EF3 C256E235 FE8912CA C28279E6
26008EDA 6B3A05C4 CF862A3B DAB79E78
Chip’s Public Key 02AD566F 3C6ECTF9 324509AD 50A51FAS

2030782A 4968FCFE DF737DAE A9933331
11C3B9B4 C2287789 BD137E7F 8AA882EZ2
A3C633CC D6ECC2C6 3C57AD40 1AQ09C2E1

Shared Secret 67950559 BOCO6MAB 41MB6972B 14460837
461087A8 419ABMC3 6PPAGCYD ®C462832

fob LS et ) ol

T>C: 10 86 00 00 45 7C 43 83 41 04 44 o6C 93 40 84 D9
DA B8 63 94 4F 21 95 20 07 6C 29 EE 3F 7A E6 72
2B 11 FF 31 9E C1 C7 72 8F 95 54 83 40 OB FF 60
BF 0C 59 29 27 00 09 27 7D C2 A5 15 E1 25 75 01
OA D9 BA 91 6C F1 BF 86 FE FC 00

T 7C 43 84 41 04 02 AD 56 6F 3C 6E C7 F9 32 45 09
AD 50 A5 1F A5 20 30 78 2A 49 68 FC FE DF 73 7D
AE A9 93 33 31 11 C3 B9 B4 C2 28 77 89 BD 13 7TE
7F 8A A8 82 E2 A3 C6 33 CC D6 EC C2 C6 3C 57 AD
40 1A 09 C2 E1 90 0O
:‘rgtﬁ\ Jgaall ‘f ‘;mu)j\ GUY) jedd and an
Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
83 41 Terminal’s Ephemeral Public Key
04 Uncompressed Point
44 6C 93 40 ... x-coordinate
C7 72 8F 95
5483400B... y-coordinate
BF 86 FE FC

Le 00 Expected maximal byte length of the response data field is 256
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Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
84 41 Chip’s Ephemeral Public Key
04 Uncompressed Point
02 AD 56 6F ... x-coordinate
A9 933331
11C3B9B4 ... y-coordinate
1A 09 C2El
Status Bytes 90 00 Normal processing
Laa (aag sl pll (e KSmac 9 KSene ladg <AES 128 5)sall lalide adiv) (KDF @J.L-. oe
KSEne OA9DA4DB 03BDDE39 FC5202BC 44B2E89E
KSmac 4B1C0649 1ED5140C A2B537D3 44C6COB1
Asliial) dislasl
AL bl jeis sl (kg L J3a KSuac plasiud 3ok e disladll jse) ddicd
Input Data for Tirp 7F494F06 OA04007F 00070202 04060286
410402AD 566F3C6E CT7F93245 09AD5S0AS
1FA52030 782A4968 FCFEDF73 7DAEA993
333111C3 B9B4C228 7789BD13 7ETF8AAS
82E2A3C6 33CCD6EC C2C63C57 AD401A09
C2E1
Input Data for Tic TA494A06 0004007A 00070202 04060286
4104446C 934084B9 BOM86394 4A219520
076C29YyY 3A7dY672 2UM11AA31 9YC1C772
8A955483 400MAA60 MAQC5929 27000927
7BC29515 ¥1257501 00BO9M®91 6CA1VMAS86

AYAC
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Tag Length Value ASN.1 Type Comment
7F49 | 4F PUBLIC KEY Input data for Tirp
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, Chip Authentication Mapping
06 02 IDENTIFIER and AES 128 session keys
86 41 ELLIPTIC CURVE Chip’s Ephemeral Public Point
POINT
04 Uncompressed Point
02 AD 56 6F... x-coordinate
A9 933331
11C3B9B4 ... y-coordinate
1A09C2El
Tag Length Value ASN.1 Type Comment
7F49 | 4F PUBLIC KEY Input data for Tic
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, Chip Authentication Mapping
06 02 IDENTIFIER and AES 128 session keys
86 41 ELLIPTIC CURVE Terminal’s Ephemeral Public Point
POINT
04 Uncompressed Point
44 6C 93 40 ... x-coordinate
C7 72 8F 95
54 83400B ... y-coordinate
BF 86 FE FC
Tirp E86BD060 18A1CD3B
Tic 8596CF05 5C67C1A3
linia o 3aaill g Lelals 2 jsayll oda fpl
T>C: 00 86 00 00 0OC 7C OA 85 08 E8 6B DO 60 18 Al CD
3B 00
C>T: 7C 3C 86 08 85 96 CF 05 5C 67 Cl1 A3 8A 30 1lE EA

96 4B o0 Y3 72 ®C 99 0Y 3¥Y AB ¥6 33 33 53 VA C8
9¢ 67 04 B9 3B ®8 79 8C A7 7TA 5M 79 54 MB 10 CHU
®3 72 M4 2M YO M9 M5 A2 80 @8 BY 2A 4A 92 90 00
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Command
CLA 00 No command chaining (last command in chain)
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 0C Length of data
Data Tag Length Value Comment
7C 0A - Dynamic Authentication Data
85 08 Terminal’s Authentication Token
E8 6B D0 60 18 A1 CD 3B Tirp
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 3C Dynamic Authentication Data
86 08 Chip’s Authentication Token
8596 CF 05 5C 67 C1 A3 Tic
8A 30 x-coordinate
1EEA 964D ... Encrypted Chip Authentication Data
DE 2F 4F 92
Status Bytes 90 00 Normal processing

L6 daa (pe (3Ea)

EF CardSecurity (e alal) zdall e Cilagheall e 8860 daa o 3aadl) gung

ChipAuthenticationPublicKeyInfo

30620609 04007F00 07020201 02305230
0C060704 007F0007 01020201 0D034200
04187270 9494399E T7470A643 1BE25ES83
EEE24FEA 568C2ED2 8DB48E(05 DB3A610D
C884D256 A40E35EF CB59BF67 53D3A489
D28C7A4D 973C2DA1 38A6ETA4 AO8F68EL

6F02010D
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Tag Length Value ASN.1 Type Comment
30 62 SEQUENCE ChipAuthenticationPublicKeyInfo
06 09 04 00 7F 00 07 02 02 01 02 OBJECT id-PK-ECDH
IDENTIFIER
30 52 SEQUENCE SubjectPublicKeyInfo
30 0C SEQUENCE Brainpool P256r1 Standardized Domain
Parameters
06 07 04 00 7F 00 07 01 02 OBJECT standardizedDomainParameters
IDENTIFIER
02 01 0D INTEGER Brainpool256r1
03 42 0004187270 ... BIT STRING CA Public Key
8F 68 E1 6F
02 01 0D INTEGER keyID 13
) dsa (e el il calild) PR 5
Encrypted Chip Authentication Data 1EEA964D AAE372AC 990E3EFD E6333353
BFC89A67 04D93DA8 798CF77F 5BT7A54BD
10CBA372 B42BEOBY9 BS5F28AA8 DE2F4F92
Decrypted Chip Authentication Data 85DC3FA9 3D0952BF A82F5FD1 89EET75BD
82F11D1F OBSED4BF 5319AC9B 53C426B3
IV for De-/Encryption of CA Data F6A3B75A1 E933941 DD7A13E2 520779DF
IV = E(KSenc, -1)
Chip’s Public Key from GENERAL A234236A A9B9621E 8EFB73B5 245COE09
AUTHENTICATE Mapping Nonce D2576E52 77183C12 08BDD552 80CAES8B3
PRwar.ic 04F36571 3A356E65 A451E165 ECCOACOA
C46E3771 342C8FE5 AEDD0926 85338E23
Chip’s Public CA Key from 18727094 94399E74 70A6431B E25E83EE
ChipAuthenticationPublicKeyInfo E24FEA56 8C2ED28D B48E0O5DB 3A610DC8
PKic 84D256A4 OE35EFCB 59BF6753 D3A489D2
8C7A4D97 3C2DA138 AGE7A4AQ0 8F68E16GF

.PKwmar,ic = KA(CAic, PKic, Dic) L’j %) ‘_:3\@-\3\ Sl
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7 6|5 4 3 2 1 0 Description
x x| - - - - - - Role (see Doc 9303-12)
- -l x x X X X X Access Rights
- - lx x x x - - RFU
- - - - - -1 - Read access to eMRTD Application: DG4 (Iris)
- - - - - - -1 Read access to eMRTD Application: DG3 (Fingerprint)

Gl calsie) gl e Ul Segall Ay SN i) Ak Guk (DA il 8 Sllul) Gl gane ) Jpeasl) GBsia Jin
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CVCA I il ¥-d
Gl (e e3aS Balgl (pa paatll Aacailly ALalSial) 5500 (ool g prall (lalgilly Asiaall Aalial walpa) A& Lol Jus i cAiacalgall T
(oY —i-t andll Hhil) lgle Bame e ALl Jlatl¥) 38 JsS6g p (e e)aS daagil) Olga ) dadyhal) sasll dsia e

T ey jaal) g S ) dadiy & EF.CVCA Giladll AsY) Calall g 5081 2laiD desgal) Jgumsll &85a e clld Vg
th\j &a\}d\ J‘):\}

EF.CVCA ¥ cilall  Y—d Jgaal

File Name EF.CVCA
File ID 0x011C (default)
Short File ID 0x1C (default)
Read Access PACE
Write Access NEVER (internally updated only)
Size 36 bytes (fixed) padded with octets of value 0x00

Content [CARI ][||CARIi-1][||0x00..00]

eabe daad o cand T Beg jaall g pSIY) jeud) ARdy 3akd b Adskl) Basgll daa (e Rl e ALISIA s cilS 1Y)
dady uli 8 EF.CVCA Qliall oY) caldl b (asal) alail 2adle (CVCA) calgdl) (e aaill dsilagl) bl dalel) sliall
Y= Jgaall b aana ga LS T Beg jaadl duig sSIY) jaudl
e @l D5 (Doc 9303-12 ksl Hil) laledlly dpadl) Alald) aabe by dse G A o Gl 130 gsing o
Lyl sasgl) daa

Ll dpieall Alalud) aalye by dge e iole o SV o (ggiat of G o

A ) @iy sabe Jof cilalglls Aiadll Alalall aaje Gaad 6$ o an

L0X00 gy ol Ailialy Cilal) sdia i o

Cajaall want i o oSaa g Alal) il alasial IS 1305 . J6Y) Calall jual Cijaag J5Y) Calall Lial Cijas EF.CVCA cilall
pxiu) Wy .TerminalAuthenticationInfo Glesladly Glaidll e fCVCA @Yl bl 4 ‘?ij\ alall (yaad)
& oY) Clall i e dasd ol 13l L ) Calall el Cipaall s caaladiad il ) Cilall Cijea ol e£CVCA
L lsY) Calall Dl il aladiuls ealy J<8 EF.CVCA oY) cill) lidl cas ce £CVCA
TerminalAuthenticationInfo ::= SEQUENCE {
protocol OBJECT IDENTIFIER(id-TA),

version INTEGER, -- MUST be 1
efCVCA FileID OPTIONAL

}
FileID ::= SEQUENCE ({

fid OCTET STRING (SIZE(2)),
sfid OCTET STRING (SIZE(1l)) OPTIONAL
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