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APl & PNR: A Standards Overview

Strengthening Aviation Security through Improved Traveller Identification
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« Understand the complexities of passenger data programs

* Increase awareness of existing international standards and airlines
capabilities

» Understand that ICAO, WCO and IATA can offer assistance and
expertise
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not Know about.
For instance: suspicious travel patterns

For instance : people on a watchlist
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Information about a person’s identity.
* API can be useful for:

— Immigration
— Customs PSSWESPECIMEN<KSVENCLLLLLCCLLLCLCLLLLLLLLLLKLK
— Security 45123456<4SWE6103213M1004256196103213499<<46

w9 ()

IATA =



A — TRANMEION

Legacy (Batch) API
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Interactive APl (1API)
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Information about a person’s travel reservation.
It can be useful:

« For customs, law enforcement, security
« To help identify contraband, smuggling, etc
» To assist in risk assessment
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PNR contains personal data

Countries have different perspectives on how much is
“private” or how much can be shared

State to State agreement may be necessary
Sensitive data should not be required
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Data Elements

GUIDELINES
ON
ADVANCE PASSENGER INFORMATION

(API) - -
Facilitation Guidelines on

Passenger Name
Record (PNR) Data

Annex 9

Fourteenth Edition, October 2015
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International Civil Aviation Organization



http://www.icao.int/Security/FAL/Pages/Publications.aspx
http://www2.icao.int/en/AVSEC/FAL/Documents/2010 API Guidelines Final Version.ICAO.2011 full x2.pdf
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Key Principles
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“ACE” stands for
e Alignment with standards

e Looperation withn inadu
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Key Principles
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Faster implementation
Better compliance
4 Cost control
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Watch-list screening

Integrated Border Management
¥4 Single Window
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o |IATA/ICAO/WCO Passenger Data Toolkit

— http://lwww.iata.org/iata/passenger-data-toolkit/index.nhtml

e |ATA Guide to Facilitation
— Detailed summary Annex 9 Standards, Recommended Practices
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e Electronic Travel Systems

— Pre-validation of travel authorization through interactive API

— Purpose: ETS expedites the pre-vetting and acceptance of low-
risk passengers into a country, while providing a secure method
for applicants, governments, and airlines to verify the
acceptance for travel.
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Contact Details

Name: Christopher Hornek
Email: hornekc@iata.org
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