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Together, the ePassport and ICAO PKD 
provide assurance that:provide assurance that:

The biodata (biometric and biographic) on the 
’ hi h b h i ipassport’s chip was put there by the issuing 

state and by no one else; and

The data has not been altered in any way

But how does it do that?.....
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For the PKI to work you have to trust 
someone!

OOnce you trust someone, you can trust any 
certificate that they’ve signed under their 
Certificate PolicyCertificate Policy

You can also trust data that is digitally signedYou can also trust data that is digitally signed 
and checks out against any of these 
certificates
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Get this from the passport 
hi th ICAO PKDchip or the ICAO PKDCountry 

signing 
certificate Used to 

check…..
Fe of these

Document 
signing 
certificate Used to 

h k

Few of these

Get this from each e-passport 
Passport 
digital 
i t

check…..
Many of these

issuing state (via their 
embassy)

signature
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Did I get this in-person 
from an accredited 

Country 
signing 

government official?
No?
Oh d

certificate

Oh dear…. 
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ICAO PKD carefully 
h k h f

Country signing 
certificate checks the provenance of 

these….

certificate

Few of these

…and then 
cryptographically checks 

Document 
signing 
certificate

and publishes these…

ll d t d iP t di it l …so all we need to do is 
this!

Passport digital 
signature
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Without the PKD there’s 
no easy way to check 
that a certificate is still

Certificate 
Revocation 

that a certificate is still 
valid…

Lists

…Or to check that the 
Country Signing 

Master lists

certificates you have are 
genuine
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The PKD Board

•15 Board Members

The ICAO Secretariat

•Based in Montreal

PKD Participants Netrust

•15 Board Members
•Elected from the 
Participants
•Provides the 
governance

•Based in Montreal
•Facilitates the 
operation of the PKD

•Government delegates
•Pay an annual fee to 
upload their document 
signing certificates.
•Deliver country signing 

Operates the ICAO 
PKD, where the 
certificates are 
published

certificates in person or 
via a link certificate

Anyone

•Can download certificates 
(and CRLs and master-
lists) to check the validity 
of participants passports
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The more members the cheaper it gets and 
the better it works!
In 2011 the annual fee is USD 57k with a 
one off registration fee of USD 56k Thisone-off registration fee of USD 56k.  This 
pays for Netrust’s services and for the ICAO 
secretariatsecretariat
If you’re thinking of joining, why not ask to 
go along to a PKD Board meeting as an 
observer?
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The ePassport gives unprecedented 
d t itdocument security
But only if we use the ICAO PKD (or do a lot 
work ourselves)work ourselves)
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