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Overview

®Secunty Challenges in Aviation

#ICAO’s Aviation Security: (avsec)

Eramework and Programmes

»ldentity, and Bilemetrics inJAviatien
SEecuty

®lnRtegrated Security.
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Main Themes

#* A robust ICAO aviation; SEcUrity
framework IS In place but needs; e
evolve

* Personal identity Is beceming
Inereasingly impoertant 1n aviation
Secunty

» e Importance ofi integratead
2PPrOACHES| 10; Securty Inf civil aviaiien
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Security Challenges
In Aviation

#* Security Issues converge in civil
aviation

» Security of people at airports/en aircrai
and property.

» Aviation security

» Bender security.

> Natienall security

> Internatienal secunty.
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ICAO’s Aviation Security
Framework and Programmes

¥ Prevention ofi unlawiul interference with
civill aviation

®*Annex 17 — Security
» 15t Edition February 1975
> 8 Edition July 1, 2006 (11 amendments)

> Currently: 95 specifications

» 74 Standards
* 21 Recommended Practices
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ICAO’s Aviation Security
Framework and Programmes

¥ANnex 17 — Security.

» General principles
#ODbjectives
#Applicability
»Secunty and facilitation
*Rternational coeperation

»Egquipment research and development
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ICAO’s Aviation Security
Framework and Programmes

¥ANnex 17 — Security.

» Organization

#National erganizatien and apprepriate
authornity

*AIrport operations
MAlrcralt eperators

*QUuality control
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ICAO’s Aviation Security
Framework and Programmes

#¥ANNex 17 — Security

» Preventive Security Measures

#Access control

#Alrcraft

*Passengers and cabin baggage
*IHold baggage

#Cargo, mail and ether goods
MSpecial categories of passengers
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ICAO’s Aviation Security
Framework and Programmes

¥ANnex 17 — Security.

> Management of Response tor Acts of
Unlawiul interference

¥ Prevention

»Response
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ICAO’s Aviation Security
Programmes

Framework and

#ICAO Security Ma

» Guldance materia

aual

on

Implementation of Annex 17

Specifications

2" Symposium on ICAO-Standard MRTD's, Biometrics and Security




ICAO’s Aviation Security
Framework and Programmes

# Security-related specifications in nine other ARnNexes
» Annex 2 — Rules of the Air
» Annex 6 — Operation of Alrcraif
» Annex 8 — Airworthiness of Alrcraift
» Annex 9 — Faclilitation
» Annex 10 — Aeronautical Telecommunications
» Annex 11 — Air Traffic Services
» Annex 13 — Aircraft Accident and Incident Invesiigaien
» Annex 14 — Aerodromes

» Annex 18 — Tihe Safe Transportation off Dangerous Geeds
By Alr
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ICAO’s Aviation Security
Framework and Programmes

#* Universal Security Audit Pregramme
» Established by ICAO in aftermath off 9/14

» Focus Is Annex 17 implementation

# National level

#* Alrport level

> Structured, rngoereus, confidential
» Eeedback to States, feedback e | CA®
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ICAO’s Aviation Security
Framework and Programmes

#* Coordinated Assistance and
Development Programme

» Prevision of assistance to enhance States;
aviation security: systems and facilitatien
capanilities

> [raining pregrammes to build States:
aVSEC capacity.

> Seminarsito Increase knewledge,
EXCliange Pest practice Information; eic:
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ldentity and Biometrics
In Aviation Security

#* [ raditionall threats

> [raditional avsec measures

* New and emerging threats

» Shift In focus to werkers' and passengers:
identity, and identity. integrity.

* Legal, teclhnical and operational
considerations

2" Symposium on ICAO-Standard MRTD's, Biometrics and Security




ldentity and Biometrics Iin
Aviation Security,

#* Challenge: Harmonized and reliable
ldentification documents for:
International crew members

#® ICAO’'s response: Annex 17
Receommendation 4.2. 7 promotes;use

eff DeE 9303, MRTD specifications; o)
crew Identity: decuments
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ldentity and Biometrics
In Aviation Security

#¥Challenge: Confidence in the
Security’ of aviation Workers
accessing restricted areas at
Canadian airpoerts

»Canada’s response: Restrictes
Arealdentification Card (RAIC)
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ldentity and Biometrics
In Aviation Security

# Canada’s Restricted Area ldentification
Card (RAIC)

»> Real time verification

¥ Fingerprint or ins for authorized access to restricied
areas based on need and security backgreund cheek

# Faciall phote for confirmation

» Single ainport or multi-airport capanie

> Signiiicant national aviation secuty,
enhancement
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ldentity and Biometrics
In Aviation Security

#* Canada’s Restricted Area ldentification
Card (RAIC)
» Alrpoert authorities manage access coniio)

» Canadian Air Transpert Security/AUtnerHLy,
manages identity’ verification

> Iransport Canada manages hackgreund
CHECKS and regulatery oversight
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ldentity and Biometrics
In Aviation Security

#Challenge: Prevent bearding of
PaASSENgers Who are considered a
threat

®Response: Data matching
> U.S.: No Fly Program

» Canada; Passenger Protect Pregiamn
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ldentity and Biometrics
In Aviation Security

#Resolution of false positive results
» Accuracy.

> [imely response

*Could biometrics and MRIIDS pIEY,
2 ele?

2" Symposium on ICAO-Standard MRTD's, Biometrics and Security




ldentity and Biometrics
In Aviation Security

#Challenge: How to make the best
LSe of available resources for
SCIreening passengers?

®Response: Different screening
2PpProaches for passengers hased
@ISk assessment
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ldentity and Biometrics
In Aviation Security

#* Expedited screening of passengers
Who have successiully completed a
Security process befoere arrival at the
allpoert

* Blemetrics enable poesitive identificaion
Verification

» Coula VIRTIDS play a role?
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Integrated Security.

¥ Threats are complex
¥ Resources are finite

* Security and facilitation are inidelicate
palance

¥ Selutiens require an integrated ana@
mulidisciplinary: systems approach

* Integration Is key theme of Canadars
Natienal Security Policy
> W [PCO-10CP.0C.Ca
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Integrated Security.

#ICAO’s leadership role

» Manage the security: and: facilitation
palance

» Promote interdisciplinary, dialegueé

> Seek opportunities for integrated
approaches; to today’'s and
[emorrew:s security: challenges
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Integrated Security.

#¥ICAO’s leadership role

» At the glebal level, what
opportunities are there te enhance
secunty and facilitation through
Integrated approaches te SecCUiy2
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