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-- ICAO security framework
id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136)}

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}

-- LDS security object
id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 1}

-- CSCA master list
id-icao-mrtd-security-cscaMasterList OBJECT IDENTIFIER ti= {id-icao-mrtd-
security 2}

id-icao-mrtd-security-cscaMasterListSigningKey OBJECT IDENTIFIER ::= {id-icao-
mrtd-security 3}
-- Active Authentication protocol
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id-icao-aaProtocolObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security 5}

-- CSCA name change

id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-mrtd-security
6}
id-icao-mrtd-security-extensions—-nameChange OBJECT IDENTIFIER ::= {id-icao-mrtd-

security-extensions 1}

-- document type list, see TR “LDS and PKI Maintenance”
id-icao-mrtd-security-extensions-documentTypelList OBJECT IDENTIFIER ::= ({id-
icao-mrtd-security-extensions 2}

-- Deviation List Base Object identifiers
id-icao-mrtd-security-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-

security 7}

id-icao-mrtd-security-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-
mrtd-security 8}

id-Deviation-CertOrKey OBJECT IDENTIFIER ::= {id-icao-DeviationList 1}

id-Deviation-CertOrKey-DSSignature OBJECT IDENTIFIER ::= {id-Deviation-
CertOrKey 1}

id-Deviation-CertOrKey-DSEncoding OBJECT IDENTIFIER ::= {id-Deviation-
CertOrKey 2}

id-Deviation-CertOrKey-CSCAEncoding OBJECT IDENTIFIER ::= {id-Deviation-
CertOrKey 3}

id-Deviation-CertOrKey-AAKeyCompromised OBJECT IDENTIFIER ::= {id-
Deviation-CertOrKey 4}

id-Deviation-LDS OBJECT IDENTIFIER ::= {id-icao-DeviationList 2}
id-Deviation-LDS-DGMalformed OBJECT IDENTIFIER ::= {id-Deviation-LDS 1}
id-Deviation-LDS-SODSignatureWrong OBJECT IDENTIFIER ::= {id-Deviation-LDS 3}
id-Deviation-LDS-COMInconsistent OBJECT IDENTIFIER ::= {id-Deviation-LDS 4}
id-Deviation-MRZ OBJECT IDENTIFIER ::= {id-icao-DeviationList 3}
id-Deviation-MRZ-WrongData OBJECT IDENTIFIER ::= {id-Deviation-MRZ 1}
id-Deviation-MRZ-WrongCheckDigit OBJECT IDENTIFIER ::= {id-Deviation-MRZ 2}
id-Deviation-Chip OBJECT IDENTIFIER ::= {id-icao-DeviationList 4}

id-Deviation-NationalUse OBJECT IDENTIFIER ::= {id-icao-DeviationList 5}



LI Geg jéall bl (3il5 28

-- LDS2 Object Identifiers

id-icao-mrtd-security-1ds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}
id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-mrtd-security-1lds2 8}
id-icao-tsSigner OBJECT IDENTIFIER ::= {id-icao-1ds2Signer 1}
id-icao-vSigner OBJECT IDENTIFIER ::= {id-icao-1ds2Signer 2}

id-icao-bSigner OBJECT IDENTIFIER {id-icao-1ds2Signer 3}
id-icao-lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-1lds2 1}

id-icao-lds2-travelRecords-application OBJECT IDENTIFIER ::= { id-icao-lds2-
travelRecords 1}

id-icao-lds2-travelRecords-access OBJECT IDENTIFIER ::= { id-icao-1lds2-
travelRecords 3}

id-icao-lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-1lds2 2}

id-icao-lds2-visaRecords-application OBJECT IDENTIFIER ::= { id-icao-1lds2-
visaRecords 1}

id-icao-lds2-visaRecords—-access OBJECT IDENTIFIER ::= { id-icao-lds2-visaRecords
3}

id-icao-1lds2-additionalBiometrics OBJECT IDENTIFIER ::= {id-icao-1ds2 3}
id-icao-1ds2- additionalBiometrics-application OBJECT IDENTIFIER ::= { id-icao-

1lds2- additionalBiometrics 1}

id-icao-1ds2- additionalBiometrics-access OBJECT IDENTIFIER ::= { id-icao-1lds2-
additionalBiometrics 3}

-- SPOC Object Identifiers

id-icao-spoc OBJECT IDENTIFIER ::= {id-icao-mrtd-security 10}
id-icao-spocClient OBJECT IDENTIFIER ::= {id-icao-spoc 1}
id-icao-spocServer OBJECT IDENTIFIER ::= {id-icao-spoc 2}

-- VDS Object Identifiers
id-icao-vds OBJECT IDENTIFIER

{ id-icao-mrtd-security 11}

-- DTC Object Identifiers
id-icao-dtc OBJECT IDENTIFIER

{ id-icao-mrtd-security 12}
id-icao-dtcSigner OBJECT IDENTIFIER ::= {id-icao-dtc 1}
id-icao-dtcAttributes OBJECT IDENTIFIER ::= {id-icao-dtc 2}

id-icao-dtcCapabilitiesInfo OBJECT IDENTIFIER ::= {id-icao-dtcAttributes 1}
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-- EF.DIR Object Identifiers
id-EFDIR OBJECT IDENTIFIER ::= { id-icao-mrtd-security 13}
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