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‘ Certificate Component ‘ Presence Comments

‘ Certificate ‘ m

‘ TBSCertificate ‘ m See Table 6

‘ signatureAlgorithm ‘ m Value inserted here dependent on algorithm selected

signatureValue m Value inserted here dependent on algorithm selected

‘TBSCertificate ‘

‘ version ‘ m MUST be v3

serialNumber m MUST be positive integer and maximum 20 Octets
MUST use 2’s complement encoding and be represented in the smallest
number of octets
signature m Value inserted here MUST be the same as that in

signatureAlgorithm component of Certificate sequence
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Certificate Component Presence Comments

issuer m countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableString orUTF8String

countryName MUST be Upper Case

See 7.1.1 for naming conventions

validity m MUST terminate with Zulu (Z)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as Y YMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

subject m countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableStringorUTF8String

countryName MUST be Upper Case
countryName in issuer and subject fields MUST match

See 7.1.1.1 for naming conventions

Default values for extensions MUST NOT be encoded

‘ subjectPublicKeyInfo ‘ m
‘ issuerUniquelID ‘ X
‘ subjectUniquelD ‘ X
extensions m See Table 6 on which extensions should be present
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Extension name ?.‘ ~ g g N S Comments
S 3 S S§  §
2 © S 5§ &
~ S = = o
&) S g8
S =]
3 & 3 § ¢ § § & § §
AuthorityKeyIdentifier | o [ nc |m| nc ([m| nc | m | nc | m | nc
keyIdentifier m m m m m
authorityCertIssuer 0 0 0 0 0
authorityCertSerialNum | o o o 0 0
ber
SubjectKeyIdentifier m | nc ([m| nc | o | nc 0 nc [ o | nc
subjectKeyIdentifier m m m m m
KeyUsage m c m,| c m c m c m c
Some communication
certificates (e.g. TLS
certificates) require that the
keyUsage bits be set in
digitalSignature X X m m o apcordanu.se with the particular
cipher suite used. Some
cipher suites do, and some do
not require the
digitalSignature bit
to be set.
nonRepudiation X X X X X
keyEncipherment X X X X 0
dataEncipherment X X X X X
keyAgreement X X X X 0
keyCertSign m m X X X
cRLSign m m X X X
encipherOnly X X X X X
decipherOnly X X X X X
PrivateKeyUsagePeriod m | nc (m| nc [ m| nc 0 nc | o | nc
At least one of notBefore
notBefore 0 0 o o o ornotAfter MUST be
present
notAfter o o o ) ) MUST be encoded as
generalizedTime
CertificatePolicies o | nc |o| nc|o| nc 0 nc [ o | nc
PolicyInformation m m m m m
policyIdentifier m m m m m
policyQualifiers 0 0 0 0 0
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Extension name g N 5 z § S Comments
38 | 3 3§
I N 33 S
O < =)
€ S S
PolicyMappings X X X X X See Note 1
SubjectAltName m | nc (m|nc [m|nc | m | nc |mj| nc See 7.1.2
IssuerAltName m |nc (m|nc |[m|nc| m | nc|mj| nc See 7.1.2
SubjectDirectoryAttrib
wEes X X X X X
Basic Constraints m ¢c |m| ¢ X X X
CcA m m X X X
PathLenConstraint m m X X X MUST always be ‘0’
NameConstraints X X X X X See Note 1
PolicyConstraints X X X X X See Note 1
ExtKeyUsage X X X m ¢ |m| ¢ | See7.13
CRLDistributionPoints m | nc (m|nc |m|nc| m | nc|o| nc
MUST be ldap, http or https
distributionPoint m m m m m
See 7.1.4
reasons X X X X X
cRLIssuer X X X X X
InhibitAnyPolicy X X X X X See Note 1
FreshestCRL X X X X X See Note 2
privatelnternetixtensl 0 nc | o| nc|o| nc o nc | o | nc | See Note 3
ons
NameChange 0 nc | o | nc | x X X See 7.1.1.5
DocumentType X X m | nc X X See 7.1.1.6
Netscape Certificate X X X X X See Note 4
Type
other private
. o [ nc |o | nc|o| nc 0 nc | o | nc
extensions
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https://pkddownload 1 Jicao.int/ CRLs/CountryCode.crl
https://pkddownload2.icao.int/CRLs/CountryCode.crl
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Singapore PKD example:
https://pkddownload]l.icao.int/CRLs/SGP.crl
https://pkddownload?.icao.int/CRLs/SGP.crl

Hong Kong example:
https://pkddownload].icao.int/ CRLs/CHN_HKG.crl
https://pkddownload?2.icao.int/ CRLs/CHN_HKG.crl
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nameChange EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-icao-mrtd-security-extensions—-nameChange}

id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-
mrtd-security 6}

id-icao-mrtd-security-extensions-nameChange OBJECT IDENTIFIER ::=
{id-icao-

mrtd-security-extensions 1}
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The DocumentType extension MUST be used to indicate the document types, as they appear in the MRZ, that the corresponding
Document Signer is allowed to produce. This extension MUST always be set to non-critical.

ASN.1 for Document Type List extension:

documentTypelList EXTENSION ::= ({

SYNTAX DocumentTypelListSyntax
IDENTIFIED BY id-icao-mrtd-security-extensions-
documentTypelList}
DocumentTypelListSyntax ::= SEQUENCE ({
version DocumentTypelListVersion,
docTypelist SET OF DocumentType }

DocumentTypelistVersion ::= INTEGER {v0(0)}
-- Document Type as contained in MRZ, e.g. “P” or “ID” where a

-- single letter denotes all document types starting with that letter
DocumentType ::= PrintableString (size(l..2))

id-icao-mrtd-security-extensions-documentTypelist OBJECT
IDENTIFIER ::= {id-icao-mrtd-security-extensions 2}

LDS2 Ll Ao dadpal) dgall Cliigdd jase chay Y1V
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Extension name LDS2 Signer Comments

Presence
Criticality

AuthorityKeyldentifier m nc
keyldentifier m
authorityCertIssuer 0
authorityCertSerialNumber 0

ExtKeyUsage m c See Note 1

e LDS2 4l e dedpall dgall s2lgds lail (o g0 ST diaal) = el plasid Sic) Slas o cuag — ) dhadbe
9 -LDS2 il s po £loif e sl mien o LDS2 il o 5an)y defpe dgn ki Sar 4 Lin Dy olif Ssall gail
.iﬂiu.// dgall 0ig dlatal) 2gi/ QLj')}..q@.q; ‘f[c M/C Léd/ r,/_u'_“w/ i/ (Seing A A sia
id-icao-mrtd-security-1ds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}

id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-1ds2 8}

d LDS2 Travel Stamp Signer (LDS2-TS) certificates
id-icao-tsSigner OBJECT IDENTIFIER ::= { id-icao-1ds2Signer 1}

d LDS2 Visa Signer (LDS2-V) certificates:
id-icao-vSigner OBJECT IDENTIFIER ::= { id-icao-1lds2Signer 2}

. LDS2 Biometrics Signer (LDS2-B) certificates:
id-icao-bSigner OBJECT IDENTIFIER ::= { id-icao-1lds2Signer 3}

AN il pssi U pasd) agdl LDS2 il Ao defpe dgad Slgd S of cay — ¥ dhadle
.Doc 9303-10 4édsl/ 4 EF Certificates
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b1 ja) Ao dedpall dgall Clolgdt jage ciy F—1-V
clalgd of Lag .LDS2 Al o Aadgall dgall 5algdl Dasal) Caasll i o 52eeY) Ja) e dadsall dgall Clilgd e quag
anss o lsl) L b ale (B Sasall lgbeay Ol (LDS2 @hbilgd s e it s asE Bl Ge) o dadgall dgal)
b)) edeall o8, 5aacY) ey Ao dafgall dgall salgds (alall (subjectDN) goasall jaaall audl Sa0ae cililliic dagy cpald
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1 gagall FREN
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AL Alude S8 oS G oo Al O Gany asase 05 O caw (AW au)) commonName e
el wl)lly AN Giial) ae il Of uamy BaeeYl Se) e Aalgdll dgal) aj J<E 2aa3 caahall
-(Doc 9303-13 afigll b saaa 58 LS BaacY] ja) b Aadgall dgal)
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Extension name LDS2 Signer Comments
>
g 2
s |E
A @]
AuthorityKeyldentifier m ne
keyldentifier m
authorityCertlssuer o
authorityCertSerialNumber o
DocumentType 0 This extension indicates
the document type, which
the Bar Code Signer is
allowed to produce
ExtKeyUsage m c See note below

e 522 Y ) o dedsall dgadl salgd gl o gai JST diaal] #lial] i) ie) Sy of cuan — dhadle
coldf il gaill

id-icao-mrtd-security-vds OBJECT IDENTIFIER ::= {id-icao-mrtd-security 11}

id-icao-vdsSigner OBJECT IDENTIFIER ::= {id-icao-mrtd-security-vds 1}
g ) plil) dadld! jnge chag £—1-V

clillia Vv Jgaall sanss il olil) AdE e @UAT Ll @lalgdl) i AW Sasall Ciagl cilllie 4 Jeaal) aaay
Ll ) A gy laltialy claledl) oAl Al S gal) gl



LI segjaadl il (5il5s

38

alalgdd) elad) dail Gl jage chag— 4 Jgaal)

Certificate List
Component

CSCA CRL

Comments

CertificatelList

m

tBSCertList

m

See Table 10

signatureAlgorithm

Value inserted here dependent on algorithm selected

signatureValue

Value inserted here dependent on algorithm selected

tBSCertList

Version

MUST be v2

Signature

value inserted here MUST be the same as that in
signatureAlgorithm component of
Certificatelist sequence

Issuer

countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableStringorUTF8String

countryName MUST be Upper Case

thisUpdate

MUST terminate with Zulu (Z)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as Y YMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

nextUpdate

MUST terminate with Zulu (Z)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as Y YMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

revokedCertificates

SHALL be present if there are revoked certificates. If there are no
revoked certificates it SHALL NOT be present. If present, MUST NOT
be empty

crlExtensions

See Table 10 on which extensions should be present

Default values for extensions MUST NOT be encoded
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Clalgdd) o) daild Jada clalaey Jagal) Chaglly cilalgddl o) dadld — Y o Jgaad)

CSCA
Extension Name CRL Criticality Comments
CRL Extensions
authorityKeyIdentifier This MUST be the same value as the
m nc subjectKeyIdentifier field in the CRL issuer’s
certificate.
keyIdentifier m
authorityCertIssuer o
authorityCertSerialNumber ©
issuerAlternativeName 0 nc See Note 1
cRLNumber MUST be non-negative integer and maximum 20 Octets
m nc ) :
MUST use 2’s complement encoding and be represented
in the smallest number of octets
deltaCRLIndicator X
issuingDistributionPoint X
freshestCRL X
CRL Entry Extensions
reasonCode X
holdInstructionCode X
invalidityDate X
certificatelIssuer X
other private extensions o nc
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Data Object Certificate
Presence

CV Certificate m
Certificate Body m
Certificate Profile Identifier m
Certification Authority Reference m
Public Key m
Certificate Holder Reference m
Certificate Holder Authorization Template m
Certificate Effective Date m
Certificate Expiration Date m
Certificate Extensions o
Signature m
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Data Object
Certificate Extensions
Discretionary Data Template
Object Identifier
Context Specific Data Object
Discretionary Data Template
Object Identifier
Context Specific Data Object
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<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:SPOC="http://namespaces.icao.int/lds2"
targetNamespace="http://namespaces. icao.int/lds2">

<wsdl:types>
<xs:schema xmlns="http://namespaces.icao.int/lds2"
targetNamespace="http://namespaces." elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="certificateSequence">
<xs:complexType>
<xs:sequence>
<xs:element name
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="RequestCertificateRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
<xs:element name="certificateRequest" type="xs:base64Binary"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="RequestCertificateResponse">
<xs:complexType>
<xs:sequence>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok cert available"/>
<xs:enumeration value="ok reception_ack"/>
<xs:enumeration value="failure inner_signature"/>
<xs:enumeration value="failure outer_signature"/>
<xs:enumeration value="failure syntax"/>
<xs:enumeration value="failure request not accepted"/>

]

certificate" type="xs:base64Binary" minOccurs="1"


http://schemas.xmlsoap.org/wsdl/
http://schemas.xmlsoap.org/wsdl/soap/
http://www.w3.org/2001/XMLSchema
http://namespaces.icao.int/lds2
http://namespaces/
http://namespaces.icao.int/lds2
http://namespaces/
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<xs:enumeration value="failure request syntax"/>
<xs:enumeration value="failure expired"/>
<xs:enumeration value="failure_domain_parameters"/>
<xs:enumeration value="failure internal error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SendCertificatesRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="statusInfo">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="new_cert_available notification"/>
<xs:enumeration value="ok cert available"/>
<xs:enumeration value="failure inner_signature"/>
<xs:enumeration value="failure outer_signature"/>
<xs:enumeration value="failure syntax"/>
<xs:enumeration value="failure request not accepted"/>
<xs:enumeration value="failure certificate"/>
<xs:enumeration value="failure internal error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SendCertificatesResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok received correctly"/>
<xs:enumeration value="failure syntax"/>
<xs:enumeration value="failure messageIlD unknown"/>
<xs:enumeration value="failure internal error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetCACertificatesRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetCACertificatesResponse">
<xs:complexType>
<xs:sequence>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok cert available"/>
<xs:enumeration value="ok reception_ack"/>
<xs:enumeration value="failure syntax"/>
<xs:enumeration value="failure internal error"/>
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</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GeneralMessageRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
<xs:element name="subject" type="xs:string"/>
<xs:element name="body" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GeneralMessageResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok"/>
<xs:enumeration value="failure syntax"/>
<xs:enumeration value="failure internal error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
</wsdl:types>

<wsdl:message name="RequestCertificateRequest">

<wsdl:part name="RequestCertificateRequest" clement="SPOC:RequestCertificateRequest"/>
</wsdl:message>
<wsdl:message name="RequestCertificateResponse">

<wsdl:part name="RequestCertificateResponse" element="SPOC:RequestCertificateResponse"/>
</wsdl:message>

<wsdl:message name="SendCertificatesRequest">

<wsdl:part name="SendCertificatesRequest" element="SPOC:SendCertificatesRequest"/>
</wsdl:message>
<wsdl:message name="SendCertificatesResponse">

<wsdl:part name="SendCertificatesResponse" element="SPOC:SendCertificatesResponse"/>
</wsdl:message>

<wsdl:message name="GetCACertificatesRequest">

<wsdl:part name="GetCACertificatesRequest" element="SPOC:GetCACertificatesRequest"/>
</wsdl:message>
<wsdl:message name="GetCACertificatesResponse">

<wsdl:part name="GetCACertificatesResponse" element="SPOC:GetCACCertificatesResponse"/>
</wsdl:message>

<wsdl:message name="GeneralMessageRequest">

<wsdl:part name="GeneralMessageRequest" element="SPOC:GeneralMessageRequest"/>
</wsdl:message>
<wsdl:message name="GeneralMessageResponse">

<wsdl:part name="GeneralMessageResponse" element="SPOC:GeneralMessageResponse"/>
</wsdl:message>

<wsdl:portType name="SPOCPortType">
<wsdl:operation name="RequestCertificate">
<wsdl:input message="SPOC:RequestCertificateRequest"/>
<wsdl:output message="SPOC:RequestCertificateResponse"/>
</wsdl:operation>
<wsdl:operation name="SendCertificates">
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<wsdl:input message="SPOC:SendCertificatesRequest"/>
<wsdl:output message="SPOC:SendCertificatesResponse"/>
</wsdl:operation>
<wsdl:operation name="GetCACertificates">
<wsdl:input message="SPOC:GetCACertificatesRequest"/>
<wsdl:output message="SPOC:GetCACertificatesResponse"/>
</wsdl:operation>
<wsdl:operation name="GeneralMessage'">
<wsdl:input message="SPOC:GeneralMessageRequest"/>
<wsdl:output message="SPOC:GeneralMessageResponse"/>
</wsdl:operation>
</wsdl:portType>

<wsdl:binding name="SPOCSOAPBinding" type="SPOC:SPOCPortType">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="RequestCertificate">
<soap:operation soapAction="RequestCertificate"/>
<wsdl:input>
<soap:body parts="RequestCertificateRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="RequestCertificateResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="SendCertificates">
<soap:operation soapAction="SendCertificates"/>
<wsdl:input>
<soap:body parts="SendCertificatesRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="SendCertificatesResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetCACertificates">
<soap:operation soapAction="GetCACertificates"/>
<wsdl:input>
<soap:body parts="GetCACertificatesRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="GetCACertificatesResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GeneralMessage">
<soap:operation soapAction="GeneralMessage"/>
<wsdl:input>
<soap:body parts="GeneralMessageRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="GeneralMessageResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="SPOC">
<wsdl:port name="SPOCPort" binding="SPOC:SPOCSOAPBiInding">
<soap:address location="http://spoc-server/SPOC"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>


http://schemas.xmlsoap.org/soap/http
http://spoc-server/SPOC
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Master Lists are implemented as instances of the ContentInfo Type, as specified in [RFC 5652]. The ContentInfo MUST
contain a single instance of the SignedData Type as profiled below. No other data types are included in the ContentInfo.
All Master Lists MUST be produced in DER format to preserve the integrity of the signatures within them.

9.1 SignedData Type

[RFC 3852] (& 82 lsll dallaall 2e)gd gakas

The specification of Master List structure uses the following terminology for presence requirements of each field.

m  mandatory — the field MUST be present
r  recommended — the field SHOULD be present
x  donot use — the field MUST NOT be present
o  optional — the field MAY be present.
Aol Aadlal — VA Jgaal)
Value Comments
SignedData
Version m Value = v3
digestAlgorithms m
encapContentInfo m
eContentType m id-icao-cscaMasterList
eContent m The encoded contents of an cscaMasterList
Certificates m The Master List Signer certificate MUST be included and the CSCA
certificate, which can be used to verify the signature in the
signerInfos field SHOULD be included.
Crls X
signerInfos m It is RECOMMENDED that States only provide | signerinfo
within this field.
SignerInfo m
Version m The value of this field is dictated by the sid field. See [RFC 5652] for
rules regarding this field
Sid m
subjectKeyIdentifier r It is RECOMMENDED that this field be supported rather than
issuerandSerialNumber.
digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value
over encapsulatedContent and SignedAttrs.
See note below.
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Value Comments

signedAttrs m Additional attributes may be included. However these do not have to be
processed by Receiving States except to verify the signature value.
signedAttrs MUST include signing time (see [PKCS #9]).

signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature
value, and any associated parameters.

See note below.

signature m The result of the signature generation process.

unsignedAttrs o Although this field MAY be included, Receiving States may choose to
ignore it.

Note.— DigestAlgorithmIdentifiers MUST omit “NULL” parameters, while the

SignatureAlgorithmIdentifier (as defined in RFC 3447 ) MUST include NULL as the parameter if no
parameters are present, even when using SHA2 Algorithms in accordance with RFC 5754. Implementations MUST
accept DigestAlgorithmIdentifiers with both conditions, absent parameters or with NULL parameters.

9.2 ASN.1 Master List Specification

CscaMasterList
{ joint-iso-itu-t(2) international-organization(23) icao(136) mrtd(l)
security(l) masterlist(2)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-- Imports from RFC 5280 [PROFILE], Appendix A.l
Certificate
FROM PKIX1Explicit88
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-explicit(18) 1};
-— CSCA Master List

CscaMasterListVersion ::= INTEGER {v0(0)}
CscaMasterList ::= SEQUENCE {
version CscaMasterListVersion,
certList SET OF Certificate }

-- Object Identifiers

id-icao-cscaMasterList OBJECT IDENTIFIER ::=
{id-icao-mrtd-security 2}
id-icao-cscaMasterListSigningKey OBJECT IDENTIFIER ::=
{id-icao-mrtd-security 3}
END
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m mandatory — the field MUST be present
r  recommended — the field SHOULD be present
x  donot use — the field MUST NOT be present
o  optional — the field MAY be present.
Gld)aiy) dafld — 14 Jgaal)
Value Comments
SignedData
version m Value=v3
digestAlgorithms m
encapContentInfo m
eContentType m id-icao-DeviationList
eContent m The encoded contents DeviationList
certificates m States MUST include the Deviation List Signer certificate and
SHOULD include the CSCA certificate, which can be used to verify the
signature in the signerInfos field.
crls X
signerInfos m It is RECOMMENDED that States provide only 1 signerInfo
within this field.
SignerInfo m




63 LT 5eg piall jieall (5305l dalel] msilial] Lucslus) Luiall = i G gjad)

Value Comments

version m The value of this field is dictated by the sid field. See [RFC 3852]
Section 5.3 for rules regarding this field.

sid m

subjectKeyIdentifier r It is RECOMMENDED that States support this field over
issuerandSerialNumber

digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value
over encapsulatedContent and SignedAttrs.

signedAttrs m Producing States may wish to include additional attributes for inclusion
in the signature, however these do not have to be processed by receiving
States except to verify the signature value.
signedAttrs MUST include signing time (ref. PKCS#9).

signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature
value, and any associated parameters.

signature m The result of the signature generation process.

unsignedAttrs X

ASN.1 ddalgall ¥Y-1 o

DeviationList
{ joint-iso-itu-t (2) international-organization(23) icao(136) mrtd(l) security(l)
deviationlist (7)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-- Imports from RFC 3280 [PROFILE], Appendix A.l
AlgorithmIdentifier
FROM PKIX1Explicit88
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-explicit(18) }

-- Imports from RFC 3852
SubjectKeyIdentifier, Digest, IssuerAndSerialNumber
FROM CryptographicMessageSyntax2004
{ iso(l) member-body(2) us(840) rsadsi(113549)
pkcs (1) pkcs-9(9) smime (16) modules (0)
cms-2004 (24) };

DeviationListVersion ::= INTEGER {v0(0)}

DeviationList ::= SEQUENCE {

version DeviationListVersion,
digestAlgorithm AlgorithmIdentifier OPTIONAL,
deviations SET OF Deviation

}

Deviation ::= SEQUENCE/{
documents DeviationDocuments,
descriptions SET OF DeviationDescription

}

DeviationDescription ::= SEQUENCE {
description PrintableString OPTIONAL,
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deviationType OBJECT IDENTIFIER,

parameters [0] ANY DEFINED BY deviationType OPTIONAL,

nationalUse [1] ANY OPTIONAL

-- The nationalUse field is for internal State use, and is not governed
-- by an ICAO specification.
}
DeviationDocuments ::= SEQUENCE {

documentType [0] PrintableString (SIZE(2)) OPTIONAL,

-- per MRZ, e.g. ‘P’

dscIdentifier DocumentSignerIdentifier OPTIONAL,

issuingDate [4] IssuancePeriod OPTIONAL,

documentNumbers [5] SET OF PrintableString OPTIONAL
}
DocumentSignerIdentifier ::= CHOICE({

issuerAndSerialNumber [1] IssuerAndSerialNumber,

subjectKeyIdentifier [2] SubjectKeyIdentifier,

certificateDigest [3] Digest -- 1f used, digestAlgorithm must be present in
DeviationList
}
IssuancePeriod ::= SEQUENCE {

firstIssued GeneralizedTime,
lastIssued GeneralizedTime

}

-—- CertField is used to define which part of a certificate is
affected by a coding error. Parts of the Body are identified by
the corresponding value of CertificateBodyField, extensions
by the corresponding OID identifying the extension.

CertField ::= CHOICE {

body CertificateBodyField,
extension OBJECT IDENTIFIER
}

CertificateBodyField ::= INTEGER {
generic(0), version(l), serialNumber (2), signature(3), issuer (4),
validity(5), subject(6), subjectPublicKeyInfo(7),
issuerUniqueID(8), subjectUniquelID(9)
}
Datagroup ::= INTEGER
{dgl (1), dg2(2), dg3(3), dgd(4), dg5(5), dgb6(6),
dg7(7), dg8(8), dg9(9), dglO(IO) dgll(11),
dgl2(12), dgl3(13), dgld(14), dgl5(1l5), dgl6(l6)
sod (20), com(21)}
MRZField ::= INTEGER
{generic(0), documentCode(l), issuingState(2), personName (3),

documentNumber (4), nationality(5), dateOfBirth(6),
sex(7), dateOfExpiry(8), optionalData(9)}

-- Base Object Identifiers

id-icao OBJECT IDENTIFIER ::= {2 23 136 }

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 7}
id-icao-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-security 8}

-- Deviation Object Identifiers and Parameter Definitions

id-Deviation-CertOrKey OBJECT IDENTIFIER ::= {id-icao-DeviationList 1}
id-Deviation-CertOrKey-DSSignature OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 1}
id-Deviation-CertOrKey-DSEncoding OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 2}
id-Deviation-CertOrKey-CSCAEncoding OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 3}

id-Deviation-CertOrKey-AAKeyCompromised OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 4}
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id-Deviation-LDS OBJECT IDENTIFIER ::= {id-icao-DeviationList 2}
id-Deviation-LDS-DGMalformed OBJECT IDENTIFIER ::= {id-Deviation-LDS 1}
id-Deviation-LDS-DGHashWrong OBJECT IDENTIFIER ::= {id-Deviation-LDS 2}
id-Deviation-LDS-SODSignatureWrong OBJECT IDENTIFIER ::= {id-Deviation-LDS 3}
id-Deviation-LDS-COMInconsistent OBJECT IDENTIFIER ::= {id-Deviation-LDS 4}

id-Deviation-MRZ OBJECT IDENTIFIER ::= {id-icao-DeviationList 3}
id-Deviation-MRZ-WrongData OBJECT IDENTIFIER ::= {id-Deviation-MRZ 1}
id-Deviation-MRZ-WrongCheckDigit OBJECT IDENTIFIER ::= {id-Deviation-MRZ 2}

id-Deviation-Chip OBJECT IDENTIFIER ::= {id-icao-DeviationList 4}

id-Deviation-NationalUse OBJECT IDENTIFIER ::= {id-icao-DeviationList 5}

END

(dukns) gaball -1
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Component / Extension Reference Relevant Excerpts

Certificate RFC 5280 —-4.1.1

TBSCertificate RFC 5280 -4.1.1.1

signatureAlgorithm RFC 5280-4.1.1.2

signatureValue RFC 5280-4.1.1.3
TBSCertificate RFC 5280 -4.1.2

version RFC 5280 —4.1.2.1 | When extensions are used, as expected in this profile, version

MUST be 3 (value is 2).
serialNumber RFC 5280 —4.1.2.2 | The serial number MUST be a positive integer assigned by

the CA to each certificate. [t MUST be unique for each
certificate issued by a given CA (i.e., the issuer name and
serial number identify a unique certificate). CAs MUST force
the serialNumber to be a non-negative integer.

Given the uniqueness requirements above, serial numbers can
be expected to contain long integers. Certificate users MUST
be able to handle serialNumber values up to 20 octets.
Conformant CAs MUST NOT use serialNumber
values longer than 20 octets.

X.690 - 8.3.2 If the contents octets of an integer value encoding consist of
more than one octet, then the bits of the first octet and bit 8 of
the second octet:
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Component / Extension

Reference

Relevant Excerpts

a) shall not all be ones; and

b) shall not all be zero.

Note. — These rules ensure that an integer value is always
encoded in the smallest possible number of octets.

X.690-8.3.3

The contents octets shall be a two’s complement binary
number equal to the integer value, and consisting of bits § to
1 of the first octet, followed by bits 8 to 1 of the second octet,
followed by bits 8 to 1 of each octet in turn up to and
including the last octet of the contents octets.

signature

RFC 5280-4.1.1.2

This field MUST contain the same algorithm identifier as the
signatureAlgorithm field in the sequence
Certificate.

issuer

RFC 5280 —
Appendix A.1

X520countryName ::=
PrintableString (SIZE (2))
X5208erialNumber ::=
PrintableString (SIZE (1..ub-
serial-number))

RFC 5280-4.1.2.4

CAs conforming to this profile MUST use either the
PrintableStringor UTF8String encoding of
DirectoryString.

ISO 3166-1

validity

RFC 5280-4.1.2.5

Both notBefore and notAfter may be encoded as
UTCTime or GeneralizedTime.

CAs conforming to this profile MUST always encode
certificate validity dates through the year 2049 as
UTCTime. Certificate validity dates in 2050 or later MUST
be encoded as GeneralizedTime.

(if encoded as X.690 — 11.8.1 The encoding shall terminate with “Z”, as described in the
UTCTime) ITU-T X.680 | ISO/IEC 8824-1 clause on UTCTime.
X.690-11.8.2 The seconds element shall always be present.
(if encoded as X.690 —11.7.1 The encoding shall terminate with a “Z”, as described in the
GeneralizedTime) ITU-T Rec. X.680 | ISO/IEC 8824-1 clause on
GeneralizedTime.
X.690 - 11.7.2 The seconds element shall always be present.
RFC 5280 — GeneralizedTime values MUST NOT include
41252 fractional seconds.

For the purposes of this profile, GeneralizedTime
values MUST be expressed Greenwich Mean Time (Zulu)
and MUST include seconds (i.c., times are
YYYYMMDDHHMMSSZ), even where the number of
seconds is zero.
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subject RFC 5280 — X520countryName ::=
Appendix A.1 PrintableString (SIZE (2))
X520SerialNumber ::=
PrintableString (SIZE (1..ub-

serial-number))

RFC 5280-4.1.2.6

CAs conforming to this profile MUST use either the
PrintableStringor UTF8String encoding of
DirectoryString.

subjectPublicKeyInfo

RFC 5280-4.1.2.7

issuerUniquelD RFC 5280 —4.1.2.8 | CAs conforming to this profile MUST NOT generate
certificates with unique identifiers.

subjectUniquelD RFC 5280 —4.1.2.8 | CAs conforming to this profile MUST NOT generate
certificates with unique identifiers.

extensions X.690-11.5 The encoding of a set value or sequence value shall not

include an encoding for any component value which is equal
to its default value.

AuthorityKeyIdentifier

RFC 5280 -4.2.1.1

The keyIdentifier field of the
authorityKeyIdentifier extension MUST be
included in all certificates generated by conforming CAs to
facilitate certification path construction. There is one
exception. Where a CA distributes its public key in the form
of a “self-signed” certificate, the authority key identifier
MAY be omitted.

keyIdentifier

authorityCertIssuer

authorityCertSerialNumber

SubjectKeyIdentifier

RFC 5280-4.2.1.2

To facilitate certification path construction, this extension
MUST appear in all conforming CA certificates, that is, all
certificates including the basic constraints extension (section
4.2.1.9) where the value of cA is TRUE.

subjectKeyIdentifier

KeyUsage RFC 5280 —4.2.1.3 | The usage restriction might be employed when a key that
could be used for more than one operation is to be restricted.
digitalSignature The digitalSignature bitis asserted when the

subject public key is used with a digital signature mechanism
to support security services other than certificate signing (bit
5), or CRL signing (bit 6).

nonRepudiation
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Component / Extension Reference Relevant Excerpts

keyEncipherment

dataEncipherment

keyAgreement

keyCertSign The keyCertSign bit is asserted when the subject public
key is used for verifying a signature on public key
certificates.

cRLSign The cRLSign bit is asserted when the subject public key is
used for verifying a signature on certificate revocation list
(e.g., a CRL, delta CRL, or an ARL). This bit MUST be
asserted in certificates that are used to verify signatures on
CRLs.

encipherOnly

decipherOnly

PrivateKeyUsagePeriod

RFC 3280-4.2.1.4

CAs conforming to this profile MUST NOT generate
certificates with private key usage period extensions unless at
least one of the two components is present and the extension
is non-critical.

notBefore

notAfter

Where used, notBefore and notAfter are
represented as GeneralizedTime and MUST be
specified and interpreted as defined in section 4.1.2.5.2.

CertificatePolicies

RFC 5280-4.2.1.4

If this extension is critical, the path validation software
MUST be able to interpret this extension (including the
optional qualifier), or MUST reject the certificate.

PolicyInformation

policyIdentifier

policyQualifiers
PolicyMappings RFC 5280-4.2.1.5
SubjectAltName RFC 5280 -4.2.1.6
IssuerAltName RFC 5280 -4.2.1.7

SubjectDirectoryAttributes

RFC 5280-4.2.1.8

Basic Constraints

RFC 5280-4.2.1.9

The basic constraints extension identifies whether the subject
of the certificate is a CA and the maximum depth of valid
certification paths that include this certificate. Conforming
CAs MUST include this extension in all CA certificates that
contain public keys used to validate digital signatures on
certificates and MUST mark the extension as critical in such
certificates.




App B-5 LT segpaall yicall 3ilis] Lolel) mestlial] duales) duidll — de S iadl

Component / Extension Reference Relevant Excerpts

cA The cA boolean indicates whether the certified public key
belongs to a CA. If the cA boolean is not asserted, then the
keyCertSign bit in the key usage extension MUST

NOT be asserted.
PathLenConstraint
NameConstraints RFC 5280 —
4.2.1.10
PolicyConstraints RFC 5280 —
4.2.1.11
ExtKeyUsage RFC 5280 — This extension indicates one or more purposes for which the
4.2.1.12 certified public key may be used, in addition to or in place of
the basic purposes indicated in the key usage extension.
CRLDistributionPoints RFC 5280 —
42.1.13

distributionPoint

reasons
cRLIssuer
InhibitAnyPolicy RFC 5280 —
42.1.14
FreshestCRL RFC 5280 —
42.1.15

privatelInternetExtensions RFC 5280-4.2.2

NameChange

DocumentType

Netscape Certificate Type

other private extensions

clalgdd) elad) ?';"33 Clalaialy @llA — Y- Jgaad)

Component / Extension Reference Relevant Excerpts
Certificatelist RFC 5280 -5.1.1
tBSCertlist RFC 5280 -5.1.1.1
signatureAlgorithm RFC 5280 -5.1.1.2
signatureValue RFC 5280 -5.1.1.3
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Component / Extension Reference Relevant Excerpts
RFC 5280 —5.1.2
version RFC 5280 -5.1.2.1 This optional field describes the version of the encoded CRL. When
extensions are used, as required by this profile, this field MUST be
present and MUST specify version 2 (the integer value is 1).
signature RFC 5280 -5.1.2.2 This field MUST contain the same algorithm identifier as the
signature field in the sequence Certificatelist.
issuer RFC 5280 — X520countryName ::= PrintableString
Appendix A.1 (SIZE (2))
X520SerialNumber ::= PrintableString
(SIZE 1..ub-serial-number))
RFC 5280-5.1.2.3 CAs conforming to this profile MUST use either the
and 4.1.2.4 PrintableStringor UTF8String encoding of
DirectoryString.
thisUpdate RFC 5280-5.1.2.4 CRL issuers conforming to this profile MUST encode

thisUpdate as UTCTime for dates through the year 2049.
CRL issuers conforming to this profile MUST encode
thisUpdate as GeneralizedTime for dates in the year
2050 or later.

(1f encoded as
UTCTime)

X.690-11.8.1

The encoding shall terminate with “Z”, as described in the ITU-T
X.680 | ISO/IEC 8824-1 clause on UTCT ime.

X.690-11.8.2

The seconds element shall always be present.

(1f encoded as
GeneralizedTime)

X.690-11.7.1

The encoding shall terminate with a “Z”, as described in the ITU-T
Rec. X.680 | ISO/IEC 8824-1 clause on GeneralizedTime.

X.690-11.7.2

The seconds element shall always be present.

RFC 5280-4.1.2.5.2

GeneralizedTime values MUST NOT include fractional
seconds.

For the purposes of this profile, GeneralizedTime values
MUST be expressed Greenwich Mean Time (Zulu) and MUST
include seconds (i.e., times are YYYYMMDDHHMMSSZ), even
where the number of seconds is zero.

nextUpdate

5.1.25

CRL issuers conforming to this profile MUST encode
nextUpdate as UTCTime for dates through the year 2049.
CRL issuers conforming to this profile MUST encode
nextUpdate as GeneralizedTime for dates in the year
2050 or later.

(1f encoded at
UTCTime)

X.690 -11.8.1

The encoding shall terminate with “Z”, as described in the ITU-T
X.680 | ISO/IEC 8824-1 clause on UTCTime.

X.690-11.8.2

The seconds element shall always be present.

(1f encoded at

X.690-11.7.1

The encoding shall terminate with a “Z”, as described in the ITU-T
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GeneralizedTime) Rec. X.680 | ISO/IEC 8824-1 clause on GeneralizedTime.
X.690-11.7.2 The seconds element shall always be present.

RFC 5280-4.1.2.5.2

GeneralizedTime values MUST NOT include fractional
seconds.

For the purposes of this profile, GeneralizedTime values
MUST be expressed Greenwich Mean Time (Zulu) and MUST
include seconds (i.e., times are YYYYMMDDHHMMSSZ), even
where the number of seconds is zero.

revokedCertificates

RFC 5280 -5.1.2.6

When there are no revoked certificates, the revoked certificates list
MUST be absent. Otherwise, revoked certificates are listed by their
serial numbers.

crlExtensions RFC 5280 -5.2 Conforming CRL issuers are REQUIRED to include the authority
key identifier (Section 5.2.1) and the CRL number (Section 5.2.3)
extensions in all CRLs issued.
X.690-11.5 The encoding of a set value or sequence value shall not

include an encoding for any component value which is equal to its
default value.

authorityKeyIdentifi
er

RFC 5280 -5.2.1

Conforming CRL issuers MUST use the key identifier method, and
MUST include this extension in all CRLs issued.

issuerAlternativeNam
e

RFC 5280-5.2.2

cRLNumber

RFC 5280-5.2.3

CRL issuers conforming to this profile MUST include this
extension in all CRLs and MUST mark this extension as non-
critical.
CRLNumber ::= INTEGER (0..MAX)

Given the requirements above, CRL numbers can be expected to
contain long integers. CRL verifiers MUST be able to handle
CRLNumber values up to 20 octets. Conforming CRL issuers
MUST NOT use CRLNumber values longer than 20 octets.

X.690-8.3.2

If the contents octets of an integer value encoding consist of more
than one octet, then the bits of the first octet

and bit 8 of the second octet:

a) shall not all be ones; and

b) shall not all be zero.

Note.— These rules ensure that an integer value is always encoded
in the smallest possible number of octets.

X.690 -8.3.3

The contents octets shall be a two’s complement binary number
equal to the integer value, and consisting of

bits 8 to 1 of the first octet, followed by bits 8§ to 1 of the second
octet, followed by bits 8 to 1 of each octet in turn up to and
including the last octet of the contents octets.
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deltaCRLIndicator

RFC 5280-5.2.4

issuingDistribution
Point

RFC 5280-5.2.5

freshestCRL

RFC 5280 -5.2.6

reasonCode

RFC 5280 -5.3.1

holdInstructionCode

RFC 5280-5.3.2

invalidityDate

RFC 5280 -5.3.3

certificatelssuer

RFC 5280-5.3.4
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Country Document
Section in Signing CA Signer
Certificate Component RFC 3280 Certificate Certificate Comments
Certificate 4.1.1 m m
TBSCertificate 4.1.1.1 m m See Table C-2
4.1.12 m m Value inserted here dependent on algorithm
SignatureAlgorit selected
hm
SignatureValue 4.1.1.3 m m Value inserted here dependent on algorithm
selected
TBSCertificate 4.12
version 4121 m m SHALL be v3
serialNumber 4122 m m
signature 4123 m m Value inserted here SHALL match the OID in
signatureAlgorithm
issuer 4124 m m
validity 4.1.25 m m Implementations SHALL specify using UTC time
until 2049 from then on using
GeneralizedTime
subject 4.1.2.6 m m

App C-1
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Country Document
Section in Signing CA Signer
Certificate Component RFC 3280 Certificate Certificate Comments
subjectPublicKey 4.12.7 m m
Info
issuerUniquelD 4128 X
subjectUniquelD 4128 X
extensions 4129 m See Table C-2 on which extensions SHOULD be
present
i) — Y-z Jeaadl
Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments
AuthorityKeyIdentifier 4.2.1.1 0 m Mandatory in all certificates except for
self-signed CSCA certificates
SubjectKeyIdentifier 4212 m o
KeyUsage 4.2.13 mc mc This extension SHALL be marked
CRITICAL
PrivateKeyUsagePeriod 42.14 o o This would be the issuing period of the
private key
CertificatePolicies 42.15 0 o
PolicyMappings 4.2.1.6 X X
SubjectAltName 42.1.7 X X
IssuerAltName 42.1.8 X X
SubjectDirectoryAttrib 4219 X X
utes
BasicConstraints 4.2.1.10 mc X This extension SHALL be marked
CRITICAL
NameConstraints 4.2.1.11 X X
PolicyConstraints 4.2.1.12 X X
ExtKeyUsage 42.1.13 X X
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Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments
CRLDistributionPoints 4.2.1.14 0 o If issuing States or organizations choose to
use this extension they SHALL include the
ICAO PKD as a distribution point.
Implementations may also include relative
CRL DPs for local purposes; these may be
ignored by other receiving States.
InhibitAnyPolicy 4.2.1.15 X X
FreshestCRL 4.2.1.16 X X
privateInternetExtensi 422 X X
ons
other private N/A o 0 If any private extension is included for
extensions national purposes then it SHALL NOT be
marked. Issuing States or organizations are
discouraged from including any private
extensions.
AuthorityKeyIdentifier 4.2.1.1
keyIdentifier m m If this extension is used this field SHALL
be supported as a minimum
authorityCertIssuer o o
0 0
authorityCertSerialNum
ber
SubjectKeylIdentifier 4212
subjectKeyIdentifier m m
KeyUsage 4213
digitalSignature X m
nonRepudiation X X
keyEncipherment X X
dataEncipherment X X
keyAgreement X X
keyCertSign m X
cRLSign m X

encipherOnly
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Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments

decipherOnly X X
BasicConstraints 4.2.1.10

cA m X TRUE for CA certificates

PathlLenConstraint m X 0 for New CSCA certificate, 1 for Linked

CSCA certificate

CRLDistributionPoints 4.2.1.14

distributionPoint m X

reasons m X

cRLIssuer m X
CertificatePolicies 42.15

PolicyInformation

policyIdentifier m m

policyQualifiers 0 o
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This appendix provides guidance to receiving States wishing to use systems that implement the [RFC 5280] certification path and
CRL validation algorithms.

The eMRTD PKI trust model is a subset of that covered by the validation procedures defined in [RFC 5280]. Section D.1 identifies
the subset of steps from the [RFC 5280] definition that are required for the eMRTD application and provides the necessary inputs
and initialization values and processes for certification path validation, CRL validation and revocation checking.
Section D.2 covers the remaining steps from the [RFC 5280] definition that are not relevant to the eMRTD application. The inputs
and initialization values for certification path validation and CRL validation are provided. The guidance in this section is for use in
situations where the tools implement the full [RFC 5280] algorithms, rather than just the subset described in D.1.

Section D.3 provides guidance to support the extension of [RFC 5280] based CRL processing to cover revocation checking after a
CSCA has undergone a name change.

D.1 STEPS RELEVANT TO eMRTD

The eMRTD certification path validation procedure defined here is based on the procedure described in [RFC 5280].The same
terminology and process descriptions are used. The eMRTD certificate profiles restrict certification paths to a single certificate and
prohibit use of many optional features that are used in other applications, such as the Internet PKI defined in [RFC 5280]. Path
validation steps associated with these features are omitted from the eMRTD certification path validation procedure.

D.1.1 Certification Path Validation Procedure

D.1.1.1 Inputs

[RFC 5280] defines a set of nine inputs to the path validation algorithm. Only the following three are relevant to the eMRTD
application:

»  certification path: A single certificate (e.g. the Document Signer certificate);
e current date/time; and
*  Trust Anchor information, including:

[ trusted issuer name: If the Trust Anchor is in the form of a CSCA certificate, the trusted
issuer name is the value of the subject field of that certificate;

o trusted public key algorithm: If the Trust Anchor is in the form of a CSCA certificate, the
trusted public key algorithm is taken from the SubjectPublicKeyInfo field of that certificate;
0 trusted public key: If the Trust Anchor is in the form of a CSCA certificate, the trusted

public key is taken from the SubjectPublicKeyInfo field of that certificate; and

App D-1
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o trusted public key parameters: This is an optional input that is included only if the trusted
public key algorithm requires parameters. If the Trust Anchor is in the form of a CSCA certificate, these
parameters are taken from the SubjectPublicKeyInfo field of that certificate.

If an implementation requires that the additional six inputs be supplied, recommendations for these are provided in D.2.
There could be several Trust Anchors for the CSCA that issued the certificate being validated. Of these Trust Anchors, the one that
MUST be used is the one that contains the public key that matches the value of the Authority Key Identifier extension in the
certificate being validated.
D.1.1.2  Initialization
There are eleven State variables defined in [RFC 5280]. Only the following five are relevant to the eMRTD application:

+  application: max_path_length: Initialize to “0”;

*  working_issuer_name: Initialize to the value of the trusted issuer name;

*  working public_key algorithm: Initialize to the value of the trusted public key algorithm;

*  working public_key: Initialize to the value of the trusted public key; and

*  working public key parameters: Initialize to the value of the trusted public key parameters.

If an implementation requires that the additional six variables be initialized, recommendations for these are provided in D.2.

D.1.1.3  Certificate processing

eMRTD certificate processing steps are a subset of those defined in [RFC 5280]. The result of processing an eMRTD certificate
using this simplified process will be consistent with the result using the full RFC 5280 algorithm. If the additional inputs and State
variables are configured as described in D.2:

a) Verify the basic certificate information. The certificate MUST satisfy each of the following:

the signature on the certificate can be verified using working public_key algorithm, the
orkmg _public_key, and the working_public_key parameters;

» the certificate validity period includes the current time;

. at the current time, the certificate is not revoked (see 6.3 for details); and
. the certificate issuer name is the working_issuer name.
b) Assign the certificate subjectPublicKey to working public_key.

¢) Ifthe subjectPublicKeyInfo field of the certificate contains an algorithm field with non-null
parameters, assign the parameters to the working public_key parameters variable. If the
subjectPublicKeyInfo field of the certificate contains an algorithm field with null parameters or
parameters are omitted, compare the certificate subjectPublicKey algorithm to the
working_public_key algorithm. If the certificate subjectPublicKey algorithm and the
working_public_key_algorithm are different, set the working_public_key parameters to null.

d) Assign the certificate subjectPublicKey algorithm to the working public_key_algorithm variable.

e) Recognize and process any other critical extensions present in the certificate.

f)  Process any other recognized non-critical extensions present in the certificate.
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If any of the checks in step a) fail or if there are any unrecognized critical extensions in the certificate that cannot be processed, the
path validation procedure fails. Otherwise the procedure succeeds.

D.1.1.4 Outputs

If path validation succeeds, the procedure terminates, returning a success indication together with the working_public_key, the
working_public_key algorithm, and the working_public_key parameters.

If path validation fails, the procedure terminates, returning a failure indication and an appropriate reason.

D.1.2 CRL Validation and Revocation Checking

The CRL validation algorithm in [REC 5280] covers various types of CRLs including delta CRLs, partitioned CRLs, indirect CRLs,
etc. The CRL profile for the eMRTD application is very restrictive and prohibits use of any of these features. Use of the
issuingDistributionPoint extension as well as all of the standardized CRL-entry extensions is also prohibited. As a
result, CRL validation and revocation checking for the eMRTD application is relatively simple.

D.1.2.1 Inputs

[RFC 5280] defines two inputs to the CRL validation algorithm. Only the following one of these is relevant to the eMRTD
application. If an implementation requires that the additional input be supplied, a recommendation for this is provided in D.2.

. certificate: certificate serial number and issuer name

D.1.2.2 Initialization

There are three State variables defined in [RFC 5280]. Only the following one of these is relevant to the eMRTD application. If an
implementation requires that the additional two variables be initialized, recommendations for these are provided in D.2.

e cert_status : initialize to the value UNREVOKED.
D.1.2.3 CRL Processing

All CRLs in the eMRTD application are complete CRLs that cover all current certificates issued by the CSCA that issued the CRL.
There are no partitioned, delta or indirect CRLs. The steps in the CRL processing algorithm for the eMRTD application are:

a) Obtain the current CRL for the CSCA that issued the certificate. If the CRL cannot be obtained, the
cert_status variable is set to UNDETERMINED, and processing is stopped.

b) Verify that the CRL issuer is the same CSCA that issued the certificate in question. Because there is a
single CSCA in each country, and the eMRTD application is a closed application with Inspection Systems
retaining a cache of CRLs that is unique to this application, verifying that the country name is the same in the
issuer field of the CRL and the issuer field of the certificate is sufficient.

. If the CSCA has not undergone a name change since the certificate was issued, the issuer
field in the CRL and the issuer field in the certificate will be identical.

. If the CSCA has undergone a name change since the certificate was issued, the country
attribute of the name in the issuer field of the certificate and in the issuer field of the CRL will be the
same, but some other attributes may be different.

. If the relying party wishes to verify that substitution of some non eMRTD CRL has not
happened, it may optionally verify that it has Trust Anchors for both CSCA names and that those Trust
Anchors are for the same CSCA. If the CSCA has undergone a name change and has included the optional
issuerAltName extension in the CRL, the relying party MAY optionally verify that the issuer field
in the certificate is identical to one of the values in this extension.

If the CRL issuer is not the CSCA that issued the certificate, the cert_status variable is set to UNDETERMINED, and processing is
stopped.
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¢) Validate the certification path for the issuer of the CRL. Note that in the eMRTD application all CRLs are
issued by CSCAs that are the Trust Anchors for the respective paths. Unlike the algorithm in [RFC 5280], the
eMRTD application does NOT require that the Trust Anchor used to validate the CRL certification path be the
same Trust Anchor that was used to validate the target certificate. However, if the Trust Anchors are different,
they MUST both be Trust Anchors for the same CSCA. Unlike [RFC 5280], the eMRTD application has
multiple Trust Anchors for a given CSCA that are valid at the same time. If the certification path cannot be
successfully validated, the cert_status variable is set to UNDETERMINED, and processing is stopped.

d) Verify the signature on the CRL. If the signature cannot be successfully verified, the cert_status variable is
set to UNDETERMINED, and processing is stopped.

e) Search for the certificate on the CRL. If an entry is found that matches the certificate issuer and serial
number, then the cert_status variable is set to UNSPECIFIED.

D.1.2.4  Output

Return the cert_status. If steps a), b), ¢) or d) failed, the status will be UNDETERMINED. If the certificate was listed as revoked on
the CRL, the status will be UNSPECIFIED. If CRL validation succeeded, but the certificate was not listed on the CRL, the status
will be UNREVOKED.

D.2 STEPS NOT REQUIRED BY eMRTD

D.2.1 Certification Path Validation

Settings for additional inputs that are not relevant to eMRTD validation include:

*  initial-policy-mapping-inhibit: Set to inhibit policy mapping;

* initial-any-policy-inhibit: Set to inhibit processing of the any-policy value;
* initial-permitted-subtrees: Set to permit all subtrees;

. initial-excluded-subtrees: Set to exclude no subtrees;

* initial-explicit-policy: This should NOT be set; and

*  user-initial-policy-set: Set to the special value “any-policy”.

Initialization of State variables that are not relevant to the eMRTD application include:
»  permitted_subtrees: Initialize to permit all subtrees;
*  excluded subtrees: Initialize to exclude no subtrees;

« inhibit_any policy: If initial-any-policy-inhibit is set, initialize to “0”. Otherwise, set to the value 1 or any
value greater than that;

*  policy mapping: Initialize to “0”;
*  explicit_policy: Initialize to “2”; and

« valid policy tree: Initialize the valid policy element to “anyPolicy”, the qualifier set element to empty and
the expected policy set to “anyPolicy”.
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D.2.2 CRL Validation

Settings for additional inputs that are not relevant to eMRTD validation include:

*  use-deltas: Set to prohibit use of deltas.

Initialization of State variables that are not relevant to the eMRTD application include:

*  reasons_mask: Initialize to an empty set; and

* Interim reasons mask: Initialize to the special value “all-reasons”.

D.3 MODIFICATIONS REQUIRED TO PROCESS CRLS

CRL validation systems that comply with the CRL validation procedure in [RFC 5280] are not intended to support environments
where a CA has undergone a name change, such as the eMRTD application environment. Therefore these systems require some
modification to handle this special case, as described below:

a) In clause 6.3.3, step a) of the [RFC 5280] CRL validation procedure, the name in the distribution point field
of the CRL Distribution Points extension of the certificate in question is used to update the local cache with the
relevant CRL(s). For the eMRTD application, this step would need to be modified and only the
countryName attribute of the distribution point field should be used to identify and obtain the appropriate
CRL.

b) In clause 6.3.3, step f) of the [RFC 5280] CRL validation procedure, there is a requirement that the same
Trust Anchor be used to validate the certification path for the CRL issuer that was used to validate the target
certificate. This is NOT a requirement for the eMRTD application because independent Trust Anchors are
established for each public key of the CSCA.

The Trust Anchor used for validation of the CRL issuer will be the one for the CSCA’s public key that corresponds to the private
key used to sign the CRL. The Trust Anchor used to validate the certification path for the target certificate may be for an earlier

CSCA key pair.
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