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VIR IF

[ISO/IEC 10373-6] 1A ML TG, A4 BTG AH RS ST FIE I

ARIE B BUE S0

SCHF[ISONEC 7816-41 9 AR K g W ST 5 SIS FG64 5

SCHF Doc 9303 5 SR HLE Y — 4> B AN B HTRTIE 24 ) [ISO/IEC 7816-4] i % ;

3.2 HBESHM
AR I R FNAE 5 DN FF 4 [ISO/IEC14443-2] Fh 1) 7 52« 52 AR PO AL B i I B /b oy 424 T L kR
[1SO/IEC14443-2]H #i i B HL I T HRE AR 12k A R FH 2 IR 36 12 1T
3.3 YEiEt

EPGEA R AN A S IE[ISONIEC14443-1]1 2% (1D-1 RE KN Axdk.

3.4 fEHYL

HL WL R AT UE AR B S FE[ISONNEC14443-41H 58 SRR AR bl o FLFHLEEIRATUE AR R SCHE A BB B
RUALEMNL, LU ARYE ISO/EC 14443 HEAT WA B AU ML .

3.4.1 EKRSHIHERBW N

e IC NEIES DL “ & ATESR” (ATQA) B “RZ BHER” (ATQB) kXt “ARiERa4”
(REQA) 5% “B iRy 4” (REQB) fEH [N,

3.4.2 dE$EMC 1IC MIBENL S B EFRIRFF

HLF LB ARAT UEAF o ME R —A “AEhs” , Hh el 1IC ERVIE N K H—4 A BRME—FR iR
(UID) A1 B AU Dy — e b A8 A L B8 R ARIRSF (PUPD o X ] 28 RALKIIAR 5. [ISO/NIEC14443] fti4
X LU NG AT e, B A F AL RAT IR A 2 3Rt — MO Z e M — 48 58 1 [ € bR IR AF, B2 —MERIK)E
BIEAEREI #AAH F BN E . A L8R8 [ T2 R % R Bl H At Ji7 8] B8 A BB S — AP — [ 508 . i 4h—2t
2R NJUBE 22 0GR F I 78 1C AR IR AR 51 BRSO BEORL R R R R IE N 7328 P R 14 ]
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AN R PR — AN THE AL MR HAERVETE, UM S ISO/NIEC 14443 I, [l 28 281 2 FE AR 9 Fih 5
e EWUEFHBENL 1IC RIS, (A& EW AT DLk A B —FRiR & EE B 28U 1k — 3 ik =04 i L iR R A
PHEF (PUPD) &

k& FILE AND MEMORY MANAGEMENT (XXHFMAEEE) mdsh, Iramlas . U REFE
[1SO/ IEC78164]F[ISO/IEC 7816-8] 1 #li2EAT 1 i€ Mo HHIZHREIE M 1 T WL ARAT IR SCRFI /i 2 S
R

SELECT G&#%)
READ BINARY (i — i)

l

WIRBI S, A IEMZ R IIPAEE RIS Doc9303 5 3028 11 4y Firik e 1tk 22 R e, 16 7R 2L
SE A ) 2. STt Doc9303 5 AT HS 11 3 FLE HIMLAI 75 S RE LU i 4 -

GET CHALLENGE (F5#ki%)

EXTERNAL AUTHENTICATE/ MUTUAL AUTHENTICATE (AMEIAFABERIAIE)
INTERNAL AUTHENTICATE (N#BINIE)

MANAGE SECURITY ENVIRONMENT (&M {33

GENERAL AUTHENTICATE GEHIAIE)

U AR DL B RE R BOR A5 2 AT, U AT ML AR AT TEAF e AUBA N SCRF LT i 2

X FIRAT LR «

READ RECORD (iZids%) ;

APPEND RECORD (i) ;

SEARCH RECORD (#id3%)

FILE AND MEMORY MANAGEMENT (SCAFINFEE T
PERFORM SECURITY OPERATION (PSO) (4T % R181T)

X FARUE T RN -

READ RECORD (ifids%) ;

APPEND RECORD (i) ;

SEARCH RECORD (#id3%) ;

FILE AND MEMORY MANAGEMENT (CfFINFEE T
PERFORM SECURITY OPERATION (PSO) (#4T % R#1817)

Xof - RN A A AR AL N P =

UPDATE BINARY (3 — k]

READ RECORD (Zic#%)

APPEND RECORD (i)

SEARCH RECORD (#it#) ;

ACTIVATE (&)

FILE AND MEMORY MANAGEMENT (CCHEMINAEETE)
PERFORM SECURITY OPERATION (PSO) (#4T%fRiz17) *
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KT A W E— 224075 W, Doc9303 5 U AFE 11 #1453«

351 ik
WHEBHESER 1 B PRI I SR PR S ik B 518, RISCAERRIRFFRISE EF (GBEASCHE) FRiRTT.

e 52 8 22 /D SCRFER AN 7 3 B —Filr e SCARRR IR AT IR A SCAF PR IR R0 T AR A s 1C #R A R SR Ui 2 sl
PEERT, AEDGS T B 3 R Ul I A

3.5.2 JEZ i
T HLSE R AT IR S s — AN 8 2 717 READ BINARY 742 &1 0. T W AT IEAF N 52
Bz S48k, e A 32 768 7T ek LA BB 4L
3.6 WERXMBSEET (ZHBBURSEHM 1 FIZIEHIELEM 2)
3.6.1 fF SELECT v S MR ¥ AXXHIERE

BT N A6 008 1L AT 13RS B AR IRFT (AID) & SO AR AT I . 13— DM )5, ZM W
A SO AT BARE T 10 o

E: FRAIH LSRR BT AMAEAT F R0y 27y 2 542 R iz & A AL — AN Ao
36.1.1 EXAayitdF

F= 1. BFECHIERER SELECT %4

CLA 00’
INS ‘A4
P1 00’
P2 ‘0C’
RIEHFEELCE | =
AEITEE sl
W R et | &
SELECT #p4 Hula Rz
EAC/TEE 7
SW1-SW2 9000’ IF 5 Ab 3
RS A BB AT R DR ) HARAE

i EBURNME R SELECT MF (i3 £ L #4) 44,
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36.1.2 #®#FRAEF R

B2 I SCAF L AU ] SELECT fin &b AT i,  Horh & FISCIF A Ros BIAIARIRAT (AID) o 2 30K
FLIT (APDU) fir 2 HIZ KN T s -

*2. BATRRERAXHEZFNEAGNAFATE SELECT &<

CLA ‘00’
INS ‘A4
P1 04’
P2 0C’
FOEHAR KL | A& Hm ki K 1
Hidia ok B4 (AID)
W A Ledk | A

SELECT 4 B 2

Hdm ik 75
SW1-SW2 9000’ 1F & Ab ¥

AR A BT R ) HAE

3.6.2 {FRSELECT#HSHIERHixEE

FEASCAT B A FEASCIARIRRT ) SELECT fin 2 REAT I #6. FEREFEIEACCARIN, WA JIRA (R 2 1 D2 #E T
PR FEA SO A B & FH SO

*®3. ATEAXHEZFNEAXHRFATE SELECT &<

CLA “00° / *0C”
INS ‘A4’
P1 ‘02’
P2 ‘0C’
RIEHIE ALK | (02’
b 5k SCAFRRIRFE
W RSEE A Le | &

SELECT #p<> AN

Bz 1k 75
SW1-SW?2 9000’ 1E % A7
SN AS BT B AT R 1R 1 H A AE
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B ML IRATUE AR R SR 2R 3 4R ISCIFARIRAT Y SELECT (E$F) e, I RGN B SHFF T
THEF R —

R 3 IR E I SRR R SELECT s
M 3% 5 PR R EEE Y AN f A R X ARIR A 1 READ BINARY 44,
3.6.3 EECRBEANHHHEE GEZi#E)
BRI Ok B LR IE A R B IR BZ I A SR, SRS T R A FE A S O B
B I R B A SO R IR A B s o X T P LR AT IR, SCRERE A SO AR R AT A s 1 1
DA AT I 2R G0 A A SO AR IR AT

3631 Rk AZXZHERAMKIE GEW )

*4. FTEEEAAHIEZHBIGS

CLA “00°/0C”
INS ‘B0’
- fivks
RIEHHRK LS | =
B ol
i B K RE et | gfidNe > OFF A77E

READ BINARY 4 B9a R

Hoda ik HdE O
SW1-SW2 9000’ 1F & Ab ¥
NS T B AT B 1R 1 FL At AR
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3.6.32 FAERLHAWRIAG GERH) 2RHIE

5. AREKXZEHFFAETR READ BINARY w4

CLA “00°/0C”
INS ‘B0
p1 KA SRR R
P2 %
T ME
Bt %
- ZifisNe > O 777
MREEIRICTELCI | oy o S o 008 745

READ BINARY %54 #9015z

Bk e 2
SW1-SW2 9000’ 1L & Ab B
NG B B AT A R 1 A

3.6.4 3 FEHY Lc/Le FF

RN R A B8 BRAN, AU K FE 1) APDU K2 4504 ik 28 il LI R AT IE
PR e B Ry R IR0, IL[ISO/IEC 7816-4].

3.6.4.1 ¥ EKEAEFHAEFATIEHSSH

X B AL IRAT IR A R, SCHRY A PRI A 25 A 10 o 0 SRAE K I 1 % (1 0 8 B0 AN B K/ e
BUE YRR, WAL RAT RO NSRS an R A LS RAT UE AR S SRR R K I,
W06 Z5i4% HE[1ISO/IEC 7816-4](1HE, TEIEFERNZ (ATS) Bl EF.ATR/INFO H1f5H].

3.6.42 %34

WP &S, SR R B AR s M AR 1 R I R, R NG A A TS S AL R AT IR
S HH ATRIATS 8 EF.ATR/IINFO HArBIY B IR, B T Fold4, L ASEH APDU ¥ B K&
W, BrAE AATS 8 EF.ATR/INFO H B it B BT LS A AT UE AR 65 1 i A\ 3 o 22 0 X K78 o

« MSE: SetKAT;

« GENERAL AUTHENTICATE.,
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3.65 WSk

fir A% T GENERAL AUTHENTICATE 4, LM 4 M 5 Il AT i85 . iy & 88 A3
THARE K, BRAES T HBUE . S T S HERIEAE S, W [ISO/IEC 7816-4].

3.6.6 KT 32767 FHRIEARNH

— AN P B R RS 2 32 767 7, AH—SeER s 1IC SCRERE RIS . MimAe KT 32 767 B,
i Z—MAFF READ BINARY Z#it WM i 44 2RV 0] Bdl X o i 4% SNRLAERA SE 1RSI B2 I HL A
SE T T BT T R XN R S T DME A . i, R XA 2 N R B, T REAS
HUBANEHE X . — BAHRE X e KT 32767, st Zar &, MEHE THLSEMARE T34
P1 Al P2,

% 6. WIBAT 32767 F1H) READ BINARY B SR

CLA 00’ / <0C’

INS ‘B1’

o W7

P2
JORBHEK LG | A A ER I R

K mFs DO’54°
M S AR FE ek | ZmfihNe > OFF A7 7E
T S A5 ) B KA

READ BINARY 54> By 2

Bk H5E X DO’53’
SW1-SW2 | 9000’ IF % kb ¥
SRS A BT R A H A

% 7. INS =Bl B} READ BINARY %48 P1-P2 4mE5

P1 P2
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl X
o/lo0| 00|00 0| 0|0 0|0 | 0|0 0| 0 |&EMIERTH
oo/ 0 0/|0]O 0o/ o0|0 o0 AN T2 FHFEA SRR RTF

X | x| x| x| x| mEAScrH R

>
Hp
Tkk
o
oo
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BER-TLV (HEAG IS -br ERBEE ) Bt x G K FEBAME IR R T A K B, I e AN IR 1 07 AT
4t (UL[ISO/IEC 7816-4]: “BER-TLV KJZi™)

T ERE BRI, LR IRATUE /RS 2 2 18] BI85 ROZ R R AT R . Rk BER-TLV Hdlaxt &
(A FESBURIE A S 12 R T R A . IXANGE F T %74 INS READ BINARY i 4 i (e i 0 &, Wi& A T
HLEEIRAT UE 5 ¢ i 2 1A) A2 #) r A ot BER-TLV Bl X R .

BRI P R A G B £ 91«

W : <0001 Hedmlid Nbr& =54 KFE =01 {H="01";

W : FFFF #4mid br& = "S54 K = 02’ i = FFFF’,
B /5 11 READ BINARY it & @A 5 B B0 b (1 B 5. 5024110 READ BINARY i 42 i SR Fo) R B8 [X
KT[ISO/IEC 7816-4], 24 INS AL 1 B B 1 i, ¥ e RHm S (H 2 R L SR VR 52 A4k P

E Ll EEEBFRT, wFAikkiTIEA Bl 4244 %49 BO READ Binary v 4 Rt £ &, #%52, BO R
&% R FiEmET 32767 %, BL A TR 32 FF P A Lagdky. AL B8, 32767 KA B THA 256 F
FTey—ANDEEAE BO 5 BL ZHA —ABIRMEYEE. TiXE—4, BL TUAALAGFIEHAER, A
0 45 H — M AR HAE A A8 R 696 4 R R IR A3 & .

E2: R AEARIHHRNRRTGTFTREY, NWEBRATMERFHINS FH.

3.7 EFRMLEMGS (ZEEIELSN 2)

FRATIE S . AR IE S ANE B T AEAE S A N R R3EA SO, IF H B v A KNI S 2k i 45
. WEHAFIES,

1

BEANFEA A L SR AR FUE I AE RS BT R T o BN C RGN T b FUE ME— HIES (R 4551
W TE L RAEA AT A

A

TERRASCRFERIE SR ) FEATST: b, DG 5 W BE BN IHZ P 23 BE, Btz 8 e s, 25—
mdsk (15) 2E el midsx.

PLF [ISO/IEC 7816-4] iy & whZi FH Fic s Ui 1)«
APPEND RECORD IIRATIE S ZR0E. ETS;
«  READ RECORD(S) BEE— I 2 DURAT i35 . Z2UF . 1E15;

SEARCH RECORD R D2 RT3 22Uk, Wk,



FL10 s AVEMAE LG (C) IR AE IR Z R 577 (LDS) 11

Z: [ISONEC 7816-413F A& /) T 4 J 69 B F £ 45 w4 35 347 T & o

3.7.1 APPEND RECOR

D4

AT AR LR MESEH ) 45 RIS IFT L % o

% 8. APPEND RECORD %%

CLA ‘0C’
INS ‘E2’
P1 ‘00" (FRAAT HARAE 32 T %0
P2 W3 10
RFHFEK LG | A B s K
1 VRN I[EARTRESS
Wi N KR Ledk | &S

= o.

APPEND RECORD H0[g iz

Hrpfaik

23
7
i

SW1-SW2

9000’ 1 AL FH 5

‘6A84 LN AEAS
6700 K FE 4K 1% (FUAS I K Bt 7 bt e 1 e KA BE) 5
SN A B AT A 1R I AR

S[HANAE 5

% 10. P2 7£ APPEND RECORD #4 ®f4m5g

b8 | b7 | b6 | b5 | b4

b3 | b2

b1l

ZX

A SRR IR AT

0 0

Jiv A He b AE 9 TR

3.7.2 READ RECORD #%

AR B BEA SRR — AN B A T ke S 1 A A AR o A2

R/NFINZE, AR S LR 22—

o THEERME - E

A EEM
A EEM

ERETF IR
RTINS, JEET LRk M E M.

AR i) 152 B0 K EE Leds 1 1T %
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PLEE IR Tl 1F

TS S, 2 W [ISO/IEC 7816-4], A RILHURATILRKAIRE], Z W= H.

K 2 iR 1 R, Nr 5 TLV 250 B ELBGR B ME—id sk G TE %) sl m —Wld s (i
BURAILR) —EATEE. EBHHT 7N,

% 11. READRECORD #%%

CLA ‘0C’

INS ‘B2’

P1 das 0SS FHL )

P2 See#13
REHFK L | &

FE g INS = ‘B2’ =
ma) SR FELedsl | VSHUE Y R K B oK 745 4: Le =00 00 00°
(BT A AR ASTE RG] )
% 12. READ RECORD MRz
ek s LR
SW1-SW2 9000 IF- 5 Ab B 5

‘6A83> CRIEFNEF) ;
SRS B BAT R 1R 1 H At

% 13. & READ RECORD %4/ P2 %85

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl ax
X X | X | x| x| - | - | - | AR IR

- - - - -1 x| x |PIPRIERE

- - - - - 1 0 0 | —iZidskP1

Sl - - -0 1 —iEmPIAESIREN T IS

ELl: AAAE LA AR A Ao 4o Rof 5 3K B LeB R B4 E #'008 F T,
3% R I AR KA R BIE RGO RF ], BRI TP209 £3. F 24 H Uz LAY v 5 $4E
KELeBMR K IHKE.,

E2: WA 4EK E B AEIREAD RECORD 44 2 AHLFEHTERA N,

) 3% e &
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Fhla — SEREBL I — kil ok (Wi A FE Leddl A & B0 B 8007 /Y 75D

TR

[5F44 [ L[ v [78] L |Vv]..[5F37] L[V ][5F8]L]|V]
READ RECORD ¥l (P2 = “04°, Le = 0):

[5F44 [ L[ v [78] L |Vv].. [5F7] L[V ][5F8]L]|V]

Fflb — BEHUE BRSO AIR 2 S0 (i S B T Ledd A A0 5 808 8007 1 715D

w1 K 2 TEFEX
5F44 (L |V|.. |5F38 |[L|V| |[5F44 |L |V|.. |[5F38 (L |V
READ RECORD ¥ (P2 = <05°, Le = 0):
5F44 (L |V |.. |5F38 |[L|V|5F44 (L |V |.. 5F38 (L |V

& 2. Wi R E R

3.7.3 SEARCH RECORD %%

2 A B AEAEAEAR RLIE A SO AR LR R . iy SRR Sl AL B DO TFT76°, I 55 ST
L BREENER TSR (UL 17 o W NEEIER A # DO7F76', K& — oz
A~ DO'02', IFEE S TF A P I R AR L IS %5

&
%
=

TSR B AT LA SR 1A AR R/ INE SR I AT oh, R AT RER 28 LA TR 777 e R i 1
FIdsR .

% 14. SEARCHRECORD #%

CLA ‘0C’
INS ‘A2’
P1 “00°
P2 I.716
RIEHIA L, | a2 HER IR KR
B, CFALFEDO’7F76° (L3 17)
mi AR Letsl | <00 (I JE) 5700 00 (7 R K %)
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% 15. SEARCH RECORD iR

Hodm Ik LA B AR DO 7F76 A& — /NS4 %% 5 DO'B L Al — ANl 2 >
BHDO02'HA S — NS5 RIEFRILER LR 5
SW1-SW2 9000’ 1E 5 AL HE;

6282744k I ZUR K I
SRS B B AT R A A A

E: e REB| AL, Nk AEIRT AL A FAh

% 16. FF SEARCH RECORD #5411 P2 4755

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl X
1 1111 0 | 0| 0 |EdZA AT EICHE
BT HAhAE A TR

R 17. ATFIEZICREZICRALIBEER

RS & i
“7TF76’ LKA FEDO

¥R &
‘51 SRR R A B B A S AR IR A5 DO
‘A’ R L B AR
¥R &

HEREE S
— LR ST TR
— R K: BFT
— HRA&
‘000 — M ETA Fhkid sk
30" — fEH —IRILEL 5 & 1B &R

‘80’ ‘00’ /°30°

‘B0 R R
PR &
‘02’ %
‘02’ T
PR &
‘A3’ R FIF R IR
FRis &
Bl
PR &
81 HRTFF
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E L REHHFF oERFE G kA DO,

E 20 R R EF oML A0 A F I, NFHHIELEM 2 ©FAEFATIEHRS H LAMT
Rl PR EIA T

7 3: SEARCH RECORD 442 ¥ # % 17 Fr#l 2 89 DO, iX &% % SEARCH RECORD #4647 ¥ ¥
WELE DO P —ANAXHRmT DO M EFHEERFH—ANEEFHE, R E AT Hieed DO, %
G AT VLS T b DO 3 B & 4% XA

3.8 EAXHHINIEREM (BEHIESEM 2)

B0 A R MRS AE 328 W S A SO A B2 R A 45 4 2 BT HLERIE R B R AAE BRI HTIRAS T A (AL
HIAEARMIEVERE A o EFEHRET, DRI E S P0EFE . B R AR REA ST

LA R [ISO/NEC 7816-4]fir 4 w5V 15 N AN HLBH I A= DR AIE 135 B A SO A
+  UPDATE BINARY 5 ONB IO A R ALE 5
«  READ BINARY B AR A PR AEAS S
TERIH /2 LSD2 25V M) 5k F e, 415 F LA R [ISO/IEC 7816-9] iy 4 i i HH H: A SCF-
« ACTIVATE WS I A PR AE HE A SCAE
E: AR R 69 E F B 445 09 2 LT [ISO/IEC 7816-4] -

EFETIRA T, AT RLE SR A & S (SRRSO 1 BT, AR SRR AL
ATV E N BRI W] Ao

HEBNZ BB FILE AND MEMORY MANAGEMENT (FMM) iy &3k fe A o b 2 75
JERE ] F N A7 2]

I R Gkt EF.Biometrics 3 LL R 5 AT«
+ 55—/ UPDATE BINARY (& %k INS) fiy 4 20 7E £ #5562 LU DO:

— DO54HEWFE00;
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— DO53 AJRE A S MG R 2R — /N B, 1XAS DO AT RE/Z 2SI (53 007) 5 Al
—  FRRRIEATM KN BTN RN BB DO'CO ZkFEER .

E L BHBIELM 2 B FARRATIEM T AME R DO’CO’ P a9 R A4 K692 &3#AT R A5
B (Blde, AT RRAHEAESE) o W RFHRELEHN 2 & FHERATIEHF TR LEFEA ALK
28 DO (Bldm, RBECHERAAFEINER, REHHIELEM 2 €T ERTIEHIFEAFHELLR
AR GEHNE) , WFHHIELEM 2 & F LT IEHIEH T AL % DO'CO', %455 ANA K4
89 5 — /N SR IBE'9000', KA E T VAL G A FIEIR P A S E A 09 A HGR W6 AB0'4R ik

E2: R FHBIELEMN 2 T AERTIEHAE R £ DO'CO'% UPDATE BINARY #94£4T
iR, MBI R AT R %S A Xk DOS4'4 DOSG3, 12:%# DO'CO'# 4= /E [ISO/IEC 7816-4]
UPDATE BINARY (## INS) 44,

«  J54: UPDATE BINARY (&#¥( INS, %A DO'CO") x4 Mizfli i mts n+l, HrnFERrzH
AN IES N EF.Biometrics B 40, BRI 2t RAZ A% T 5 N FEAR A5, fEm AN IESE T
UPDATE BINARY & 2 [0 R Rk EHE

«  AJLAEAE{T UPDATE BINARY #4 )51 READ BINARY 4 KIE S N A S 1%
¥

s ACTIVATE i & WS i 7k A5 1R 28 11 5 N FEAR SR 5 & 2 EF.Biometrics B M4E4L .

3.8.1 UPDATE BINARY %%

MRYER 18, SCRFMHINAE W RrAE N F 1) HE 32 fik QA ok HL B A 20 S F iy A AT 4L INS 15D 771 UPDATE
BINARY 754

A EIEIE AR BER-TLV REEIEXT R IETE €, M IMAEHET 7IVE: mAEdEs ) BER-TLV
H e X S E, LS NREE AT TR v 5 s b ik B BER-TLV XA K/NEE X 4
BB, SRR SR R/NEAT TEITE .. IX % BER-TLV ¥ %] G i K B dak 5 R 7] G 48 HdE 47 4 i

24 UPDATE BINARY i 4 1 2 BRI A A L4 1K) DO'CO' i, #r4 APDU [f) CLA FH5 (1% 8 firwhs
MZENI1 (CLA="8C) .
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= 18. HEFH INS B9 UPDATE BINARY %4

CLA 0C° / 8C”
INS ‘D7’
P1 SRR RSF
P2 ‘00 00’ FRiR 2 HT (1 3EA A
Lc 2 BRI A B
EEiEECY A Eda X g (hn ik 54°) || B XI5 (brE <53°) ||
SR ANEAERT B (B <C0”) GEFEMERD)
Le 7=
% 19. UPDATE BINARY g0 &2
Bk zs
SW1-SW2 | 9000° 1F 7 &b3E;

‘6A84” LI NAF AN 2 )

‘6A80” i & B A IS HA I (Bl ASZFFDO’CO)
‘6982 L AFMRA AN /£ . EF.Biometrics Ab T34 A BOE R AS
R A AT EE R 1) H AR E

ERAE I RS ANEE 3.8 W HLEN UPDATE BINARY J5%1 (BI4—4~ UPDATE BINARY A7E/m#% 0
WFTGE) , BAREIRSE 2 AL RAT UE 8y AT B A 12 2% 1 UPDATE BINARY 4.

3.8.2 ACTIVATE &%

ACTIVATE 54 J& 311 24 B 146 5 I B 0 AE )RS AR AR S M ASE FEPIR 2 BRI S A I

% 20. ACTIVATE ®%%

CLA ‘oc’
INS ‘44’
P1 ‘00’
P2 ‘00’
Lc =

i &5
Le =
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£ 21. ACTIVATE gl

w8 sl
SW1-SW2 9000° IF ¥ Ab i,
SRS A B AT R R 1 FL A
7E1: SWI1-SW2 ='61XX" (E# 43) #ASW1-SW2 ='62XX" &,
'63XX' (A4 T) RAERI TR N,

RINPAT A JE, METIEE ) EF.Biometrics AT e B BOE IR A . R KRR (SW ANE T
‘90007 ) , M4ETiLikE M EF.Biometrics IR RIS FIRE .

RIPAT AT 25 (SW1-SW2 = “9000° ) , X EF.Biometrics AT 4T 5N BT 55 I G 2% AL A L2 oF N
TETIRE IR GRHER 98).  Xf N 15 AR A RPN A 13 4 EF.Biometrics $&AEATAT U I ALFR .

3.8.3 FILE AND MEMORY MANAGEMENT 434

FILE AND MEMORY MANAGEMENT (FMM) iy 4 Ja ahXt -1k 38 A SO 1 & B 85T B 9 A7 R/ 2
e My 2 NI EEE A 2 B FHLRRATIEE T . iy 20T TR S N BRI 2 Biks 25 S bk A SO
BR8] o iy At 0T FH T 3R B 5 B DN id s 5 DABb i . P SRR ATk 7 20, AT DMEH
RSB DO’ 517 o P2 Fon Bl 4 . TR AL AT 1E W Bliad sk 45 M 11 S0k B AR SO A ) A
FATELLL K SO SR I A S A BR Al S . BT IR A SR AT B T L, AR
FtfEE .. X P AEEEEEYE S 2 B P HURAT U RS B AT Re TR AR TS E S . FRidx5m
RV A B ARIC R RS TR . FE— DRI FMM fe 425, #S RIS AR R T 24 T
A A A

% 22. FILE AND MEMORY MANAGEMENT (FMM) #<

CLA ‘8C’
INS ‘SF°

P1 2223

P2 L#24

Lc XENC = 0 Igmid A2 {E, *INc > 0 gmts (547 'S

Bk P1="00 =
Pl =01 A4S DO’51° (ML [ISO/IEC 7816-4])
Le 00’

PL R HASAFIEFETT 5. P2 & — LI, Ul WY B s B0 35 R LB A5 U
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% 23. FFM @345 P1 4RES

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl ZX

o/o0|o0|o0o 0|00 O T A SR A S

Ol 0[O0 | 0| 0] 0] 0 | 1 |&3%ERtHcHmSDOS

Py HeAt e D9 e

3+ 24. FFM a4 hil P2 4RE5

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl axX
- e - - e | SRR S A
S e e N I R I I S R ve - % N Ll P P et
- e - | SRR EAER A
X | x| x| x| x| - - - | 00000 (R HABE ATIED

BT HARE 9 TR

=25 FMM &$HIEEFK DO’ 51° 4REL

FR& KE (i1
51 1 FLIEASTAARIRET (b8 FIbAfr F i — A M1ZI30MH7; b3fir
Fb147 15 E 9000)
2 SCAFARIRTE

FMM i & (R0 826, 38— ZLARR P i SRS AN A7 K /IME B DOs.

% 26. FMM #p4a40h &2

Btk | RIEPONBAHEERIGE S . K27,

SW1-SW2 | <9000°, #R#f [ISO/IEC 7816-4] Ak i ol fh 474 1%




20 PLELIR T Ul

% 27. FILE AND MEMORY MANAGEMENT (XH#fAEFEEE)

L T KE &
“TF78° Var AN AFE HE DOs
& | KE =l

‘81° Var | Fhb FEASCAE R TR
‘82’ Var | FHEESE A AR Al sk
‘83’ Var | FhbES A AL

VE Ll BHRIELM 2 BT ARRATIES B AAE E FMM DO ¥ i it P2 % K a9 343t £ .

i 2: FMM 896 R BT M R AL H A . kO RE LA FMM vh 52 338 7T f8 T & Ik
S8, Plde: R AR EAIHEZITHAANLG. W BEOHTRE LA EFMM 6970 2 %, T E %
K% H B % — B,

E 3 LA AERERT FMM 4 40F, 2404 8453 (SM) DO'8S'WASI A T 34 Au 55 6 4 44 3E o

3.9 XHLEWHTE

WA G540 2 F LB RRAT UE#F R 145 BAF#E CE[ISO/IEC 7816-4152 LI SUAF R G+« 1% RATLIZ IR
R T RSO (DF) RIBEASCAE (EF) o L HISCAF & SEA SR BUHAR T ST o #1033 (MP)
AU S R GEHIAR E 3K .

E: REFREI M HBRFERAGL, THRBEEMN 1L REHHIBEM 2 2 AfEF R 7R FARX .

3.9.1 HBUERRES
BdE e & SRV LR R mi :

A = FREFEFF [az, A-Z);

N = 77 FF [0-9];

S=RRTHR[ <" 1

B = k¥

U = UTF-8 4@ 1] UNICODE 4.

UNICODE F£F ] UTF-8 %l

St FAEATHF TR T 127 (<% TR ) 89F 5, UTF-8 %t Al —A~5 ASCII 491548 7 6%
F9;
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sHEFHATF 2047 (Fo<sk4] O7TFF ) 545, UTF-8 s AT T ;
— FAFTAAANSEL, BFEAEAFE (B C R E L)
— BoANZYHEEL, B AMiaEE (Bp80°F‘BF’)

& F R KT 2048 BoF 65535 (x84 ‘FFFF’ ) 8987 A 545, UTF-8 g |l =AF

To

310 NAIEEF —TAXH
HL ML AT IR N S 3R DL R &b — AN H
The Z 4 #8454 1 & FHUIERITIES & B A2 3R] PE6Y

— BEHIELN 1T AERATIE NN AR K E S R YIRIE R ETE . BdEd 12
16 ZE[FF 235 % (EF. SOp) ;

— BHEHELEMN 1V FAERTIEH S B P ain ekt £ (EF.SOD) .3 Doc 9303 5 4+
1L H AP 1230 P2 LHBAGHEIME, R TEIEERAWEF G404 T IHHE
ZEM) 1 BT AIRIRATIE 2 A P e IR a9 T,

o EIEEERAN 1 BT HLEIRATUESE R A AT DA SIS RF Doc 9303 5 ST rh A 1) M At 12 4R £k
Y& 2 B, -

— AT TSI
— LR
— A R

UeAl, 2K E s R UL B A At S o SO S5 2% RE B R B I AR S S AEIX R R A B AR
ANJET Doc 9303 = LA ITE

PR E S5 W LRNE 55 A0 4 /28 25 a8 b i S AR CAID) YRR B & F SO 44 okiE . N
PRI 20 B ISOMRHE [ISO/IEC 7816-5] 43 e F) 393 A N F AR VR A7 AR SO A B e 154 AR IR A9 R (PIX) 4]
A

AR KR G5 A LR LIS ARAT UEAF IS (58 458 FH PR AN ] 4 82 P 200 b 26 73 B2 J7 %€ WDoc 93035 3L F
108 CEIHEBIRLMPRE) FISONEC 7816-6] (TMLIFIFRZE) FrE X:

EF.ATR/INFO F1 EF.DIR {# 47 ML 8] b &0 Bl 77 &
B SO e H AR S A8 AR S bR e T &
AR E AT L (el br & T2 BRI, BT EIFRE ST S
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PLEE IR Tl 1F

T AT REAFAE AN T IR Hn 45 0 1 M AR S5 4 2 B HT 0 DL A ST

EF.ATR/INFO;
EF.DIR;
EF.CardAccess;

EF.CardSecurity.

3.11.1 EF.ATR/INFO (B&HR)

311 EREAXXH (EFs)

R IEN B EEIRSEM 2 RiA, W EFATR/IANFO S84 7 = X HE A, FFHRA %
PRI TR WIRAAAE BB SEN 1 N, WA S RARIER . SO0 B 58 T A S AR R AT

201,

% 28. EF.ATR/INFO

A4 EF.ATR/INFO
SCAFARIR 2F01°

SFEA SRR AT ‘01°

BRI i)

BRHUR PR i)
IRV ] KA

S S 7 W]

NN AR

EF.ATR/INFOI) 14 %5 7] LUl 8 /il SELECT /5 4 J5 BRREAD BINARY i3 ¢k H0% . READ BINARY i
A B0 N H d 4 B 5 EF ATR/INFO /(I Y 25
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ML (C) FIREAEIF RIS Z 57 (LDS)

23

=29, IBIEMIBRLEM 2 B9 EF.ATR/INFO HIEIETTZ
ras KE =l pE
‘47 ‘03 RHIThEE
b8 =1: LM 4
b7 3| b4 A1 b1 F A FEATEDoc
FAIL— BB ThREE 93035 CAFITEE N, b3=1: CHFfEIE
A SRR RTF
b2=1: ZFILFES
b8. b7. b6FIbSAEDOCI303 5 I AFH
T2 — BT JGFE N, b4Flbl=0001: —FHi%iEE
TR/
b8 =1: ZFrarSBEEE
ity g " b7 =1: FFFP ELc MLeldw, b6 =1:
T — A=A RE EF ATR/NFOH: 37 K- 5
b5F|b1 A 1EDoc9303 5 S AE HITE Y
“TF66° Var TREKERER
Fr& KE & e
‘02" Var IEHH — ar S APDU | X1 BRBIR A2, w07y 1000
(NN (34D
‘02" Var IEHE — WS APDU | X1 RS 42, @404 1000
TR ) 5 RT3 (34D
21: EF.ATR/IINFOP i B & 2 % K IEXT £ .

7E2: EF.ATR/INFO1& A [ISO/IEC 7816-4] F & 6947 L M 4R & B 77 £

3.11.2 EF.DIR (B%#HH)

F.DIR /2B & TE[ISO/IEC 7816-417E SCH = SUAFH I B B A SO . dn SRAFTEAT (AT I 1Y) SR HHE 454 2 B2
M, W EF.DIR A MM EER . WIRAFAEAE ML ZESESs Y 2 B, N EF.DIR 2t & 78
EF.CardSecurity ] Securitylnfos 2457, 55T EF.DIR ] Securitylnfo {52 %33R, 72 W, Doc 9303 5344 11

a7 o

TSR I A SRR N 1B
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#* 30. EF.DIR
A4 EF.DIR
CAFPRIR 2F00’
B A SO AR R AT ‘1E’
PV i) B
UL R kg
5 S TR R v KA
SRR A
KN EES

EWCK EF.DIRIHS {E E 30T 2. WA A 8 I o i) 1 22 Bl 450 LR A, 13RS EF.DIR,
FEFR T LB IRAT UE A SCRF IR PR o e b B3 — AN AR, e o DI AT IRy A0 25 B2 AR R
DO,

% 31. EF.DIR#&3{

& | L & iR
‘61° | ‘09’ 18 B8 s S5 46 L T LSRR AT UEAF L FHABEAR
& | L (=] 18 38 H s S5 L LSRR AT UE A S 1 B
aF | o7 ‘A0 000002471001 | AID: A0 00000247 1001’
‘61’ | 09 JiRAT T35 N FH AR
R | L (=] BRAT 0 S b N AR R -
4F° | 07 ‘A0 00 00 02472001> | “A0000002472001
‘61’ | 09 ZEUEIC SR B LR
fR& | L (=1 ZEAE T 55 [ B B F A 1R =
G4F | 07 ‘A0 00 00 02 47 20 02’ “A0 00 00 02 4720 027
‘61° | <09’ BRI A PR ALE B FHASEAR
FRE | L (=1 B T ) AE R E R B S FH A i
4F° | 07 ‘A0 00 00 024720 03> | “A0000002 472003’

7£: EF.DIR 1% A [ISO/IEC 7816-4] € L 947 AR E 5 BT %o
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3.11.3 EF.CardAccess (H&HR)

F2 A A AL B EF.CardAccess & — AN i B B ASC R . an 4% M Doc 93035 SCAF 58 1136 73 i HI e 1 FH ik
PR 9 1A A AIE S B A 5 V5 i) 4% ), EF.CardAccess £E B 15 I R AR 0 B . 58 T 1 A N IE IE B 1 oL
SecurityInfosf¥) 52 %2 4k, W.Doc9303*5 L ZH 115K 47 o

TGO A SR IRRT 2 “1C

#< 32. EF.CardAccess

A4 EF.CardAccess
AR 011C

R IR AR IRST ‘1

HeFE 7] Bt e

BEHURL IR iEfiny

55 BB R U ) KA

A %

K EES

U A NIEE B AT B A AL IRAT UE A8y 3, S0 & iR U5 R SO 22, R a4
B A NIEESE B T 2 75 (LA R 2 RM5 2 -

R NTIRE2 A CISE

14 NE R T S R

%33 R HE I LR EF.CardAccess N7F

A4 EF.CardAccess

SCAFARIRAT 011C

RS PRIRET ‘1C

BT ] ity

515 I KA

PNGN CIE'S

EaS W — &t AL 0 0 5 119 22 £ A5 IR
W, Doc 9303 5 3CAFEE 11 #i47 «
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3.11.4 EF.CardSecurity (H&HH)

F LS H EF.CardSecurity & —NiZ B 3EAR SR, Wi 4% Doc 9303 5 305 11 343 B9 R e A H
I A D E B 7] 3 1 A AIEE R S 1%, EF.CardSecurity 78 5-S8 1500 R R LER . e FH 8 A NE
LSS () 1 A USRI 3 e AR5 B S8 B R, W Doc9303 5 3CAF3E 11 347

TGO R FEA AR IR 1D .
R HI L& G, W 32 S04 2 (1) EF.CardSecurity A& 42 7 1 :
IC SCHFES i PAIE ISR R 1 DA IE FEHE A 37
F A A 28 s DA IR B B B SCHE s B
o ESCHP R R OAE B AR LR SR
I Hah e 5
B FNIEFTEER 1) ChipAuthenticatios
«  PACE-CAM/:E: i MIEFTEEK (1) ChipAuthenticationPublicKeylnfos;
23 IE BT 223K 1) Terminal Authenticationlnfos
+  EF.CardAccess H £ [1J Securitylnfos.

AR SRA PR AR RS 1) 112 DR JE e N A5 3 P WL RAT U P S, 30 s IR 2 RS0
RSB P L AR 2 AR

ARG B ANERR AT 89 O S NGE R AR5 2 T o4 & 6975 K INMEN R &

|

FFE P @8y RS &

o

< 34. EmMHEI LM EF.CardSecurity R7F

=S EF.CardSecurity
AR RS 011D’

RS AR IRTF ‘1D

BT ] 1A IR B2 3T
515 I KA

PNGN CIE'S
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HRHE[RFC 3369], 1 CardSecurity wh%152 it 4 SignedData, .74 encapContentlnfo 2 71 /] id-SecurityObject
IR, RN RATR A4 NEE . 4 F I B G & 78 SignedData H o LR X AR IR AT i
S ThR i Ny AL

bsi-de OBJECT IDENTIFIER ::= {
itu-t (0) identified-organization(4) etsi (0)
reserved (127) etsi-identified-organization(0) 7
}
id-SecurityObject OBJECT IDENTIFIER ::= {
bsi-de applications(3) eID(2) 1

X} SignedData £ 4 25 14 1) & LA

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,

signerInfos SignerInfos
DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier
EncapsulatedContentInfo ::= SEQUENCE ({

eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL

ContentType ::= OBJECT IDENTIFIER
SignerInfos ::= SET OF SignerInfo
SignerInfo ::= SEQUENCE ({

version CMSVersion,

sid SignerIdentifier,

digestAlgorithm DigestAlgorithmIdentifier,

signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgoritm SignatureAlgorithmIdentifier,
signature SignatureValue,

unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL
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SignerIdentifier ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,

subjectKeyIdentifier [0] SubjectKeyIdentifier
}

SignatureValue ::= OCTET STRING

4. EZEHFEEWETFILERITIEGNA Gafli)

WAREHE A5 1 BT B RAT UE ARG MR it 1 A7 AN 807 2528 W TR 35 N RS BINIE A (0 0 A R AN e 4
AR ST R ] BT AL IRATIE AT I R 450 1 T HLBIRAT UE AR 8 7 rh Ak HOAE ARSI RO
&, AFUMEM AT RETT AT BT HIhBER MR NG B Z BRI FTL T (10, IF HAT LUSE R 5 o ker U 2150 ik
PR, BARIEBBIEL 1 T I RATIE B T T R T WL RATIEF RO CROBR £
FHIE. HZhEREE) KRB ERIE, (BRI SR AR S5 1 T HLSRAT IR0 A BT AT 5 fRY
O ZER AL SRBIME R -
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(DF1)

(R SCAF R IR AT 1C)

(LSRR IRAF 1E)

MF
(F3Cfh)
LDS1 eMRTD Application EF.CardAccess EF.DIR EF.ATR/INFO EF.CardSecurity
AID = 'A0 00 00 02 47 10 0 ZARAE B H SR AT AR,

(R SCIFRRIRAF 017

(R SCAHFR IR TF D7)

L

EF.COM
i B
(RS AR iRAF 1E)

EF.DG1
HLEE X Hids
(R SCAFARIRAF '017)

EF.DGY
9
G SCARIRET 109)

EF.DG2
Az 2
G SR IRET 102)

EF.DG10
im0
(R SCAFARIRAT ‘0A)

] ]
EF.SOD EF.DG16
UEAF 2 PR X 5 Hdk4lle

(R SCAFBRIATF D7)

(KL AFPRIRET 1107)

F 3. ZEHIELSH 1 BTSRRI TIEF X SRR
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41 RMREE — TRAXH
BARHAR A 1 A HLERAT UELR R ROd 5 AR 9 TR 4 F SO 2 S AR IRAT CAID) SRk, B
FABRRAE AL 45 [ B b 1 A0 2 ZRAR 3 [| SO/IEC7816-5] 43+t A T . AR VR AF R AR SCA: FR R 1) 5 L P AR IR AT
PRI (PIX) -
o EMRIFHARIAST /& A000000247
o KR MM GAE AR R S AE A PIX ="1001;

PHEBIRLEN 1YL AT IR R A4 AID & A0 0000 0247 10017,

AR Y A1, 1C s A % B ]

42 BENHEFRR
BEALHE R J7 58 AT A it 4L Bl o 3R A S R R BORBE AR AT I BENLHE P JE s Tk, DUE R %
R E R R, BN IE R WK BIR T RISy ASN.L TFAUER TLV (rik
KD Bl R .
4.3 BEHLIESCHRRAR
BEALY 1) ST 75 AR E T DA 5 8 AR .

NXFFZ R 72, B ER A4S 2 s BRI TR . IR SRR O R N T R R A 4
1 AP HLERRATIEAFGE . B AAIE, FFIIPRIESF N AT AL

B G5 WIS

B o R AR e

e BlE TO R 10 2 U I

R RE SRt T I R AT

SCRRE D AN TR 4R 5

5 8 ) HL At [ SR 5 I 5

A5 P A fik B A R BRI SR SRR (R FE 4 E B
SCRFPRIAE T 17 328 7 B HSdE 70 3R DAEM] BRI O AIE A A 2

BV 7 [ E R HE TR A
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BT ) Bl AR A P R A A

4.4 HIRTENTE

HH 25 B e At vE IR WO 2R I B B ds e 3R (R 70 AL FT DAARAE, BT DAANAEAE TR BB a5 # b . #20E
BRZHEHE AU A LA I B 7 B T R I — R BL B SR AT AEAE T LDS R 45K

FEARR Doc 9303 5 SCAH F AN SRR YA ] sl 28 4 - UAC 4 P00 32 4 et 45 R S A0 1) e
LDS HLERI A2 — AN B P IS, B R IE B R ER L R R s R 4L e

WAHR A e BAT R I R TE,  ER LOE M T T B r LR AT UE A . ERE S R
— s 0 RS TS RAEMIPL L I, B 7 B Aok TR IR AN R 2R T 3

fEZ AR S T, MR e R R A D L. X AR A PR O B 4

45 ZEEEGEHER

250 TR B R AL 348 3 A 8 AR B 45 1) 1 P RLEL R AT IE A TP A S O AR Ak 5 1C I A HAR DA AT SR VR BRI
] 7 1r) 548 o

Il B BATL AL R LA S TIUE LI ARTEALIRE SR 454 (LDS) A 20T a2 25 Wi i) K «
i P LA e ORI i (377 SO SR FRIE NSRS R 5
DR LA FEPE I A BARIE F(E B AR B IR Y
FEFT A R WL R AT UE A5 P 30 P 7 B — 2 AR e A M i, iy A M By A BRI R R 1
PR R A IR A ZE AL R A R PR A 75 5K 5
B 7 R R AL SR AR S i 2
BESEZUECIL SRR

SRR AT REA FH DA [ PRV, JCHAR S T BRI A AR MR AL R % FE PRl vi
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451 Z{R

R K E s AN XL HIR AR S U AR . Bt WA IR, HSS R HITEA R
TAMERE . — B R0E (EMECZJEAMRATZHD > BUAREFRIHEINE T BN Bl 24
Hm gty 1N B . BBUE 8 R AT Ja JoiE AR Bl

452 HIEHESMATEM

EHINC KNG SRS e B, FF B S — AR B G RSB 48 L AU AL 1%
FUSEAE/ S BEER B, 200 AT SRAE — DML B AT (EF.SOD) o JE I F 4 i IR RFAE R U 4 2-4
FIvR FE I A R AR 3 A 3 A X (CBEFF) 5441 Doc 9303 5 SCFER 12 #43 Fhse (i ik« HoAth A=
fEZZ R Rk, B EAEAIE S CAEMRHERARO AT 28 A [ sl AL B AT D€ ST LIRS

453 ZIEHIREMHHT

BEALHE R T 2 RS T ek [ B LR AR Ak

454 N ICHBIEFHRESE

AR 1IC MR R RS R E AT OE, ENEDN 32 T3 X —i/NERE AR A 1
T A PR HLISE X ol DL B DR 8l 22 4 R b BT R P AA 5 10 o FLAtL T ¥4 L 8 SOMI/ BT BE P (R (K A7 i T RE 5
T Z AR IR R . AR 1C I HORBR R EAMEE -

ISR W TAE A NEH) — 88 7 B AR B 540 1 A LB RAT IR A s R AT 25 44 1 B X A B KAt v

i, IF BRI R AN RRHEIR , UK EEIRLS 1 B HLERATIE AR AR A =0 1IC B S AR E . B
BRI 1R THLERATIE M S — R T A& 2. PUHX R —FRRRIE O

455 Hitb¥iEM ik

— [ AT P HLBRAT R AR A 1IC RO A R, DUMEAE N R IR AR E SR A R 2
fifi L3 e @ AHBIR A 1 B ML RATIE A ONL R B B . SRR B K2 T LS S S iR R (i
MAEBTT)  AEAER N NSRRI CEVRE) A/SGIEAF SRR (S B 4%

456 HRESEIFFEREPRARE
ISO/IEC 39794 #:% [ISO/IEC 19794:2005] J A AE WD RFAIE 4w i 1) 1B B bt o X e I3 A () SR X A g s

PR R AU 2020 4F 1 1 HIFGI R AFEMESINE, T 2025 45 1 A 1 HZ ATfets st
ISO/IEC 39794 %4
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o {E20254E % 20304E 2 1], PR A A AT DALE TR LI H P9 48 A 1SO/IEC 19794-X:2005 5% ISO/IEC
39794-X HRHLE B RS 20 ZERbIdEIANE], HRRAEPER— Stk 2o E L, A

«  M20304E1H 1HE, PIEZER ARGl B 1ISO/IEC 39794-X X A= YIHF it £ s 1T i o

ISO/IEC 49794 Jy M\ [ISO/IEC 19794:2005] 1% £ 1ISO/IEC 39794 $24iL1E .

4.6 IZIEBIELEN 1 BFHUERITIEGRARE (EFS)

46.1 BERFRMEIEAFEEE EF.COM GaFIMER)

EF.COM {7 T @EHHEEN 1 HAPLERITIE N X PRIRRF=1E") F, & LDS RAEE.
Unicode MiAME BAFLEMEN IR 53R . ZBEEIRSEW 1 B AYLERIT I N HS A S s — 1
B Z N S EA SC EF.COM,

AR T RE A7 A O BE LR W

% 35 EF.COM ¥EitirE

wE | KE &

‘60’ CIE3 N 845 B

wE | KE &

‘SFO1” | ‘04’ | LDS hitA 5% aabb, HHt aa & X LDS MIRA, bb & LEHT .

‘5F36° | 06’ | Unicode FRA S aabbee, HA aa & X EEERA, bb & XIRERR
A, cc g XRATLIN .

5C | WA | tnEAIR. BHETITA SRR SR

AN A7 A BN IEAE N o BRI DU S 2 A SR i [ sl e b v O 3R WO SR REAS S o AN
26 ] B2 R LR 3 PR 00 2 2 P9 i 5 B0 5 M et LA A e

EYSHK T EF.COM &G Rt iriak, DUSPEH LDS1.8 ik Frid iy SOD.

46.1.1 LDSmAS

LDS A5 52 X LDS W& U A . T T A7 i i 8 i VR 20 A SO 56 4.6 19 inbAsE X o LDS AA S (1)
bR A% 20 A “aabb”, Hi:

. “aa” =FriH LDS E A (B%f LDS [ h 584 (01-99) ;

o “Db” =HpiR LDS IREFRAK) S5 (01-99)
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4.6.1.2 Unicode fa K5

Unicode fRA S AR IRICE T RETRF . BT TFRAFFR TR, KERFRHTH WG % H T ZER
s AL A S 4.7.1 5 hnbLE . Unicode WA S IR HEALAS 2 v <aabbee”, Hidr:

“aa”= FRiR Unicode MVE 3= ZERAS RIS H RS AS IRV 1 B2 800D (K585 5

“bb” = FriR Unicode MIVERELRRA CRIAE BRI T H AR 745 78 0 A 22 RO RN A2 250
5t e

“cc” = HriR Unicode RV i SEFTARCA  CBIVAT BE 2 i8R 3 1 BE AR RIS A9 RV P8 B B S B ek
AR B B, X s SR B4 69 Unicode T/ 4B E XA ZH R F) o B
ThHLBRRE, A% (Bra, b, ¢) AMRTR—EAELN,

TR (UCS) A A ISO/EC 10646].

4.6.2 WFHZENR EF.SOp GREITEHR)

BT LDS #dEdl, R 1C L& — MEMEAE EF.SOp "R 22 R0 Ko 1200 R 28 K H 3E 47 407
X4, WHEBEZEIEESHNEIEYE.

% 36 EF.SOpiri&

rE | KE &
77 AR UEF 22 R 5

MHTA A TR 2 PR % % EF.SOD HIRAS . 7EF % D H ] LLFR 2 IHRR EF.SOD VO, TEA T AT DIk
FHILH EF.SOD V1. W ZskH H X fuéF—4~ EF.SOD.

4261 GEMZHRT % EF.SOD V1 LDS V1.8

LDS v1.8 HFHEMFZ R R V1 29 e Ja B — A4 mt, W52 MEdE45F 1 Unicode MuAE 2.:

LDSSecurityObject ::= SEQUENCE {
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash,
ldsVersionInfo LDSVersionInfo OPTIONAL

-- If present, version MUST be V1
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LDSVersionInfo ::= SEQUENCE ({
ldsVersion PrintableString,

unicodeVersion PrintableString }

4.6.2.2 SOD V1Y SignedData % #!

1% 2002 4 8 A I[RFC3369], IN#H BB (CMS) HRINILE, EFF R0 RAE N — DL E AT
PLSE . T A RN R I T LAME— i BN (DER) #% 30742 LR FFZE 44 1) 52

1 m= L6 BB E,

32 X= AMER — ZBR AR

E3: 0= M — ZRTAKRE,

E4: c= P —ZBAERRELEAT TR,

%= 37. SOp VIHWZEZHIELH

B WiRA

SignedData

Version m | {H=v3

digestAlgorithms m

encapContentinfo m

eContentType m giﬂﬁi — HEFRRMAR — PUERAT IR — 2R — BAREIE 45 2 X

eContent m | B G R R GRS A 2

Certificates m | SHEFOFEIEE A E U (Cos), & AHRIS IS 245 (5 I %44 .

Crls X | R EAME I

signerlnfos m | B ETE A Rt 1ML EER.

Signerinfo m

Version m | BRI A AR IR AR R E 1. R T LB RN L RFC3369 Doc 9303
GRS 12 F57.

Sid m

issuerandSerialNumber | ¢ | G UL B SRR A RV SRR AR B 1%

subjectKeyldentifier c

digestAlgorithm m | ZEENEIEARRRT T A R A IR A R P T A .

signedAttrs m | HFEE AT RE A AR A T L RS R JE M, (B R X AN R A [ A B
FrAER NSRS A
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& AR
signatureAlgorithm m | EEVEREEAR RS T AR A A AT AH S 24
Signature m | 244 O RR ) 4
unsignedAttrs o | HMEE T REA AT AR, EAEBUEN, Bl w DUk 20 T,
4.6.2.3 SOD V1HY ASN.1 B S 1% 4 348 45 My S Rat %

LDSSecurityObjectVl { joint-iso-itu-t(2) international (23) icao(136)
mrtd (1) security(l) ldsSecurityObject (1)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-— Imports from RFC 3280 [PROFILE]

AlgorithmIdentifier FROM

PKIX1Explicit88 { iso(l) identified-organization(3) dod(6)
internet (l) security(5) mechanisms (5) pkix(7)

id-mod (0) id-pkixl-explicit(18) };

-- Constants

ub-DataGroups INTEGER ::= 16

-- Object Identifiers

id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136) }

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao- mrtd-

security 1}

-- LDS Security Object

LDSSecurityObjectVersion ::= INTEGER {vO0(0), vl1(1l)
-- If LDSSecurityObjectVersion is V1, ldsVersionInfo MUST be present
}

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

LDSSecurityObject ::= SEQUENCE ({
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
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DataGroupHash,
ldsVersionInfo LDSVersionInfo OPTIONAL
-- If present, version MUST be V1

}

DataGroupHash ::= SEQUENCE ({
dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }

DataGroupNumber ::= INTEGER ({

[

—_— = — — — — — — ~—
~

dataGroupl

~

dataGroup?2

~

dataGroup3

~

~

dataGroup4
dataGroupb
dataGroup6

~

dataGroup?7

~

dataGroup8

~

W 0 3 o U b W N

dataGroup9
dataGrouplO (10),
dataGroupll (11),
dataGroupl?2 (12),
dataGroupl3 (13),
dataGroupl4 (14),
dataGroupl)5 (15),
dataGroupl6 (16) }

~

LDSVersionInfo ::= SEQUENCE ({
ldsVersion PrintableString
unicodeVersion Printable String }

END

7 1: dataGroupHashValue (HIB4%5H14) e 448 dataGroupNumbe (B4 F) 45 69 £%
2 A AT BN R L m eyt H A,

72 2: DigestAlgorithmIdentifiers (HZHEARAM) LMAE T “NULL” &K, mRX KA
HAFBYE, BPAE A8 R8 RFC5754 1% ] SHA2 kB, SignatureAlgorithmIdentifier (&% H H4RiR
) (dn RFC3447 ¥ ® X #)) L2 ROBEZEEASLHK. BRERALABEXTANSFMHY
DigestAlgorithmIdentifiers (HZHEFARIAM) 693k, BpA S8 A5 H.

47 TREIER 1 ZE 16 WEIET S

HAEdl 1 (DG % 16 (DG16) 7 Al MV . EFEMERIRIAE FAF B TR H . B A N TR
R0 R WU T S o A B A NAFREAE — DNIE WA SO FHESEASCAF A IR 38 Posis s A
SRR o FEASCAF NATIX LSRRI S 40, S N RS n, EF.DGn A7l DGn H n 8RS .



38 BLEEHEIT UE1F
%38 BATABUEEE1 (DG1) £ 16 (DG16) ZHIHLEMAESIETE

HHEH BEARXXHAR FEEARHARIR T EARHARIRTF FRE
HH EF.COM ‘1B ‘01 1E’ ‘60
i 1 EF.DG1 ‘01 ‘0101° ‘61
HdiH 2 EF.DG2 €02’ 01 02° “75°
il 3 EF.DG3 03’ ‘01 03 ‘63
A 4 EF.DG4 ‘04’ ‘01 04’ “76°
il 5 EF.DG5 05° 01 05° ‘65°
i 6 EF.DG6 06 ‘01 06° ‘66°
HAmH 7 EF.DG7 ‘07’ ‘0107 ‘67’
i 8 EF.DG8 08’ ‘01 08’ ‘68’
HAEH 9 EF.DG9 ‘09 01 09’ 69’
HHEAH 10 EF.DG10 ‘0A° ‘01 0A° ‘6A”
HAEA 11 EF.DG11 ‘0B’ ‘01 0B’ ‘6B’
HAEA 12 EF.DG12 ‘0C’ 01 0C° ‘6C’
HHEAH 13 EF.DG13 ‘0D’ ‘01 0D ‘6D’
HAEH 14 EF.DG14 ‘OE’ ‘01 OF ‘6E’
Hde 15 EF.DG15 ‘OF’ ‘01 OF ‘6F
Hdd 16 EF.DG16 ‘10’ 01 10° “70°
R 22 RN EF.SOp ‘1D’ ‘01 1D 77

i EF.CARDACCESS ‘¢ 01 1C’

i EF.ATR/INFO ‘o1 “2F 01

HH EF.CardSecurity ‘1D’ ‘01 1D’

471 HIEA 1 — HEXER GREIE)

Hel 1 (DG MBUEICER B RMHLE X MM A, LItE e E it 2. KT LHifl

BEX A S HUR T 2B L5 1A T L RAT

WEAFZEAY (TD1,TD2 B¢ TD3 BUHLELRAT UE A% D«

ZHAE TR A AR 0x61 T EAF AT L EHLEIX (MRZ) ER. SERAE MR R, PlsXAE
B X R SFIF T HLEE X Hlaxn o — MR EHEE TR, SIEF LPTEN OCR-B HLE: X A5 EAH Ao
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39

=39 HIREA 145E

FE | KE &
61 Ay
FRs KE &
‘5F1F aAr | EAE AR RN X R 4.
(@:3D)
GZE R TR O ML B E SR KT B FHi. D
4711 #9B4 1 —TD1 A FHHEIELM 1 ©-FHiLRITIEMH G EF.DGL %4 TE

AR EHEA 1 TR R B O . B 1 BOAEE . HE AL EER B AR S BRI AL X A ik
BLET LA K Doc9303 5 3L 2R 3 &4 A% 6 8 3 Hh FirfiiR 1 e A A R . TDL BUBLEE U5 HRAT UEAF A Fodfa 21 X 4k
P K e 3R e A R0 T R TR |

E: A=FEFH [A-Z], N=%FF45[0-9], S=4%

= 5k

T4 [<],

Fz 40 TD1BEHIEE ARITIEHFERNEETE

F= B%KAH.

WiE et 0l EEzk
E= S Il AY HIBIT R B FHH A EH Py e
01 M UEAFARHD 2 F AS
02 M 2R E B2 R AL 3 F AS
03 M WS (U s R 9 F AN,S
D)
04 M KW E AL — IEF 5 B E 1 F N,S
HIE A5 8 LS R I
HARF (<
05 M AR FHE /B AR 15 F AN,S
ik 9 N FERMEN T,
WEE 5 B AR R
R 5 B0 B0 InE 78 7%
06 M HAE H I 6 F N,S
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HiE MR it

EX SR MY BIRTTR BN FHH AT 2E R pI RS
07 M R — AR 1 F N
08 M 1 5l 1 F AS
09 M FHIH 6 F N
10 M RHAr — B H ) 1 F N
11 M I 3 F AS
12 M QpvEE 11 F AN,S
13 M HERHAL 1 F N
14 M FA Ntk 4 30 F AN,S

4712 #B 1— TD2 A & FhikiRiTIE 49 EF.DGL %4 T 4%

AR EEEA 1 TR R B TR . B 1 BOAERE . HE AL EER B AR S BRI LI X A ik
BLET LA K Doc9303 5 328 3 &4 A 6 3 Hh i i (1 e A A R . TD2 BB J5 iRAT UEAF A Fodfa 21 X 4k
W R B e R R AR e L T R PR -

i A= FEFH[AZ], N=RFFH[09], S=HATH <], F= BRKAK.
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4l TD2 BWUEE AIRITIEHE X BIET R

i priE2cd: EE s

Z£2% SRR HiETEEMR FHE ATEERY i)
01 M WEAFARHS 2 F AS
02 M 2R B B AL 3 F AS
03 M SEEPNCES 31 F AN,S
04 M WS LA FEEFRD 9 F AN,S
05 M e 1 F N,S
06 M [ 48 3 F AS
07 M H AR H 6 F N,S
08 M e 1 F N
09 M P 1 F AS
10 M S5 H 6 F N
11 M L EAEIA 1 F N
12 M AT IR IE S A 7 F AN,S
13 M HERIHAT — HLEIX 1 F N

%2147
4713 #¥EM 1—TD3 A FHKIELEM 1 & FALRITIEHH ) EF.DGL T E

AR B AL 1 R T REAEAE B O R . BRAL 1 1AE G HEF RIgR AL EER B 7E S BRI LIS X Hh i R
BLHTLL & Doc9303 5 3CIFE 3 B MIER 4 B0 vh BTl i) se 4 AR ] . TD3 UM B 7 iR AT UEAF Ak K 4 X 4k
W R B 0 3R B HAR e U R 3R PTR -

E: A= FEHEFH[AZ], N=&F

FH[0-9], S=H#HFH <], F= BEKEHK.



42

PLEE IR Tl 1F

42 TD3 RLIEMATIEH R BIE TR

i EFEMERYEL EE 5k

B3 SRl MEAY HiRTEBM FHE Bk g TSl
01 M HEFFHARHD 2 F AS
02 M 25 R 1R B2 ML 3 F AS
03 M i N4 39 F AS
04 M WEAF 5 9 F AN,S
05 M RIGENT — RS 1 F N,S
06 M A 3 F AS
07 M A H 6 F N,S
08 M RIHT — A H 1 F N
09 M £ 1 F AS
10 M S H I 6 F N
11 M RS — B H ek 1 F N

A R#EH

12 M CIpri €7 14 F AN,S
13 M LR EDA 1 F N
14 M AR AL 1 F N

472 HiE4E 2 — WESIRAIFHE — ARE GaIER)

HAEdl 2 (DG 2) & N FRATUEAFREAT HLAS 4 B B4 00 B DA IS (8 S BR T ARA R ARSI, 8 N2 X T A 1R 31

RGN AE N EE . iRAE —LLERNES, 508 i E Br I 0E g N2 58— A\ I

® 43 HIEE 2 1R

RS

&

‘75’

W, EF.DG2 [ 4E W5 L dmtig
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4.7.2.1 EF.DG2 #y 4 44§ e g 25

Kdi 20 2 W ZUE FHISONNECT816-11] HH 48 /& 5 4 kB A W RFAE 5 AR [ AL P IE (S AR (BIT) ZH A%
B, DME RS A7 i 2 AN A VDRI AR I 5 A PR i 388 P 22 e AHEZE A — 30, AR DR IE 7 B AR Tt e A7 AE AR
VIR E SR BRI € I AE VDRFAE . [ISO/IEC[7816-11] ) ik F2 0 Il 2 s FH ,  RIASE FH T — AN B ) A R FIEBEAR
HIgiig. Ja—REN L n=1 FFER RIS RoR

TR ERBCRAT LU 454 -

F 44 BIRLE 2 — HESESRERRE

P& KE &

“TF61> | T[AR IR B R
FRAE KE &
02’ ‘01’ B — XY RE S

“7TF60° CIES BN EYIRE BB
FR& KE
‘A1’ A | AEMRRIE ERRIEAR (BHT)

E | KE A&

80" | 027 | EPRRATHLNEIRIRA 0101 GEFEIERD — W)
RRAEE A2 ks SUHE S 0R 3 N B A =R A

817 | 01- | AEWPRRIERAL GREFMERD
03’

827 | 01 | HdE4l 2 FIAWIE T 2R

®3° | 07 | GUEEHEARBS ) GEBEERD

85> | ‘08 | HHI (A__FE_ ) CGEEMRD

‘86° | 04 | AAMFHIESEHAE (PID) A GEEEIERD
87 | 022 | #ATEE CBLERD

88> | 027 | AEAKA CRBERD

SF2E’ BY | AIAR | AEWREIEEOE CIRAERE BT S i) AR AR IESL
“JF2E’ 4R (BDB) .

1§ FH A5 R 08 38 FH A8 H ks sUHEZE B9 BR AN S bR IR . [ISO/IEC 7816-11] 7 5 5E 1 3t 16 A= W04 AIE 15 AR AR
(BIT, Fr&ETF60’) THMIA RFRIAEIRAN R br&06”) NSRS T . [FRE, %M % E 18 Ebr
TR -

R TR HAREE, RN A e S 5 — AN AR AE N 4% [ISONEC 19794-5] (#8347 4t o

7Z: ISO/IEC 39794 544 ISO/IEC 19794:2005 nk, A £ 445 A4 20 6 B IR ARk, L5 456 T
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4722 #E4 2 —EF.DG2 %#ELTE
AR EIRA 2 (DG2) ol GEAFEIEIE e . BB 21 X 3 N A0 oo 3 S A N R R T

E: A= FEFH[az, AZ], N= HFFH09], S= BAFH[<], B=—#t#lHE, F= B2 KIS,
Var = T & K &Ko

FR45 HIRB 2 BB E

iz IEFEMRIE EE =k Ymhg
TE S il AY BB TR AR FHH | OAEH i) YmABE K
01 M O THE AE A 1 F N F 1% 9 Anib A 1)
FRAE G B 5 ME— 2 .
02 M HhR Var AN | Bl e R TR TR 01
R e HE I
03 M THI R A= VDR AIE 5L Var B o E R HAE TR 01
gAY I 5E L

4.7.3 HiE4E 3 — MIMRAIFHE — F45 GEFMERD

] s B AT A 2R A 3 [ AT DL B A FH 8 SO N B I A R B A SR SR LSS Gl Bh S N, X Ak
i NE R4 3 (DG3) .

F 46 HAEE 3RS

R KE &

63 Var W, EF.DG3 [ 445 L gmtis
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BEIFHILERA 00007 o WbLE 25T F & K AL B M,
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4712 R 12 — WINEHHFEER GEEMRYD)

R 2H A F AT SRR BRI AE 2. o 1220 P 10 T A B8 G 3 A A ik R 11
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& | KE B
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EIETIEN
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B, Var=TEKE B
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YYYYMMDD.
03 0 HAt N FEGIE S 99 Var u H g A,
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04 o} BEVEL 99 Var u H g A
= K
05 ] RIS H B R 99 Var u SRR S
1SN
06 0 HL LI IRAT Var B 1% [1SO/IEC 10918-1]33k
UEAF ) 2F T A 1T k.
07 0 BLEEHRAT AT Var B 1% [1SO/IEC 10918-1]33k
25 T B i wia
08 o A AL (8] 14 F N yyyymmddhhmmss
09 o} NN S 99 Var u H g,
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4.7.13 HiEE 13— EIFMEIEAER GEEMERD)
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4.7.14 BHELE 14 — RIRIED (BEER)D

B 2H 14(DGLA) B2 M In 22 R ML 1 22 RIE T . 11 W Doc 9303 5 A5 11 5845« B FHLIEARAT IR L
&0 SO BERA 14 0B, a0 B8 A DA UE B FH 8 BSR4 e B St A 11 AN AIE iE R Rf 3T (PACE -
GM/-IM) 33 B F-HLEL AR AT UE AR 85 S R F 1

T76 WIRA 14155

R KE &
‘6E’ Var %% Doc 9303 5 55 10 B4 IR 4H 14 24715 B

47141 #4414 —EF.DG14 % # &
AT HEIAEHEA 14 hATREAATE I BHE 0 E o A0 4 X SN I 250t oo 2% S LR AR N R s

E: A= FEFH [az, A-Z], N= HFFH[0-9], S=8H%FiF[<], B= —dtH &k, F= BT KEMK,
Var = T & K & B

R OBIEEIANBIELER

R EIFMERYER EE K YRED
TE BRI R BIBTERMR FHH | TR e il RIS ER
0 CARAE R Var B %% Doc 9303 5 4455 10
Ay . B 4.7.14.2 TR E
TR 14 2245435 B

47142 HAEA 14 ZHRAZE

AR ASNLL Bidls 454 SecurityInfos CZZR(5E) S VR E A WAFAL 2 ORI A5 it o H T
BAEIEE RS, EVOZEERS hAEEAL 14 B i FHLEEIRAT IR 3R B SR AR A3 B SR I 22 R DX
(2 ARERIN I

SecurityInfos = SET of SecurityInfo
SecurityInfo = SEQUENCE {
protocol OBJECT IDENTIFIER,

requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL
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ZARME BHAR SRS IR B LTS

BARRIRTT P BAR IR SCRF AR

TF TR R0 B 15 USRS S A 2 1 K8 5

TFIBE T 36 K 0 2 SO A€ 1O W] I 40
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RT79 IR 15 IMIETE

HiE EFFMEREL EE=k RHg
Ex BRI R BIRTERR FHH | T il YRAZER
0 BTN Var B 1, Doc 9303 5 3¢ f
NAGR 11 34

47.16 #IEA 16 — #BFAN GEFEMHEA)

ZHPEA Y R BB E R WS N AR B AT L 1 — R . B4l 16 (DG16) (Wi
HAWBHEA —+) AEEREAREN: B4 16 BiE a2 —MNEINE R R, 255 RAUAER
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< 80 HIELA 16 FrE

R KE &
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R KE &
‘02’ 01| BEARCS CRUHELESE — Btk D
‘AX’ Var | BTG, Hodox (x=1,2,3...0 BEREGH BT 8

‘SF50” | ‘08’ SR A
‘5F51° | Var N #E4

‘5SF52° | Var 1%

‘5F53 Var Hohk

4.7.16.1 #4%% 16 — EF.DG16 % # T &
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E: A= FHFH [a-z, A-Z], N=KFFH[0-9], S=HAFH[<], B=—#tHHIE, F= BT KEMRK,
Var = T & K & B

<81 HIEH 16 BIETR

BHE MR [ xE 3% gy
TE SRRy BIEITRBIR FHH | AT il RIS ER
01 M, (R IPNE 4 1 F N FruZ A 4 A R A
pup ks .
Az 16
02 M, Aaedid] 8 F N R, @ H
ok VEA H 3 ¥3 =YYYYMMDD.
G 16
03 M, W E s Nk 44 Var AN, S | ZIRHLEE XA N IH AT
L Xk FEEMIRE (<) o« NFVFEEL,
Hma 16 PRIRAT
04 M, BUESIPN Var N,S ES| TS A R R R =R S
LRk GERVRER ] FAGAIA S Y) o %
iR T2 03 & ITU-T E.164 (984
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5. ZIEHIESM 2 A GEFMHA)

WARKE S 2 (LDS2) s RBBUE L 1 T HLERAT UE AR A B — N B PE A A 5 A I g, At
VREUEAF 2 A5 W IRAT 15 BT 8O 2 il . AR ER 451 2 JE 1 i w] DAKC 7 A7 AT $d (ZRUEATiRAT
) Je HAAT B FHFENGRATE B N CAROINAEMIRFIE) o 3 i LB RAT UL ROYI P A5 P Vi
AR RS AR R B R g — RA AL T B, R T LR R AT IR ) A B
(e B JE— S AR AP U S 2 O« 2 AR 4B B 52 313 15 S5 R A 12 55

WAt IR 32 AR S5 2 A BRI IE 3k B 2 -

o JRATIES (EIED)
. AR,
o BINAEMIERRIE.

FEEAVE T B R A0 2 N AT, eSS AR AR 454 1 s T HLERAT UE R R

51 KMATICREA (BHEHH)

JRAT 1 SR AT A HH 6 A [ BRAS A HLAG STt o 4n R L8 P e 6 1R AR AT IE SN, W BLTR A AE —
ST T ER LT

MF
(F31F)
LRXH: kT EF.CardAccess EFDIR EF.ATR/INFO EF.CardSecurity
oRNA Securitylnfos Securitylnfos
) ‘ (e He A i (A S (AL T (AT IR
AD=ROU0O00ATZOOT( | gxingg 10) IR 1E) R 01) RS D)

EF.Certificates
ETE-Z LS
FRIRAF “1A)
EF.EntryRecords EF.ExitRecords
(R HE A A CR A
FRIRFT 017 FRIRFT 02)

4. MRITICREEH
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4 [ISO/NEC 7816-4], A 8i Fll Hh 55 ik A7 10 3% AF fiff £ P9 A~ B8 0 1) 3 A& SO EF.EntryRecords F1
EF.ExitRecords "', fEMRAITICKINH TR T, PEMBEALMESEN, DK/, RITidREa#H
UEFBAFAGAE g () 3L A S F EF.Certificates 1,  BA 2o ME45H) HAC S /N 48,

511 NRA®E — TAXH

JiRAT 1E 35 N FH b U 5 AR N TRE 6 F SO 44 B SL F AR RAT (AID) SRIEFE. B AR IR AT oA 6 35 [ b
PR ZURSE [1ISO/IECT816-5] Z e Ay M N AR IR AT,  SEHEAT e 3 B & A MR RTTY R (PIX)

VEMHRE PR IRET A0 00 00 02475
JiRAT 135 N A 20 FH A N AR IR AR = <20 01°; A0
o RATIC I 4 R AR IR AT 24202 < A0 00 00 02 47 20 017,

WP AT RS RUANE X E R AR S5 ) 2 N P A e i AR D7 TR PR Ul PR Bt s B9 2488 6 I LT

5.1.2 EF.Certificates (3@l{t)

RATIC K284 5 UE BAFAGTERL & SO B A b, R GRMESEH, Id RN A AR X SeiiE
PEE4 TG KRG T — B B 4&IGIE EF.ExitRecords Al EF.EntryRecords U4 A4 00 S B 725 4 .

#82. EF.Certificates

=S EF.Certificates

AFFRIR 011A°

FLFEA SRR 1A

HFEIFMM T[] PACE+TA (MR#5% 96, HRATICHIRILD3AL)
[EARSEL el PACE+TA (iR#E3K 96, HcfTic 4% b3
Bt B 55 1 17 PACE+TA (iR#EK 96, Tt 4% batr)
5 5B Y 1] KA

BRIV 1] KA

AL LRMELER, Il NI AR

RN ES
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HEFIC A A A B EE 45 09 2- TS 44 A X 509FE BEHE X % . — MIFHid ol A — P N

ABRAT IR i 5
%< 83. EF.Certificates i2 ®A&\
sal
FR& AR Vgvieakd: 0] 1% Al
‘SF3A’ BT M V(22)B ‘SF3A” ‘Len’ {H %4 5| SerialNumber }
72’ X.509iFF3 M V (900) B 72> ‘Len’ { X.509 iF4 }

Er ARARGITREARE R TEHKBEMIAS, ARAEELARESBRT X,

R #E Doc 930345 34, DOSF3A W & W E XA S (5X509# B ik 5 28 & 1

countryNamerl I (AL FIRAD . JFEEHF 5.

HFAXB509UF P HE AL S —H K84 /N IASN. LG TS I BHE G 2« A % X.5091F 45 1 1 40 B 5k v 2 1,

Doc 93035 344 55 123 43 L T C B S B

#F< 84. X509 IEPLEMIRGI
1 WiRA ~BIME
e

&N WL 3 2
seriaNumber HURE IR £ 220 FHT
B BAE ecdsa-with-SHA256

countryName 2R E 4 ‘Us’

commonName BRI % (29N THF) ‘DHSCA0001°
A R

notBefore UEF AR H ) “131225000000Z’

notAfter UEF R H 2308242359597’
A H

countryName B RG BHx4 ‘Us’

commonName BIRA 4R EZINTT) ‘SFO000001°
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subjectPublicKeyInfo

NHEE ecPublicKey
B HAY BIRS A ECC256 A%
¥l
AuthorityKeyldentifier
ExtKeyUsage
BN AT ecdsa-with-SHA256
B4 BREZBA ECDSA256% 4

E: L EAUH BB, 12 FIAPPEND RECORD G A it H i Z BEARITILEL A E A 4T
EF.Certificates. ¥ vA{# J READ RECORD < 4~ A EF.Certificates i B iE $5 1T K o A~4F £ 37 S M & 4 P 12
F. HRATICFE R B+ B 4 FEF.Certificates#9 5% X 70 T3k o4 4 4£ 254,

5.1.3 EF.ExitRecords (3&&IMERY)
H BRI SRS B LI R S AL &5 R G0

%= 85. EF.ExitRecords

P S EF.ExitRecords

SCAFRRIR ’0102°

TR A SO AR AT 02’

IEFEIFMM 5 1] PACE+TA (MR#E% 96, FRATICRAAL bl fi)
Bl R/ HZAC RV ) PACE+TA (iR¥EZ 96, HATICEIZAL bl A1)
B c sx U 17 PACE+TA (fR#EK 96, HATICFIZAL b2 i)
B A Al KA

BRBRIC SR ] KA

SCARGER LEMESEN, AT AR

RN AR

H DR I A A R 86 FITR

Er TEAARGTLRIEARE R TEHEKREMAR, ARAEELGIRETRT X,
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< 86. AE/HIFIERER

Sl
& | s S HESEMERY FEae NG
‘5F44° BV TFHLE R (ERICFEIAD M FRA USA
73 A RATIe S (B416E D
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FAELEM 2-TS BLHWR—M Bt dh — B RE) , EXIEH B N/HAm2) EF.Certificates Z 7T, T

# % /£ EF.Certificates ¥ &R F —iEH a9 3 A, HAFNHIEFH . XV EF.Certificates 49 K N H 522
F ey K,

E 3 FHHIELEM 2 W FIIERTIEHREZS 2K T F % R AEILEE AN\ EF.EntryRecords,
5 N EF.ExitRecords, R Z7F&K.

VE 4: AR4E Doc 9303 5 LA 30 EM/THAE K =F K4,
B R TP Y R . 7600 R e AT L 0 WP P I o 5 1 4 .

BOUC RS ST DO 7T A (ARG, GFhRE 73R . B4l 24
PELhty 2-TS & k.
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MSERATIC R L T2 B EE AR 2-TS 254 FF H s BAEEE R AT 10 s N & F e I Y
EF.Certificates # (1R [6]— AR AR

AT # ) APPEND RECORD 5 A (Pl 2| A, AT IERABESR CEHD siMikR.
TS A A P FR I A S e S B S A2 254,

5.1.4 EF.EntryRecords (3&i4)

UL @A 70t 2B B3 RGN L 3%

%< 87. EF.EntryRecords

P S EF.EntryRecords

SCAFRRIR 0101°

T IEA AR IRFT 01°

HFEIFMM 15 [ PACE+TA (MR#EFK 96, JRATICRAZAL bl fi)
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BRIV ) KA

SCAREER LEMESEN, Al NI AR
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ABTER S5 1 52 86 FITLE (1 Hh 510 sk I S5 A ) o
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AID ="A0 00 00 02 47 20 02

(R SR BRI FF 100

(R SCAF bR IR T 11E)

(RSO FRIASRF 01)

MF
(F3th)
ZEiFId R EF.CardAccess EF.DIR EF.ATR/INFO EF.CardSecurity
M Securitylnfos Securitylnfos
L H S

(LA bR IRTF DY)

EF.Certificates

(RS FRIRAF 1A)

EF.ExitRecords

(R SCPHARRTT 030

[# 5.

FIEIE R4

BRI S ARATAEZRUEIE 3 B & B SO R 2R A S EF.VisaRecords H. HR#E[ISO/IEC 7816-4], 2%
R TEA IC S K /NA] AR PR LR 45 K o ZEUE 0 S 4 FIE B AR E B ) A S0 EF.Certificates 7,
HALMER, D RN,

52.1 RNRB%EF

— TRAXH

ZEAE TS B @ U S AR IRAE (AIDD) AE TR & SO A AT 8 . BOAAR AT L FE 1SO
T4 [1ISO/IEC 7816-5] 43 HC (TEM N AR RS, JEHR RN H LA MR (PIXO -

VR R R AT 2 A0 00 00 02 47,

REUEAC S B A AU F LA N FH AR RT3 i =220027; A1

ZEAEC 3¢ N FH Y 58 38 8 FFRIR ST 2 <A0 00 00 02 47 20 027
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74 PLELIR T Ul

5.2.2 EF.Certificates (3@slft)

ZEAUFAC R 25 44 A A7k 78 B & B SCHE N I EF Certificates 1, 2R TESEH), 0 A/NATAE, IX et
WE B B0 R4 #E—5 B 4I0UFEF. VisaRecords FH A I iC sk AL 745 44

<88. EF.Certificates

PELES EF.Certificates

SAFFRIR ‘011A°

FLFEA AR IRST ‘1A’

HEFIFMMi 7] PACE+TA (iR#EHRI7, ZEILRKIZAD3AL)
[EARSEL F e PACE+TA (iR#EHRI7, ZEICRKIZAD3AL)
B B 3% v i) PACE+TA iR#EHRI7, ZEICRKIZbANL)
I F U KA

BEBRAC SRV i) KA

SRR LRPEZER, Al RN AR

NN EES

EPis & A BEREIEEN 2-V 2438 X509 WEHHIEN R —MER AR A — PNz A
FAUETE R T -

SRS FH H IEFIC SR I 454 53R 83 PITHLE MUHRAT 10 3% B2 P (R AIE P10 sk I S5 A A I

WEFid {8 F] APPEND RECORD x4 5 N Fic %M % >4 F i) EF.Certificates. 1] LA{# FY
READ RECORD 14 M EF.Certificates #EHBGEFi0 T . NEEHEMIRIERICS. ZUFicsE N HE H 0
N EF.Certificates i) Kid % %N 254.

5.2.3 EF.VisaRecords (G&HIITHHEY)

UL S b FAFARAE B AT IC RN AR (Y 2R PR 25 44 1Y) EF. VisaRecords 1.
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%% 89. EF.VisaRecords

A4 EF.VisaRecords

AFFRIR ‘0103°

FHEA SRR ‘03’

HEFEIFMM S 1] PACE+TA (fR#EFRI7, ZiFid b1
Bl R A R R V5 ] PACE+TA (HR#EHI7, ZiFid 2D
B Bnic 55 17 17 PACE+TA (iR#EHRI7, ZIEILRKIZD2A1)
HIEHC T KA

BEBRAL SRV i) KA

SRR LRPELER, EF RN AR

KN HES

FFIAAE L & — 541 BER-TLV x4 (DO ‘5F28° il DO ‘71’ ) , JafEEsziEbrid
(%:4) DO, LLAAE X EF.Certificates H & 84 45 04 2-V &4 ZHUE P4 51 DO. DO ‘717 & F#R
hA I —41 DOs (38

E: TAARGITRIAARE R TEHEKRLEMIAR, ARAEELGIRESBRT £,

£ 90. EF.VisaRecords #&3%

S/ IR
L 7 ¥ S B/ B & HH %X Nl
‘5F28° 25 R [E BT LA M F(3)A NLD
HZRILFRANAD
“71° ZRUEidsE (BLAEE)
‘5F28° 29 [ B M LA M FRA NLD
‘43’ HE 2R M F(2) AN,S VS
‘SF71° AHLERZEIE 0 F (48) AN,S
‘5F72’ BRMLILEIE o F (44) AN,S | VCD<<DENT<<ARTHUR<
PHILIP<<<<<ggggg<<
‘5F73° NI 0 V(1) B ‘01’ — FF’




76 BLEEHEIT UE1F
SRR
& | A& ES B/ BEHR B N
“5F74’ A CH A4 FQB ‘010000” - ‘FFFFFF’
‘5F75° P 0 F(9) AN,S X185935F8
‘5F76° REAERAY /K5 / P2k o] V(4B
‘5F77° CR Y =5 o) V(8B
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‘5F25° ARHE GERED M F(@B)N 20120826 (yyyymmdd)
‘5F24° RAH M M F()N 20130826 (yyyymmdd)
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‘SF32° | #hREE (BRiE: RS 0 V (50) AN,S,U RIS W N
+ BRHANFIAT P A )
‘5B’ FE NS (24) M V (50) A, Sp VAN DER STEEN
MARIANNE LOUISE
‘5F33° FEFRRFF (D M V (50) A, Sp VAN DER STEEN
‘SF34° PCERRRRF () M V (50) A, Sp MARIANNE LOUISE
‘5F35° 5] M F()AS F, M, or <
‘5F2B’ A H M F(B)N,S 19870814 (yyyymmdd)
‘SF2C° 5 M FR)A NLD
‘SF1F’ Pl X M V (50) ANN,S VAN<DER<STEEN<<
MARIANNE<LOUISE
‘SF40’ B im B A= PRI o] FQB ’0201°
B w
‘SE37° FSEMEERRID (244D M V (140), B ‘5F” 37’ Len
(%4}
‘SF38° | WHHERAM2-VIE Bt RS AE M F()B 017 ..CFE
EBgS Gdats)
21 A= FHFHaz, A-Z], N=HKFFH[0-9], S=4H%FH[<], B=—#tH#E, F=EBZKERK,
V= TEKER, Sp=24.

7 2: #&3% Doc 9303 5 L 4% 3 34

7 3: {Ek 49 DO'BF40', 4345,
'ﬁ/’\%’:aﬁ#fﬁb 'ﬁ‘o /\ﬁé%'}*ﬂfl;’— fﬂ

HERE=F

Rt

W) oL A @, £ AFIER ARG I o £ 4F 420 Bl o &,
TIEFF L35 e £ 4 A8 R B, 7 Ae 4% A1 iX — DO,

O Y WL i)
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A0SR EE X RENE R E . B RS w54 IR LE A NUFP A P 0 o A 1D S A

FIZIEL RIS — Ml DO7TIHHEME TS (MRS , GEtRd 71 K. %4
1 B HERE A5 2-V 24 A

Wi SR I0 s 28 44 BT 75 (B AR 8 45 4 2-V 28 44 34 UE 1 A7 0 A6 25 UE A0 S B T 4 F SC A 1 1) B gk
EF.Certificates fi 71 .

AL F s FUfE | APPEND RECORD [ffiN#] EF.VisaRecords. ZSFidsk NSRS CHEB) B
. EF.VisaRecords ' 0¥ B fx Kidf s 2 254,
5.3 PMIMEMMHERE (B%ER)

BTN A A0 R AAE S FH T LA B 25 R B B AL it o SR 2 R P Ak 110 B 0 A= 0 AR 0 7 FH BAT ] 254U
SR O AT, U LR (2 25 R A (R 0 ZE P 2

MF
()

ERXH: i FRXMH: MmEY EF.DIR EF.ATR/INFO EF.CardSecurity
ieENMH HFAE R Securitylnfos

AID="AD 000002472002 | |AID="A0000002472003"| | (RESCHFFRINEF 1E) RSO bR AR 01) (R SCAF BRI ST D7)

EF.Certificates EF.Biometrics1 EF.Biometrics2 EF.Biometrics64
AR IR SRR AR IR SRS
011A ‘0201 ‘0202 ‘0240’

6. FIINEAIFAER L5
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531 NR®%E — TAXH
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o
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“TF2E’ VR BRI M “7F’ “2E’ Len {DO’5F2E’
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#& 94. EF.Biometrics #RIRFF
BAYH | EHRAY BAYH | EEAY
BEARH# FRIRFF HERIRTF AR H# FRIRFF HFRIRTF
EF.Biometricsl ‘0201° N/A EF.Biometrics33 ‘0221° N/A
EF.Biometrics2 ‘0202’ N/A EF.Biometrics34 ‘0222° N/A
EF.Biometrics3 ‘0203’ N/A EF.Biometrics35 ‘0223’ N/A
EF.Biometrics4 ‘0204’ N/A EF.Biometrics36 ‘0224 N/A
EF.Biometrics5 ‘0205’ N/A EF.Biometrics37 ‘0225 N/A
EF.Biometrics6 ‘0206’ N/A EF.Biometrics38 ‘0226’ N/A
EF.Biometrics7 ‘0207’ N/A EF.Biometrics39 ‘0227 N/A
EF.Biometrics8 ‘0208’ N/A EF.Biometrics40 ‘0228’ N/A
EF.Biometrics9 ‘0209’ N/A EF.Biometrics4l ‘0229’ N/A
EF.Biometrics10 ‘020A° N/A EF.Biometrics42 ‘022A° N/A
EF.Biometrics11 ‘020B° N/A EF.Biometrics43 ‘022B° N/A
EF.Biometrics12 ‘020C’ N/A EF.Biometrics44 ‘022C’ N/A
EF.Biometrics13 ‘020D’ N/A EF.Biometrics45 ‘022D’ N/A
EF.Biometrics14 ‘020E’ N/A EF.Biometrics46 ‘022F’ N/A
EF.Biometrics15 ‘020F° N/A EF.Biometrics47 ‘022F° N/A
EF.Biometrics16 ‘0210’ N/A EF.Biometrics48 ‘0230’ N/A
EF.Biometrics17 ‘0211’ N/A EF.Biometrics49 ‘0231’ N/A
EF.Biometrics18 ‘0212’ N/A EF.Biometrics50 ‘0232’ N/A
EF.Biometrics19 ‘0213’ N/A EF.Biometrics51 ‘0233’ N/A
EF.Biometrics20 ‘0214 N/A EF.Biometrics52 ‘0234’ N/A
EF.Biometrics21 ‘0215’ N/A EF.Biometrics53 ‘0235’ N/A
EF.Biometrics22 ‘0216’ N/A EF.Biometrics54 ‘0236’ N/A
EF.Biometrics23 ‘0217 N/A EF.Biometrics55 ‘0237 N/A
EF.Biometrics24 ‘0218’ N/A EF.Biometrics56 ‘0238’ N/A
EF.Biometrics25 ‘0219 N/A EF.Biometrics57 ‘0239’ N/A
EF.Biometrics26 ‘021A° N/A EF.Biometrics58 ‘023A° N/A
EF.Biometrics27 ‘021B° N/A EF.Biometrics59 ‘023B° N/A
EF.Biometrics28 ‘021C’ N/A EF.Biometrics60 ‘023C’ N/A
EF.Biometrics29 ‘021D’ N/A EF.Biometrics61 ‘023D’ N/A
EF.Biometrics30 ‘021F’ N/A EF.Biometrics62 ‘023E’ N/A
EF.Biometrics31 ‘021F° N/A EF.Biometrics63 ‘023F° N/A
EF.Biometrics32 ‘0220’ N/A EF.Biometrics64 ‘0240’ N/A
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a) AR Aan KA Fe AR AS X 89 3F R ARIRAF [TR-03110]:

id-roles OBJECT IDENTIFIER ::= {bsi-de applications(3) mrtd(1) 2}
id-1S OBJECT IDENTIFIER ::= {id-roles 1}
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XFFRRATIC R B, A RARIRAF IS Rl LR S 9 -

id-icao-lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-lds2 1}
id-icao-lds2-travelRecords-access OBJECT IDENTIFIER ::= {id-icao-lds2-travelRecords 3}

#*96. IRITICRMN AR

FH1
3% b8 b7 b6 b5 b4 b3 b2 bl
Tit’d
it ’d
e
% Wi
R Bt i EF.Certificates 1
B8R PEIFMM EF.Certificates 1
B 0 EF.EntryRecords/ExitRecords 1
L% 2 % IFMM EF.EntryRecords/ExitRecords 1
KT REUE IR S, BT GAR VR E AT [ AL G ) 2 -
id-icao-lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-lds2 2}
id-icao-lds2-visaRecords-access OBJECT IDENTIFIER  ::= {id-icao-lds2-visaRecords 3}
= 97. ZFIEICRMRARI
FH1
R b8 b7 b6 b5 b4 b3 b2 bl
Tl
Tl
TilEd
> s
E T e
18 | FHINEF . Certificates 1
BL/E & 1% FEIFMM EF.Certificates 1
Fft 0 EF.VisaRecords 1
MY 2% FE/FMM EF.VisaRecords 1

X T BRI R AU RAR VT RIS ) AL G i A -

id-icao-lds2-additionalBiometrics OBJECT IDENTIFIER ::= {id-icao-lds2 3}
id-icao-lds2-additionalBiometrics-access OBJECT IDENTIFIER::= {id-icao-lds2-additionalBiometrics 3}
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TEAF RS TR BIFMM/ S [07%/5: EF.Biometricsl 0201° 1
FEBE IR R i B/FMM/ELEF Biometricsl “0201° 1
TEA5 RS NI B IFMMY S 1805 152 EF . Biometrics2 ‘0202 1
;I‘l‘ FEBE IR R i BFMM/ELEF . Biometrics2 ‘0202 1
b | 7615 FVIR A Tk BYFMMY S 105 2 EF. Biometrics3 ‘0203’ 1
TEBOEIRAS N ik B/FMM/iEL EF.Biometrics3 ‘0203’ 1
TEA5 RS NI B IFMMY S 1805 1 52EF. Biometrics4 ‘0204’ 1
FEBE IR R ik BFMM/ELEF Biometrics4 ‘0204’ 1
TE15 FPRAS N & BIFMM/ S 1E0E 132EF . Biometrics61 ‘023D’ 1
FEBAE IR N 1% B IFMM/ELEF Biometrics61 ‘023D’ 1
TE15 FPRAS N & BIFMMI S 1E0E 132EF . Biometrics62 ‘023E’ 1
E FEBEIRA F L 3%/FMM/ZEF . Biometrics62 “023E’ 1
n%‘ 7215 FPIRAS Rk BIFMM/ S 3805 1E2EF . Biometrics63 ‘023F 1
TE R IRA Nk #/FMM/iEF.Biometrics63 ‘023F 1
TEAS FRAS N IE B IFMMY S 105 1 52EF. Biometrics64 “0240” 1
TEBORIRA Nk #/FMM/EF. Biometrics64 ‘0240’ 1
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6. ITRIRIDFT

6.1 ZIBHIRGH 1 AZEBUIRLEN 2 MANRITRFFHE

99 IZIEHURLGH 1.7, BEEIRLH 1.8 MBEHIELE 2 M RIFAFF
I RIRRFF & A
id-icao joint-iso-itu-t(2) international- I PR R AT H S0 BRI TF
organizations(23) icao(136)
id-icao-mrtd id-icao 1 AL PR AT IR 5 R AR IR AT
id-icao-mrtd-security id-icao-mrtd 1

id-icao-ldsSecurityObject

id-icao-mrtd-security 1

PR S5 AR B

id-icao-mrtd-security-cscaMasterL st

id-icao-mrtd-security 2

[ X 2 BAE R ESIR

id-icao-mrtd-security-cscaMasterListSigningKey

id-icao-mrtd-security 3

id-icao-mrtd-security-documentTypeList id-icao-mrtd-security 4 WEFR LT R
id-icao-mrtd-security-aaProtocolObject id-icao-mrtd-security 5 WS BRALHL
id-icao-mrtd-security-extensions id-icao-mrtd-security 6 ERXZEBIETYREH

id-icao-mrtd-security-extensions-nameChange

id-icao-mrtd-security-extensions 1

id-icao-mrtd-security-extensions-
documentTypeL.ist

id-icao-mrtd-security-extensions 2

EAFRE A4 I IR 2T

id-icao-mrtd-security-DeviationList

id-icao-mrtd-security 7

B AL P RARIRAAT

id-icao-mrtd-security-DeviationListSigningKey

id-icao-mrtd-security 8

id-icao-lds2

id-icao-mrtd-security 9

WARHIE 5K 2 X RARIRTT

id-icao-lds2-travelRecords

id-icao-lds2 1

JARAT 135 L FH K 26 36 SR R

id-icao-lds2-travelRecords-application

id-icao-lds2-travelRecords 1

JEATIC S AID

id-icao-lds2-travelRecords-access

id-icao-lds2-travelRecords 3

BAUEY J&

id-icao-lds2-visaRecords

id-icao-lds2 2

REAUEIC S5 L FH B P X AR IR

id-icao-lds2-visaRecords-application

id-icao-lds2-visaRecords 1

ZAEIL R AID

id-icao-lds2-visaRecords-access id-icao-lds2-visaRecords 3 FRGEY &
id-icao-lds2-additionalBiometrics id-icao-lds2 3 BRI A PR ALE 250808 X AR R AF
id-icao-lds2-additionalBiometrics-application id-icao-lds2-additionalBiometrics 1 | Bt In i AE¥0HEAE AID
id-icao-lds2-additionalBiometrics-access id-icao-lds2-additionalBiometrics 3 | ZBULEY &

id-icao-1ds2Signer

id-icao-lds2 8

R A 2 2548 X RARREF

id-icao-tsSigner

id-icao-1ds2Signer 1

WARHE G5 2 IRATEN A UETS

id-icao-vSigner

id-icao-1ds2Signer 2

WA 45K 2 BAE S R

id-icao-bSigner

id-icao-Ids2Signer 3

WARHIE 5K 2 MRS 4 R TS

id-icao-spoc id-icao-mrtd-security 10 SPOC X} G ARiRFF
id-icao-spocClient id-icao-spoc 1 e
id-icao-spocServer id-icao-spoc 2 k55 %
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7. ASN.13#35

id-icao OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) international-organizations(23) icao(136) }
id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}

id-icao-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security 1}

id-icao-mrtd-security-cscaMasterList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 2}
id-icao-mrtd-security-cscaMasterL.istSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-security 3}
id-icao-mrtd-security-documentTypeList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 4}
id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security 5}

id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-mrtd-security 6}
id-icao-mrtd-security-extensions-nameChange OBJECT IDENTIFIER ::= {id-icao-mrtd-security-extensions 1}
id-icao-mrtd-security-extensions-documentTypeList OBJECT IDENTIFIER ::= {id-icao-mrtd-security-extensions 2}
id-icao-mrtd-security-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 7}
id-icao-mrtd-security-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-security 8}

id-icao-lds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}

IBERUREE 2 RITICR B A RERIRFF

id-icao-lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-lds2 1}
id-icao-lds2-travelRecords-application OBJECT IDENTIFIER ::= {id-icao-lds2-travelRecords 1}
id-icao-lds2-travelRecords-access OBJECT IDENTIFIER ::= {id-icao-lds2-travelRecords 3}

BB 2 ZIEI0 R AX RIRIR R

id-icao-lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-lds2 2}
id-icao-lds2-visaRecords-application OBJECT IDENTIFIER ::= {id-icao-lds2-visaRecords 1}
id-icao-lds2-visaRecords-access OBJECT IDENTIFIER ::= {id-icao-lds2-visaRecords 3}

BB IR LA 2 AN AE 45 B A X RERIRFF

id-icao-lds2-additionalBiometrics OBJECT IDENTIFIER ::= {id-icao-lds2 3}
id-icao-lds2-additionalBiometrics-application OBJECT IDENTIFIER ::= {id-icao-lds2-additionalBiometrics 1}
id-icao-lds2-additionalBiometrics-access OBJECT IDENTIFIER ::= {id-icao-lds2-additionalBiometrics 3}

id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-lds2 8}

id-icao-tsSigner OBJECT IDENTIFIER ::= {id-icao-lds2Signer 1}
id-icao-vSigner OBJECT IDENTIFIER ::= {id-icao-lds2Signer 2}
id-icao-bSigner OBJECT IDENTIFIER ::= {id-icao-lds2Signer 3}

id-icao-spoc OBJECT IDENTIFIER ::= {id-icao-mrtd-security 10}
id-icao-spocClient OBJECT IDENTIFIER ::= {id-icao-spoc 1}
id-icao-spocServer OBJECT IDENTIFIER ::= {id-icao-spoc 2}
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8. &EH (Aeh)
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WAy o R

ISO/IEC 14443-4 ISO/IEC 14443-4:2016, R A4lF — JF3Em X ERELHEF — BREF — % 4345
L

ISO/IEC 10373-6 ISO/IEC 10373-6: 2016, iR 5| — MK F ik — H 6 5 B F

ISO/IEC 18745-2 ISO/IEC 18745-2:2016 13 & K — #Ligsk4TiEH (MRTD) A=A % 3% & 690X 7 &

— F 235 REEARS @K Tk

ISO/IEC 7816-2 ISO/IEC 7816-2: 2007, RHIF — EmE ik F — F 234 FhkEF — ks
R T Aafs H

ISO/IEC 7816-4 ISO/IEC 7816-4: 2013, RAlF — HE R VR T — & 434 A8, ZHRABGSH

ISO/IEC 7816-5 ISO/IEC 7816-5: 2004, RH|F — EmER T — F 534 : B HARERAGEM

ISO/IEC 7816-6 ISO/IEC 7816-6: 2016, A F — EmeikF — % 6 ¥4 : T LA RBHELE

(B IE5TEIE)

ISO/IEC 7816-11 ISO/IEC 7816-11: 2017, R_AF — Em¥e R F — % 1135 : B A WdFic 7 ikt
FFAANF 33k

ISO/IEC 8825-1 ISO/IEC 8825-1:2008, 1z B:# K — ASN.1 ®AHN : £ K%aAN (BER) . #

AN (CER) AoE—%#A AN (DER) #9#L7E

ISO/IEC 19794-4 ISO/IEC 19794-4:2005, 13 &#H K — AP IEHIERTHEEX — F 4345 BB
&

ISO/IEC 19794-5 ISO/IEC 19794-5:2005, 13 &H K — A MBFIEHIE M X — $ 534 @HE
&

ISO/IEC 19794-6 ISO/IEC 19794-6:2011, 12 & H K — £ ML HIBER AL X — % 6 35 R R1R
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ISO/IEC 10646

RFC 3369

ISO/IEC 10918-1

ISO/IEC 15444

ISO/IEC 19785

ISO/IEC 19795-6

ISO/IEC 39794-4

ISO/IEC 39794-5

ISO/IEC 39794-6

ISO/IEC 10646:2012, 15 &H# K — i@ M %4 F F5& (UCS)
AN 2% 2002

ISO/IEC 10918-1:1994, 1z &H A — Z4: &AM SRR BT EHE AL : & Ki
A

ISO/IEC 15444-n, JPEG 2000 B 1% %45 % 44
ISO/IEC 19785-n, 13 &# K — L ap4Fieil Al R akAs XAER

ISO/IEC 19795-6:2012, 13 &:# K — A4 te e M X Ao iR & — % 6 35 BTIF
& 69 4] 7 ik

ISO/IEC 39794-4:2019, 13 &8 AR — T R o) £ M AFIERAE L Beds X — 5 430
B4 B AR 3B

ISO/IEC 39794-5:2019, 13 & K — T ¥ R 09 £ M4 IR AE L Heds X — % 53
& 4R B AR A%

ISO/IEC 39794-6:2021, 13 &K — T R 09 £ M AF IR AE L Heds X — % 6 3
L AN & &/
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LDSSecurityObject ::= SEQUENCE {

version LDSSecurityObjectVersion,

hashAlgorithm DigestAlgorithmldentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF

DataGroupHash}

D.1 SOp VO B SIGNEDDATA Z#!

UEAE 22 (R R AR HE [RFC 3369]10 MM 52 52}y SignedData 2574

b, DAREFH A4 0 e B
Ll mERAIMA — ZBAATAE
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7 D-1 SOp VO HIZ & HiEAR
& AR
SignedData
Version m fH =v3
digestAlgorithms m
encapContentinfo m
eContentType m | FRIRRF — EPRRMALR — PLERATIE S — %k — BHEIELEN
ZARXTH
eContent m | R S RN R RS N2
Certificates 0 | HFHEFNERAFFIEEAFIUET (Cos) , B LLHRIZEELEER
B4 .
Crls X | B E A I
signerInfos m | @S E IR A LR 1AL EE R
Signerinfo m
Version m | AR e PR IR AT U . D% T I U W, RFC3369 Doc
9303 5 3CFER 12 #0
Sid m
issuerandSerialNumber C | BRI SRR A U SRR AT T A
subjectKeyldentifier c
digestAlgorithm SR SIERR IR T AR R N A AR5 A4 R M TR O A
signedAttrs iR [ 5K T R Ay BEAE 2 A TP AR AUAN R JE 1, AR I SN R 0 b
H, BRAERN TR EBAE.
signatureAlgorithm AR EERR IR T 2 )25 4 B AU (T A S S 4L
Signature B U AR ) 4
unsignedAttrs o | HMEEZK T ReA B Z, AU, Bl mT UL R T L2

% o

D.2 SOb VO HJ ASN.1 BL E X HIZ S RIBELEMNEH RIRXTR

LDSSecurityObjectVO0 {joint-iso-itu-t (2) international(23) icao(136) mrtd(1) security(1) ldsSecurityObject(1)}

DEFINITIONS IMPLICIT TAGS ::= BEGIN
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IMPORTS

-- Imports from RFC 3280 [PROFILE],
Algorithmldentifier FROM

PKIX1Explicit88 { iso(1) identified-organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7)

id-mod(0) id-pkix1-explicit(18) };

-- Constants
ub-DataGroups INTEGER ::= 16
-- Object Identifiers
id-icao0  OBJECT IDENTIFIER::={joint-iso-itu-t(2) international(23) icao(136)}
id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-mrtd-security-ldsSecurityObjectOBJECT IDENTIFIER ::= {id-icao-mrtd-security 1}
-- LDS Security Object
LDSSecurityObjectVersion ::= INTEGER {v0(0)}
DigestAlgorithmldentifier ::= AlgorithmIdentifier
LDSSecurityObject ::= SEQUENCE {
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmldentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash }

DataGroupHash ::= SEQUENCE {

dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }
DataGroupNumber ::= INTEGER {

dataGroupl (1),

dataGroup2 (2),

dataGroup3 (3),

dataGroup4 (4),

dataGroup5 (5),

dataGroup6 (6),

dataGroup7 (M),

dataGroup8 (8),

dataGroup9 (9),

dataGroupl0 (10),

dataGroupl1 (11),

dataGroup12 (12),

dataGroup13 (13),

dataGroupl4 (14),

dataGroupl5 (15),

dataGroup16 (16)}

END
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MR FRoRILA ST 4iE 355 1 FILE AND MEMORY MANAGEMENT DO,

R SW1-SW2
“JF78 03’ ‘83 01 FD’ 90 00°

i S E 4R SR Y DO 2 o FI T F —4 READ RECORD %74 (P1) & s— Mo .

Bln. f&E—MoES 00" RRX—XHFEREGICTE, TN ‘FD' £ REGZ 253 (RKIdRE
N 254)

H.2 MRZRIIFKRZERE—FIRITICFER READ RECORD #%

PAF fir & W] H T FMM fir &3 8] 0 5 5 AR BN Dk

CLA INS P1 P2 Le
‘00° ‘B2’ ‘FD’ ‘04’ ‘00 00 00’

App H-1



App H-2 PLEEIR T UES
CLA: (R ALEN P E A PSR U]
INS: READ RECORD(S)
P1: oK IR il M B R T SRS
P2: P1 HHIC RS /DR P1
LE: 0000 00" (¥ JEHILE) , iRFEREILTE
MRZ: GEsk5 & 2563 (‘FD)
R SW1-SW2
‘5F44’ ‘Len’ <Data> || ‘73” ‘Len’ <Data> || ‘5F37’ ‘Len’ <Data> || ‘5F38’ ‘Len’ <Data> 90 00°

H.3 MKRZRIIFRZREFHUURITICFEA READ RECORD #%

LR 4 HF MW FMM &R [F R RS R I (BE 2 ) ek . 78— RN A R B %o
(APDU) A #e st 2 Dlid s al $E = S il 2 0] DG R 1id %S, AIi¥E EF.ATR/INFO g4~

J A FEAR B AIRAT 12 35 F e KA B SR o2 o

CLA INS P1 P2 Le
‘00° ‘B2’ ‘FC ‘05’ ‘00 00 00°

CLA: INAEES S N EX EP St

INS: READ RECORD(S)

P1: SKH FMM i B g s id sk 5 (253 - 1 =252 =FC”)
P2: P1 It k5 /3L PL I PT AL sk B R 5 — Bl %
LE: ‘00 00 00° (¥ /B LE) , iZ5e¥its

M N s IR [E] B JE PR IC 3% 252 (‘FC’) Al 253 (‘FD*) &

iR

SW1-Sw2

‘SF44° ‘Len’ <Data> || ‘73’ ‘Len’ <Data> || ‘5F37” ‘Len’ <Data> || ‘5F38’ ‘Len’ <Data> ||
‘5SF44’ ‘Len’ <Data> || “73” ‘Len’ <Data> || ‘5F37 ‘Len’ <Data> || ‘SF38” ‘Len’ <Data>

‘90 00’




B 10 ER MR |

EE R ERE N

(R
1.1 ZBErHERZRERITICRA SEARCH RECORD @4
CLA|INS | P1 | P2 | Lc T Le
“7F 76” ‘Len’
510101
‘Al OB’
80 01 00’
‘00’ | ‘A2’ | ‘00’ | ‘F8 | Var ‘B0 06 ‘00
02 01 03
02 01 03
‘A3 07
‘B1 05
‘81 03 XX XX XX

CLA: INAGES S e EX E Y]

INS: SEARCH RECORD(S)
P1: WWHRT =00’
P2: W B AN FEASFRAT IR

LC: A H s K
LACIEE DO’7F76°> — itk AL DO
DO’51° — X445 DO (EF.EntryRecords fEAriR4501°)
DO’ A" — 8% % B R
DO’80° — #REESH: 000 (HERITFILT)
DO’B0O” — 2 & FIAAR
DO’02’ — fhif%: 03’
D002 — Fi5: ‘03
DO’A3” — % B AR
DO’B1’ — #Z # DO
DO’81’ — #EH (EFMAIL) : xx XX XX
Le: ‘00’ (¥HLe)

MmN : DO’7F76° — Gk ALFEDO
DO’51° — EF.EntryRecords 52 FriH401°
ALEPLE L5 1 — a2 D002

App I-1



App 1I-2

PUEIRITUE1F

WHE SW1-SW2
“JF 76° ‘Len’’ 90 00
510101
020103

‘0201 04°




B 10 ERMIF J
BIRITICZRAEBRIRAI
(FRHE)
J1 IFBFE1#% EF.CERTIFICATES B9 SEARCH RECORD %4

ARG A EF.Certificates H 2 A7 £ B A PT s 7 5 BB EIR 454 2-TS B HUE+5. DL T dg & w]
AT ZRIE:

CLA |INS | P1 | P2 | Lc A€ Le
“7F 76” ‘Len’
‘5101 1A°
‘Al OB’
‘80 01 30°
‘00’ | ‘A2’ | ‘00’ | ‘F8 | Var ‘B0 06 ‘00’
‘02 01 03
‘0201° {(FHEF RN}
‘A3’ ‘Len’
‘B1” “‘Len’

‘81° ‘Len’ XX XX .. XX XX

CLA: ATV IE 2R/ TE ] 515 BAL % INS: SEARCH RECORD(S)
P1: x5 =00
P2: IS ZANFEAR A AT R
LC: A F R K R
DATA: DO’7F76’ — it 43 DO
DO’51” — X445 DO (EF.Certificatesf i bril < 1A”)
DO’A1” — R 1B B R
DO’80’ — R KBS 300 (FFCFKEMZEIL
DO’B0O° — 8 Z & LB
DO’02’ — ffs: <03’
D002’ — FHi'5: R KN
DO’A3’ — 2 AR
DO’B1’ — #Z H DO
DO’81" — [E FAVIG AL T /7 53 R JH: XX XX .. XX XX

Le: 00’ (%HLe)

M : DO’7F76° — it 4 H DO
DO’51° — EF.Certificates 50 Fr1R7F1A°
DO’02’ — & ILHIE R 5

App J-1



App J-2

PUEIRITUE1F

AR SW1-SwW2
“7F 76 06’ 90 00
5101 1A°
‘02 0101

RN “62 827, UM ULHLHE RIS AR IE 3%

SW1-SW2

‘62 82’

5 EF.Certificate 1d 2 5 RI8FRILES, &I RS 0] LL%EIEFETE READ RECORD 1y 4+ # F i [B] 1)
F5 o) REEIEBRETIER. WH EF.Certificate it 5 RFEFRAULHL, MIEWR RS GEH] 1.2 T
¥ APPEND RECORD iy 41k + 5 N\ EF.Certificates, #%/5f#iF] J.3 FHf¥) APPEND RECORD 45 %

Hid.

J.2 TFiFHa) APPEND RECORD #4

B ARG BEIR SN 2-TS B4 F UL 5 N EF.Certificates. LA T an4 7] H T 5L 15!

MR : RS B R A

SW1-SW2

‘90 00’

CLA | INS | P1 | P2 Lc iz Le
‘00" | ‘E2° | ‘00’ | ‘DO’ | ‘00’ XX XX | ‘5SF3A’ ‘Len’ {iFBF S} zs
“72> ‘Len’ {X.509 iE45}”

CLA: FRIAGESS I E NSRSt

INS: APPEND RECORD

P1: ‘00” CARATT HABAE Y TC RO

P2: R AR IR (= 1A

LC: TSR KR (P M LC

s - oSk



FL10 s AVEMAE LG (C) IR AE IR Z R 577 (LDS) App J-3

J.3 EiR{TiEFEH APPEND RECORD %4

TG RGN EBIE S 2-TS A F BRI 5 A RRTiEx, JFEHUTHmS/BEEA
EF.EntryRecords:

CLA | INS | P1 P2 Lc R Le

‘00° ‘E2’ ‘00° ‘08’ ‘00 XX XX ‘5F44° ‘Len’ {H Elﬁf@,} || “73” ‘Len’ {)\i‘%ﬁ’ﬁﬁiﬂ
Y || SF37 ‘Len’ {2542} || <5F38° ‘Len’
{iEH%5}

HE

CLA: (AN ENT RIS EPSE ST

INS: APPEND RECORD
P1: ‘00° CARAa] FABAE I TERO
P2: FEEEAR AR IRAF (=017)
LC: WRKE (JERLO
EAETE sk B

WO T B R A CRY

SW1-SW2
‘90 00’

|
i
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