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gl 55 o Haass IS Ll Aadaia Bl (g peall (e (5 Y 38 ¢ oasland) JY DU Basete ULy slge o (g5iaT il
P1 el dnins e Yoy 5aY) BS 3 Grmseill aags « 5ad (KA 130 Alatinl (A oFY VY e ST Sl il

P2
Culs ¥Y VIV e ST gl O 6S Lasie READ BINARY oY) JS& — 1 Jgaall
CLA ‘00’ / ‘0C’
INS ‘B1’
P1
See Table 7
P2
Lc field Length of the command data field
Data field Offset DO’54’
Le field Present for encoding Ne > 0.
Maximum number of bytes expected in the response data field
READ BINARY _U dlaiu)
Data field |Discretionary DO’53’
SW1-SW2 |‘9000° Normal processing
Other values to indicate checking or execution errors
INS=B1 g+ READ BINARY U P1-P2 jrajill — V Jgaal)
P1 P2
b8 | b7 | b6 | bS | b4 | b3 | b2 | b1 | b8 | b7 | b6 | bS | b4 | b3 | b2 | bl Meaning
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 Selected EF
0 0 0 0 0 0 0 0 0 0 0 Not all equal Short EF identifier
Not all zero X | x| x| x|x EF identifier




LI begjéall il (555 10

[ISO/IEC 7816-4]: “BER-TLV _ail) dilide (3ylas Lt e i (Sass Laglsh Cuglis BER-TLY culibul) a3l dasilly Johall i (he JS
-(length fields”
Jshall ila ol il . Ko Loyl 2l sasglly LT 5eg jaall A 7SN ol dasig m JLai¥) eli) Auis ¢ elaYL Glati Gl
INS READ alsl (& Giasgaill cilily dga o 130 Galaty Vs (e Lo yeall (3585 o (Al BER-TLY bl sale & dadilly
sanslly Wl 5eg joall Ayg pSN) audl dadis oy Alslid) (63Y) BER-TLY bl dse auen o Liad s Gawad 5352401 BINARY
g ,Ll)
rlilall DS 8 eyl (aganll Al b Lk

¢ ‘0001’ is encoded as Tag =’54° Length =01’ Value="01" o

-Offset: ‘FFFF’ is encoded as Tag =’54’ Length =02’ Value = ’FFFF* o
@bl dalue Slgill READ BINARY ) allay o Aty bl &34 8 (migarl) &) READ BINARY _alsl 2383 o e
LAadial)
tmj il Zleadl ) e dlagias INS () Al ciilS 1Y) angatl) e 8adse 358 3558 Y ([ISO/IEC 7816-4] = (3la Lasdg

Lol g1 Cpass BI G SR g S Y L g phe uig ST sies (5305 angy e¥Iad) iney 6 — ) dLia Do)

S i e Yy e lad 32K e Bl 5 <ol FY VTV Jof 5e)dl b B oo iy 6503 5liesg -BO READ Binary Leaas)
Bl plaiin &a 8,3 Y) dc ganall 03¢y .BI 5 BO @yw@/‘d&”ﬁbcw FY VY Lie Jes <ol YOT - phea J3/37 2a g o
cdolSI (ypacnadl il so¥) i plaiinls #Leell 0 Gpo oy dasged g (5T ecilell Dol die

T 5] b FY VY S Cile aas SIS 1Y) il 2LhS Ay INS 2pdiadl Culd] plosin) deay Y — ¥ dhisSLa)

(LDS2) sal¥ls cilawd) aa Jaladll V-V
o ae dilad iy L) 05 ol Lo Aalall il cans ol cale 8 clalgally 88l COlawy Jiall @Bla (A5
09§ KAl Hlail L aaal) By
& 53 Jaaall iy 5LEY) Dsbusiag T Javas S a8 005 of iy« adl iy ol Cile IS s Dl ) iy o g
(3.593}1\ 04 éu::.a (paia G)A.'ﬁ Yy b)\:\:\i\
I Jaedls £ lgilis) i Canen e clgilall i Jusdadia (S0 Do) 2651 3 o quag cdabad Ay ey Sl e IS Jalay
Ssb o S Jaad) s (asly a3))
sl e ¢ U A [ISO/IEC 7816-4] als¥ aladial i s

calalgdlly cilypalilly jaudl el slal) APPEND RECORD o
cclalgadly clypualilly jeud) e e ST ol aaly Jaw 36)58 READ RECORD(S)
calalgadly ayalilly ead) e e ST o aaly Jaw e Caadll SEARCH RECORD o
[ISO/IEC 7816-4] (A ol acidll I8 5 doriicall Cfpaisall Cijei — 4ha o

APPEND RECORD _<¥/ S

Agladl) A0 Bles daa Jaee Blall 5aY) 138 Jgiey
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APPEND RECORD <) — A Jgaall

CLA ‘oc’
INS ‘E2’
P1 ‘00’ (any other value is invalid)
P2 See Table 10
Lc field Length of the command data field
Data field Record to be appended
Le field Absent

APPEND RECORD _3J Lilaia¥) — 4 Jgaal)

Data field Absent

SW1-SW2 |‘9000’ Normal processing;
‘6A84’ Not enough memory space in the file;

‘6700’ Wrong length (the record to be appended is longer than the specified
maximum length);

Other values to indicate checking or execution errors

APPEND RECORD &) 8 P2 jaayi— Vo Jgaall

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

X X X X X - - - | Short EF identifier

- 0 0 0 | Any other value is RFU

READ RECORD _4¥/ y—y—y
LA (ggimas daad) paad Tesy bl bl A6V Calal) eBlans o ST 5 aaly daad a5 QU (ggimall 5aY) 138 daetin
fob Lae U Al cilily B (e cLe

telleadl dadl o Jg¥) e3all o

dAallaall el (o (ST ) Jans o

LA ) e ISV il Lyl JalSIL Aalleddl cBlacdl e (ST ) dase o
ol M s sel8 e e e g U () Bially Jaalill e Jsaasll [ISO/IEC 7816-4] ki
5el) 5V Jawall ol (anly Jaes 56)8) 2ngll Jaadd) 13 Lo TLV Aoy Nr e A5ylaal) iy - Alaial) @iy Ll ¥ <&l maagas
Asdaa o SIS Jf WlS e (Do) paen
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READ RECORD &) — Y\ Jgaall
CLA ‘0C’
INS ‘B2’
P1 Record number (‘00’ references the current record)
P2 See Table 13
Lc field Absent
Data field INS =‘B2’ | Absent
Le field Maximum number of bytes to be read encoded as
extended length field; Le =00 00 00’
(any other value is out of scope of the specification)
READ RECORD U Llaia) — VY Jgaall
Data field Data read
SW1-SW2 |‘9000’ Normal processing;
‘6A83’ (Record not found);
Other values to indicate checking or execution errors
READ RECORD a¥) (& P2 jaaji — V¥ Jgaall
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
X X X X X - - - | Short EF identifier

1 X X | Record number in P1

1 0 0 |— Read record P1

1 0 1 | — Read all records from P1 up to the last

degans Y/ Gaali Lo Dls S5 af iy ddalpall 038 lhi e (93 Y] clid] Cilesens zpais Y — ) ddia el
Vo ¥y 1 cliadl Lo elliy ecidacall (o cuslhaall Jedeill ol song coslhall sl Lo JolSIL 401 o o Sidie inis 00" culdl
.5diaall Le 5] asenall ai¥) Jpball s (paag P2 (1

Adealsall 038 5L s Spuadll Jshall LS 53 READ RECORD _sa¥) gy ¥ — ¥ dLiadlall

(100" ) e gana o Lot Le LAY (g5ia7) aaly Jasad ALlS 565 — § Allal)

‘5F44|L|V‘73‘L’V‘...‘SFS?‘L’V‘SFP}B‘L’V‘

READ RECORD response (P2 =‘04’, Le = 0):

‘5F44‘L‘V‘73‘L‘V‘...‘5F37‘L‘V‘5F38‘L‘V‘

Record
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(00" culll degana Ao Jatd Le dalad) (ggin) Calal) dulgs n Slaw 8ae el — o A

Y daadl Y daadl x Jzud
5F44‘L‘V‘ ’ 5F38[L‘V‘ 5F44‘ L‘V‘ ‘ 5F38‘ L‘ v‘

(P2 = 05", Le = 0):cad) 8oLl dilaiuy)
V‘ ‘ 5F38‘L‘V‘ 5F44| L‘ v‘ | 5F38‘ L‘V‘

5F44 ‘ L

Llaiay) clily clla — v il

SEARCH RECORD _<¥/ e

&) DO’TF76” Jaadl) Aglia o Y1 il &la (ggindy - lgr palddl V1 Cildl) 3 Al eblacdl 8 Gand) 5aY) 13a Jete
S DO*7F76° Calall aaye Hlaiea¥) lily LA a3 (VY Joand) Slail) Gand) Aldig Ganl ALa55 Calall aaye Cajad
el Y1 Caldll Jals Gl ules pe il s3) daadl) ) ey DO%02" paball o ST ol Tanly ey

Cand) 538l 055 Al EBlall Hlae) (3 Gl 3L Y B ddad Ly b anal) Byt S a5 ) Caldl) i
) Al (e el Lgad

SEARCH RECORD & — V¢ Jgaall

CLA ‘oc’
INS ‘A2’
P1 ‘00’
P2 See Table 16
Lc field Length of command data field
Data field Record handling DO'7F76’ (See Table 17)
Le field ‘00’ (short length) or 00 00’ (extended length)

SEARCH RECORD a3 dlaiu) — Yo Jgaal)

Data field | Record handling template DO‘7F76* containing one file reference DO'51’ with one
or more integer DO'02‘ and containing a record number matching the search

criteria

SW1-SW2 | ‘9000’ Normal processing;
‘6282’ Warning: Unsuccessful search
Other values to indicate checking or execution errors

ol e sl a1 ol 13 Lile DlaiaY) lily Jis (355 25 — dbiadl
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SEARCH RECORD _a¥) L& P2 jsayi — V1 Jgaall

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

1 1 1 1 1 0 0 0 | Search record through multiple EFs

Any other value is RFU.

Badmia CBaww (8 mall duaal) A clalal) dlglia Cd}u- VY Jgaal)

Tag Value Notes
‘TF76’ Record handling DO
Tag ‘ Value
‘51 ‘ File identifier or short EF identifier File reference DO
‘A1 ‘ Search configuration template
‘ Tag ‘ Value
Search configuration parameter:
- search in record number ascending order
‘80’ 00’/ '30° - step-width fc?r the search: byte-wise
- search termination:
‘00’ - Search all addressed records
‘30’ - Terminate search after the first match
‘ ‘BO ‘ Search window template
‘ ‘ Tag ‘ Value
‘ ‘ ‘02’ ‘ Offset
‘ ‘ ‘02’ ‘ Number of bytes
Tag ‘ Value
‘A3’ ‘ Search string template
‘ Tag ‘ Value
=
‘ ‘ Tag ‘ Value
‘ ‘ ‘81’ ‘ Search string

Ciad] 5380 g gai [SDO Sl asged e b Y — 1 Ais ol
g ASIYI i) A4Sy 480y e ug Olnll] 23] 00" L) Lawiens Conall 535 £ 3gei SIS ) — ¥ diaLa)
Dlaall 5 dpasell aiseil] o Sl gpes e Cini o LDS2 duidd] <3 LT bgg séal)
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¥ o liasn ey fag VYV Jpaall 4 5008l DOs galpall Y] SEARCH RECORD oY) peys ¥ — 1 dhia Do)/
.!5} LGl Mc.y,a.r g_ﬁ.éu.‘a./b saafy Eing Al DO hlod) dlglia 9—4DO sy il aAm Ll act SEARCH RECORD
4ubla) DOs ale Jlanisa] Jls (3 (63 jop cuny o/ 4la) DOs galse sa¥) Jala

(LDS2) Wy A8aA) cililal) aa Jaladll  A-Y

Y3 by W) clalall elis) Jaanzall JUad Al 8 LDS2 did) by W 5eg aall dug pSIY) jaud) dafiy o) dga g
o A o Qe (K0 I Cald) sl g of o (JUalyl Alls By - (Laalsal) s3a Gl zila oLy AT ak) aslsul
oulie g e Jgeanll 3jaa 436l

oastsnl) QY5O Al 4091 el 5e) 85 BS Jal (e [ISO/IEC 7816-4] als¥) aladind caag
8Ly aglanll JYiLY) Glaglas LS UPDATE BINARY e
il aganll JY ) Slaglas Be)3 READ BINARY o
:LDS2 L) seliy LS Ao ¢ MUY dagyd Ll aay alad) oY1 Calall Jaaisl [ISO/IEC 7816-9] sa¥) aladicd s
L ALBY ) aslond) Y A1 Calal) e ACTIVATE
. [ISO/IEC 7816-4] 5 redll ausidll J36 6 daritisal) ifpemiiall 35 — dLiadls
&9.1 Lfi (e 043‘933 A g ‘){9 (dg_a.ﬂﬂ\ 2\_“;.1 z\.aa:m) 2\_\ML\A Q\.ijj LéJ:' dj.aaaj\ Ayl ‘;J‘;)“ alall E¢b§‘9 ‘)\:\3;\ uS.A:\ cd:u.nﬂ\ PAN ‘—53‘5
cad) ALy o Calaal) oY) Call BB ranss
LI Gl 8 BRI e e IS S i IS 13 L ] LESH U8 (FMM) "58135 Caldl) 5 51 aadiey of can
BRI anay Calall e Auglladl) Cilaglaall Jidh i) dse (0 A gane FMM Y e 250l ety
bl s 8 406l DOs aaball e (224 INS) UPDATE BINARY al Jgl i O g e
£00” (sl (pauang DO’54” -
Ws DO aapall 138 (35S 85 . Lgi3as aedall bl e IV ALY oy 88 63 DO’S3’ 5 -
£(*53 00%)
G W BSI aaa) 6V Calall  Jlaa) anad) G ) ESL Jasal) DO’CO” pasall (1505 -
AV Cilall aas e Ciloghall priied I LDS2 deiad] o5 LT b jiall duig iSIY) jieadl dadisl jgay — ) dbis Sl
eal] 4885 pe i al Vg (SI speall olial) mpeas il oS o Slie) LSl 51 mrais oS (0 DO'CO” garell 6
Ly 5813 asy) dga s Lonie Slio) oY) Cilall aan Ge lasleall DO gapall LDS2 duial] ol L] 54 pial) i3SIy
ety AV Cilall o AV AL LES i Gy sDO'CO" papall Jalats G LDS2 Luidl <l LT Geg siall duig a<IYI deal)
¥ Sl Dls S mna gy el deas s 5 6480" il s o o€a o 9000
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UPDATE o3 dlaical 8 (B3 (5 LDS2 Leisl] ol LT 5eg pial] duig yiSIY) ical) 42y cuslef 13 — ¥ ddis Sl
[ISO/IEC 7816-4] UPDATE BINARY ¥/ didie (uuy of il alhii e <y duSlall Jawsell DO'CO’ pansall zs BINARY
DO'CO’ (353 (s ¢ shua dasly DO'53" 5 D054’ sangal g (s INS) ()lseall
DM Cua ] Gangadl) 231 (DOCO’ (393 (y <2yie INS) UPDATE BINARY als¥) aodicds of (il o
il L plal) san gl (€5 o iy 6 e oaslnd) YY) Glaglas & (V) s Lg€all bl ae N n
-UPDATE BINARY _nalsl (e (e cypal v J2155 5l $18 3mg (19 (e Jualusia IS V) calal)
caldl) & 5l @liball (e (33830 UPDATE BINARY el (5| 34 READ BINARY LaY! aladial (Sai o
AP
A Jalaws DA e asloadl V5] legleal oaddll mlall elical ACTIVATE a1 o of s o
A Bygean oY) Caldll
UPDATE BINARY _w¥/ ) —A—

INS uls ae UPDATE BINARY a¥) pe i of ALY caslond) Vi) Gadsi e ) duasdls DU ALliall 3001 e can
AA Jeaall Lia‘g ‘D7’ djka

Gllal) 8ale dad (e LRUS aajall GlL) saaTg e)&\ alily B8 & BER-TLV (faugadll clily 8ale dad (o (angadl) daaty
BER-TLV <ilall ana Uil AyLaa¥) sald) dad o oV Calell Jlaa) asall sasing ¢ 5aY) culily &34 & BER-TLV syl
LOSee iy (il 3 BER-TLY il dga Speg gy« aY) clily s b

> CLA culdl 3 A &) Jascas of g dSLl) Jasall DO’CO’ gaall UPDATE BINARY ) il 43lA1 (55 Lexic g
.(CLA=8C") ) e APDUMUST

344 INS 24 UPDATE BINARY ) — VA Jgaall

CLA '0C’/ ‘8C’

INS ‘D7

P1 File identifier
‘00 00’ identifies the current EF

P2

Lc Length of the command data field

Data field | Offset Data Object (tag ‘54’) ||
Discretionary Data Object (tag ‘53’) ||
File Size Data Object (tag ‘C0O’) (optional)

Le Absent

UPDATE BINARY e dolai) — 14 Jgaall

Data field Absent

SW1-SW2 ‘9000’ Normal processing;
‘6A84’ (Not enough memory space in the file)
‘6A80’ Incorrect parameters in the command data field (e.g., DO’CO not
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supported)
‘6982’ Security status not satisfied: The EF.Biometrics is in EF Activated state
Other values to indicate checking or execution errors

oausall xie UPDATE BINARY Jsl law ¥ gl) A=Y ausdl (& 2330 58 WS UPDATE BINARY kel (iail) aUas aiiy ol 13y
-Uais UPDATE BINARY e¥) 4 ¢ LDS2 il <l LT 56 aall Aig 5SIY) yiual) Aads) (San oo

ACTIVATE ¥/ Y—A—r
el Al ) Jandtll QU Alls e Wlls )Lt o5 (531 L) asland) QYU ) Calall Uil ACTIVATE ) Jgies

ACTIVATE &) — Y+ Jgaal)

CLA ‘0C’

INS ‘44’

P1 ‘00’

P2 ‘00’
Lc Absent
Data field Absent
Le Absent

ACTIVATE a4 dlaia) — YV Jgaad)

Data field Absent

SW1-SW2 |‘9000’ Normal processing;

Other values to indicate checking or execution errors

Note 1.— SW1-SW2 = '61XX’ (normal processing) and SW1-SW2 = '62XX’ or
‘63XX’ (warning processing) are out of scope of this document.

Gigan Jla Gy - Jantl) Ala ) Wls o)) 5 (63 Ll oaslsnd) YD JsY) Calad) hgas G ez lay a1 13 25 2
el Ol Alla 8 Wl o)) 5 () L) aglondl YDl J6Y) Calad) o o i ¢(9000° e ddlide SW) elda]

N AV Caldl) ol eha) Y Glhaad) el 531 058 of G (SWI-SW2 = ©9000°) 8ydlae 5a¥) 138 345 2y
O g (gl Jondtl) Sl Al ol ledll 31 G0 Y of qumag (34 Jsanll Tdg) Jumitll Al ol 3Y) 58 aslsadl
ceaslsall QYO I Calal) e

(551ily ilall §))3)) FILE AND MEMORY MANAGEMENT _¥/ F—A—p

el 6V Calall Bal) ol dendieall BSIA aas e luiuls FILE AND MEMORY MANAGEMENT (FMM) e¥! fay
Oe Gaaall Y1 13 aladia) Koy ASL) dlaiis Lghasy TDS2 Auid) uld WY 5eg 50al) Aig pSIY) sousll dadisl 5aY) 138 a3k,
oo Gl da AT 285 o Jsnaall 5a¥) 138 aladiin) o€ LS L A8LaY) 5 L6 8 bl J5¥) Calall Jigiall jall sl
P2 Cpus -DO’ST Cilall aage of sl J6Y) Calll aladial o Gum ¢ A1 Calal) didalie iyl P g -86ball Jal
o Al Ol sac s o) duy ol Al Aoy pe ellaall 6D Calall 8 bl JlaaY) saad) gy o ladind) (sgina
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iy gty Glaslae 6l 090 e (V) Calall 3 5 il bl bl JleaY) aaall Jadug . aellaad) 1Y) Calall L2l
2 ola palVly (LDS2 Ll cld W s jaall dug 5SIV) eull dadis 486, Wtk o) Sar Logaiy Cilaslen (51 2221l 138
calal) 4] Hlaall Jo¥) Calall maas (FMM a1 2 la dang oY) o0y 52 diiial) ol aas o 58 Ddiall )

LSl A

FILE AND MEMORY MANAGEMENT (FMM) J.«&\ — YY Jsaall

CLA ‘8C’

INS ‘5F’

P1 See Table 23

P2 See Table 24

Lc Absent for encoding Nc = 0, present for encoding Nc > 0

Data field P1="00" |Absent

P1='01" |File reference DO’51’ (See [ISO/IEC 7816-4])

Le ‘00’

AT 3 Leahy) e ) Gilaglaall aaa3 il ddana P2 (paning ¢ Jo¥) Calall Lad) disyla P1 saas

FILE AND MEMORY MANAGEMENT (FMM) &Y} & P1 jsayi— YV Jgaal)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

0 0 0 0 0 0 0 0 Current EF

0 0 0 0 0 0 0 1 |File reference DO’51’ in the command data field

Any other value is RFU.

FILE AND MEMORY MANAGEMENT (FMM) &Y 8 P2 jsai— Y¢ Jgaal)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

- - - - - - - 1 | Total number of bytes in the addressed EF

Number of remaining records in the addressed record EF

1 Number of existing records in the addressed record EF

X X X X X - - - 00000 (any other value is RFU)

Any other value is RFU.
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(EMM) ¥ cliby Bl & DO'SI jeas — Yo Jaal)

Tag Length Value

S 1 Short EF identifier (bits b8 to b4 encode a number from 1 to 30; bits
b3 to b1 are set to 000)

2 File identifier
BRI ana Cilaslaas aslhaall Calal) ficd DOs 4sY) el (0 desens e FMM @lily ol dilaia) (ggas

(FMM) S0 4laiay) — Y% Jgaall

Data field | Absent or control information according to P2. See Table 27.

SW1-SW2 |‘9000’, checking or execution errors as per [ISO/IEC 7816-4]

BSIAlly clalal) B8 — YV Jgaad)

Tag Length Value
‘TF78’ Var File and memory management DOs
Tag Len Value
‘81’ Var Total number of bytes in the addressed EF
82 Var Number of remaining records in the addressed record
EF
‘83’ Var | Number of existing records in the addressed record EF

A DO FMM 8 ULl Ype Ladi LDS2 duisd] ol LI 5og jiall duig IV i) disy auei o cuag — ) dLas ol
P2 dhly ulbs

Llaiay) clily (555 Y 8y coanall  L3Y) Cilall Y] daflaa FMM 33U Llainy) Slily (555 Y — ¥ dbaadLla)l
AsLiall 5830 6 )L dilisall Ldy¥) clilel) uils 1) Sl o iaedl) lgenes e Aldiwe ddlise s/ clile (0 53))s) FMM 33U
FMM a3l dilise ufyf coléle olaiea] ilbly crean 13 lie Y/ 6 Gl iadil alhi 330 o s

¥ alily Cadiit DO'8S” A il pll alaiicd cung FMM o) Ao Lo ileall (1ss nie — 1 dhia Ll

calal) Ay clialge 4V
alaig .[ISO/IEC 7816-4] & ijaa clile allai 3 d33aa LDS2 4l <l W1 56 joe Ag Sl jous daig (ol & Dlagladll (56
daaie lile 5f Adgl ilile e (DFs) dacadall lildll (s5iats - (EFs) &gl cililes (DFs) duamade clile 6 Taop aliie clilal)
clalall AUl Hial) (MF) Anlial) iyl cillall aal s of Jsmag 93]

(LaRY) LY Cigslig LDS2 5/ LDSI liubiy fuiadil aii HLRL oai) cile A dalal) a0as — dhisDla
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20

Clibd] e

—q-r

t bl yealiad A060 el eloils ansy

{[a-z, A-Z] duad daw = A

¢[0-9] 4ady dos = N

f[‘<’] iaod dan=S§S

¢4l daw = B

.UNICODE 2agall 315l Crsy 830 p0 <ilaw UTF-8 = U

:UNICODE jsay UTF-8 e yill

Loall Lol Lgaliie 050 2aly Culs UTF-8 Jnajil) a33305 «(hex “7F) VYV oo J& 5 (slad Ao 6Y dawailly
.ASCII

t ) e (il UTF-8 Jpasill aaiiesd o(hex “07FF?) Y+ €Y (gslads Al 50)l1 Ll
¢(DF* ) hex ‘C2 (s L;T) A AN dally sase AN Y plmd) oe<s JgY) el S-
((‘BF" ) 80" (3o (sl) Alla Al dlly saaae ANa SSY) dnd) o< S eyl 8 -

EDE UTF-8 sl addiew o(hex ‘FFFF) 10 0Y0 e Jaig ¥ +¢A e i o Sl A sapll apeat Lowall
LAl

oaadall Cilal) — guakil) sl Y. -v

tk WS Y e Taaly ok T 5o jall £ pSIV) ) (3355 Jan o o

teealill LDST il culd LT eg jaall dig iSIY) jouddl 43y Gaadas @

Ladaia of lga Lalie il e LDST i) <y W seg el duig pSIY1 o) dady guls calby of can -
¢(EF.SOp) 4asisll duay) sald)l cola VT Y e clilad) Gilegana (g ¢ oY)

o o LDST &l 13 LT 5o joall Auig iSIY) Jadl dadiy (3aadai J3)3 (EF.SOD) dadsl 4naY) saldl) il -
(dendinall Glibull ile ganad Doc 9303-12 4adigllg Doc 9303-11 4adsll 8 ddjea & LS dud)ll Glecadl
g FSNI i) iy (g 3 A5l Jlona) dgn Lol Ll i) daan e il Augllas s
) ) .LDST dall cla W s;,}.d\

& 525l Adlay) LDS2 Al ladss Lladl aeyy of LDST &) <d Wl 5ol dsg SN ) A2y (adat) (S
toyliic b Doc 9303 4adisl)

) O Bk -
¢5ilill o galay -
AlaY) asladl JYBLY) Gy Gulsy -

AailaY) clandall sda Jie calal) 43y 2D o iy - (9a] Cilagll dilia) 8 o) claliie ol Jgo a8 celly ) diLayl
Doc 9303 Aadsll (3Uai myla s cliglaill 38 Jualis ()



lily AT Dihiall bl Ly — dledl cjall
21 Laeaadls Y dlelSia 5570 5 Loy o slpl JY iy

Oo Gl Caupan Cally o Gy L jsmae Gt Cile awl€ Gudaill Ciuped oladinls LDS2 5 LDST 4l claadss Lol caan
e (PIX) &SW) (ks (el Slialy [ISO/IEC 7816-5] - Wby Ganlaall asil Adall Aadaiall aitie (63 Jhasall Gakaill Cijes
dadioll oda & 2asall gaill

(wleliall G W aug) [ISO/IEC 7816-6] 9 (LDS aws) Doc 9303-10 44l

tGleliall n W aug paradi dbd EF.DIR 3 EF.ATR/INFO (o JS a2 o
el (anads dlad A0V Lgililey daradal) Clild) priig o

Atleiall pensl) Ganeads s (8 Jlloy cabiall cilagleall i Gl g8 sl o3 b saasall Cileliall G L asua p2indhy
Ay pa

igndall AdgY) clal) VY -y
t el i) e} 8 LDS2 5 LDST el 4d6Y) clilal) aags of ¢Sa
‘EFATR/INFO Js¥) caldl o
‘EF.DIR Js¥) caldlls o
¢BF.CardAccess L}-\;Y\ caldlly o

.EF.CardSecurity &‘;Y‘ alally @

(bysds) EFATRINFO As¥) il 1=11-F

G5y (LAY LDS2 Gkt d9nss Ung e dulle (365 caaihyl) Cilall 8 9y alad ol ile 58 ERATR/NFO Js¥1 Caldl
201" Al cewtyl) Calall (sinn o el AsY) Calall e g Jasase LDST Gk oIS 13 daad Ljlasl  AsY) calal

EFATR/INFO — YA (gl

File Name EF.ATR/INFO
File ID ‘2F071

Short EF Identifier ‘01

Select Access ALWAYS
Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable
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<lly 458 (g5ats -READ BINARY <Y! 4y SELECT aY) aladiuls EFATR/INFO (Js¥) Cilall ciligina & o) (Say
-EFATR/INFO Js¥) Caldll (s5ina Ao READ BINARY el &ilaic)

LDS2 435l EF.ATR/INFO (Ag¥) cilal) ciliby palic — Y4 Jgaal)

Tag Length Value Notes

‘47 ‘03’ Card capabilities

b8 = 1: DF selection by full DF name
b7 to b4 and b1 are out of scope of
byte 1 - first software function Doc 9303 b3 = 1: short EF identifier
supported

b2 = 1: record number supported

b8, b7, b6 and b5 are out of scope of
Doc 9303 b4 to b1 = 0001: one byte data
unit size

byte 2 - second software function

) . b8 = 1: command chaining supported
byte 3 - third software function b7 = 1: Extended Lc and Le fields
supported b6 = 1: Extended length
information in EF.ATR/INFO

b5 to b1 are out of scope of Doc 9303

‘TF66’ Var Extended length information

Tag Length Value Notes

Positive integer - the
maximum number of
02 Var | pytes in a command
APDU

MUST be at least 1 000 (decimal) for LDS2

Positive integer - the
02’ Var  |maximum number of ) ,or o ot least 1000 (decimal) for LDS2
bytes expected in the

response APDU

EFATR/NFO As¥/ cilall 1§ Cililad] Slsa (o wijall angr 48— ) dlanDLal)

A el il e cleliall (Lo auwg araii 4hi EFATRINFO As¥) cilall iy — ¥ dbiadla)
.[ISO/IEC 7816-4]
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(basds) EF.DIR A% cilall  ¥=11-F

il i< 13 Ly igllan 585 [ISO/IEC 7816-4] (3 el (penshyl) Cilall anle (gginy ala sl Cile 58 EF.DIR oY) Cildl)
53)l) Security/Infos ;% EF:DIR 53} alall &) OF i Tagage 4)LaaY) LDS2 ciliadss (1o 5l OIS 1305 535390 4u)LaY) LDS2
&;jﬁ\ alall Cihae Jiatg .Doc 9303-11 dadisll & EF.DIR d Jal€ Cauay e g Y1 (e .EF.CardSecurity @ﬂ‘ k) 8

EF.DIR — ¥+ Jgaal)

File Name EF.DIR

File ID ‘2F00’
Short EF Identifier “1E’

Select Access ALWAYS
Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable

oo AT G 1Y Tasage ERDIR 16V Caldll 05 of s ot bl adde (g5 EFDIR (JAs¥) bl (058 o (agas
O Aesana el Of i g LT Beg jaall Luig SV jaudl Aadiy lgae s A Cliadatl) 48 LY g lasnse (DY) LDST GGudil

v gb DO Gakail) Cijes e (ggind ) cliplill # 3l

EF.DIR A¥) cilall (<& — ¥Y Jgaal)

Tag L Value Description
‘61’ ‘09’ LDS1 eMRTD Application Template
Tag L Value LDS1 eMRTD Application International
AID: ‘A0 00 00 02 47 10 071’
‘4F ‘07’ ‘A0 00 00 02 47 10 0T’
‘61’ ‘09’ Travel Records Application Template
Tag L Value Travel Records International AlD:
‘A0 00 00 02 47 20 01’
‘4F ‘07’ ‘A0 00 00 02 47 20 01’
‘61’ ‘09’ Visa Records Application Template
Tag L Value Visa Records International AlD:
‘A0 00 00 02 47 20 02’
‘4F ‘07’ ‘A0 00 00 02 47 20 02’
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‘61’ ‘09’ Additional Biometrics Application Template

Tag L Value Additional Biometrics International AID:
‘A0 00 00 02 47 20 03

‘4F ‘o7 ‘A0 00 00 02 47 20 03’

[ISO/IEC 7816-4]. o ijeall saill Ao pessll mpeasi) Lylues 4hi EF.DIR ¥/ Cilall oty — dLiadlo

(44.444) EF.CardAccess i) e e %,-QS’/ 17 S R

LAY Jla) i oz laia) w5 13 Llayd aglhae sag ount )l Cilal) dule (gging ilas sl Cale sa EF.CardAccess () caldl
SecurityInfos 4 JalS Ciay e ¢ 3LY) (Kasg .Doc 9303-11 A&l & Sl il e Jodall dd)al e Blas ju dalS)
-Doc 930311 dadigll 3 lgile Blae o Al Jlat¥) el

2107 Al cawl) Gl (gsinn o il V) Calall Cajen S

EF.CardAccess 913‘*1\ Chlalb— ¥Y Jgaall

File Name EF.CardAccess
File ID ‘011C’

Short EF Identifier “1C

Select Access ALWAYS

Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable

3l Lasede lede Blae o S Jlaiy) 3 oS La‘glk.a el el e (giny (53 CardAccess )yl Calall ()5S
Hlge (3hian o AalSs Jlall il dsgllaall 406l SecurityInfos &) clogleaall o (sing of cuams Wl 5eg e s 485
¢PACEInfo .

.ACEDomainParameterInfo (]

dlalgial) 5y0al Ao EF.CardAccess giji\ Aol Guias — ¥¥ Jgaall

File Name EF.CardAccess
File ID ‘oric’

Short EF ID ‘c
Read Access ALWAYS
Write Access NEVER
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Size Variable
Content DER encoded Securitylnfos. See Doc 9303-11.

(g k) EF.CardSecurity 4Ll s Ag¥) cilall — £-11 -1

b zlaiaY) (o 13 Ly igllaa say et Calal) adde (gging Cilas ol Cala g8 EF. CardSecurity 8Uad) (Y oY) Calal)
OSasg Doc 9303-11 4adisl (A el aill o B85 daia (o Ganill Ao aw) ae lgle (Blae o AWlS (LY Jlady)
Al Asia (o 3ol dasjd sy ae lgle Blan e Al Jlai¥) a8 Jal e securityInfos I el Caas e Jsasl)

.Doc 9303-11 4&disll &

1D Al et i) (s5inne Ao ppeail A5V Call Cijae g
:S 1Y) Lgllae ceahyl) Calall ade (gginy (53 EF.CardSecurity (1Y) calall 5
(ALl B3I (pe Lase e 38801 daia (pe gl Ahand aw) ao lgdle (Blian o AdSs (HLEAY] JLaiy) 8 o
calalSial) 530 e Lasere ety Calall 3 Ayl sangll daa (e Ganl 5l @
AL B e Lasede pentyl) Calal) 8 385 Ana (pe 32l ) o
feb b e g O g
¢4818,1) daa (ja 3Radll aullay Lasws ChipAuthenticationInfo 486,l daa (e 383l Cilaglea @

PACE-CAM/Chip 4ulay Lewws ChipAuthenticationInfo 43l )1l dsa (1o (32ail = s gl Ct@d\ Glaglaa @

¢ Authentication
¢488,)) dsia (o (3oadll aullay Lases terminal AuthenticationInfo 4.8yl sasgll daia (1o GoaAl Cilaglen @
.CardAccess g.\j!\ alall & 53)l5ll SecurityInfos 4aY) Glaglaall @

py ge lgle Blan o S Jlaty) b oIS 1) Lglha el i) adle (ggiay (53 EF.CardSecurity gi‘;ﬁ!\ ) s
23 AY) Claglaall e sginy o qaaa s LT 5eg jaall L oIV dadighl 488) (he Lasede 4861 daa (e 3oadll ddayjs

¢ChipAuthenticationPublicKeyInfo as required for PACE-CAM o
.The SecurityInfos contained in CardAccess e

Alalsial) 834 Lo EF.CardSecurity (Ag¥) cilall s — ¥¢ Jgaal

File Name EF.CardSecurity
File ID ‘011D’

Short EF ID ‘1D’
Read Access PACE
Write Access NEVER
Size Variable
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id- ssinall g55 e [RFC 3369] A 2aaall saill e (SignedData dadgall llull (e ¢3S CardSecurity 4dUal) Ol cale 2
cgy salgd (sS o any LAads) Cj 900 U (e dadge 4 dlgall ()9S5 o iy encapContentInfo 43lall Jals SecurityObject
tgginall 53 Canyail dlsall Cijra padiey of iy Aadgal) ULl 8 dajae A2l

bsi-de OBJECT IDENTIFIER ::= {
itu-t(0) identified-organization(4) etsi(0)
reserved (127) etsi-identified-organization(0) 7
}
id-SecurityObject OBJECT IDENTIFIER ::= {
bsi-de applications(3) eID(2) 1

:"A:‘ LS SignedData 42 gall calilud) 4w (@)t

SignedData ::= SEQUENCE{
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier
EncapsulatedContentInfo ::= SEQUENCE ({

eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL

ContentType ::= OBJECT IDENTIFIER

SignerInfos SET OF SignerInfo
SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgoritm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL

SignerIdentifier ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier
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SignatureValue ::= OCTET STRING
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Bsdiall aaal SV Ljlaal) iyl 5 el clilia) ) 8a3sall jse )l dbealgal jraY) oY) samy dy = "bb' e
(o s

G dalgall Zalgll ol Alenad) ADle V) ehadl (AT cilhis ) 8a3sal) Jsayl) Abalsal Canall Jlaa¥) sasy ady = "cc’ o
by (LS Anbay aagall Hee)l) Sliky Saclal Bads cilile A clyuaill sda sy bl @llias yias O oSa
g yalls Wiie ad (a,b, ¢ gl) LA e IS Ja0s 850 o8 dpi)ls

[ISO/IEC 10646] Lluaall (UCS) Laallall Cag pall de gana s o
(4alil)) EF.SOp 4ddsll 4uia¥) sulal)  r—7—¢

.EF.SOp 4 435ae dadigll Luial 5ale e Liadl Zueedn DU AlalSial) 5y5lal) (sgint cduabaiall calilul) da ilily Gle gana ) ALyl
Aalaial) ULl Ly liginal Ay Cileway a8 e ggindy jlaal) Algy Aacdsy Ly dadge 52l s2ag

EF.SOp agsy — Y1 Jgaadl

dagh) Lol st
Aadisl duay) salall Var ar

(3) Gl B adde gAY (Kasg EF.SOD VO atll cilall ling . Layds o EF.SOD 4l Ayl saldl e ohlaca) Wls aag
o4 ey sllas Lo EF.SOD aaly cale clliag .audll 138 & 3)l5ll EF.SOD VI 43 (uasall calall

EF.SOD VI LDS v1.8 dédsll Luia¥) solall 1 —¥Y—1-%

:Eﬁvd\iyy\Jhuﬂthb}h{g%ﬁh&d\CMQQ\%ggoadﬁgciykhaQLDSVLgg;l%wﬂb\” %#bﬂaéhy‘sﬂA\cﬁgﬁﬂj

LDSSecurityObject ::= SEQUENCE ({
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF

DataGroupHash,
ldsVersionInfo LDSVersionInfo OPTIONAL
-- If present, version MUST be V1

}

LDSVersionInfo ::= SEQUENCE {
ldsVersion PrintableString,
unicodeVersion PrintableString }

SOD V1 4ésll Luia¥) solall sl (o dedsall liladl g55 Y=¥=1=¢

5acld (<8 3 AdY) olsdd) muen ) Qs ([RFC 3369] (8 sanall saill o chadsall L) (e i€ 22550 Aa) 5ol 38
Aelaly el ks e Lliall (DER) ieall uasil

agase LIRS 356 of ciay — gl = — ) b/
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Value Comments

SignedData

Version m Value = v3

digestAlgorithms m

encapContentInfo m

eContentType m id-icao-mrtd-security-ldsSecurityObject

eContent m The encoded contents of an ldsSecurityObject.

Certificates o States are REQUIRED to include the Document Signer Certificate (Cps) which can be
used to verify the signature in the signerInfos field.

Crls X It is recommended that States do not use this field.

signerInfos m It is recommended that States provide only 1 signerInfo within this field.

SignerInfo m

Version m The value of this field is dictated by the sid field. See RFC3369 Doc 9303-12 for rules
regarding this field.

Sid m

issuerandSerialNumber c It is recommended that States support this field over subjectKeyldentifier.

subjectKeyldentifier c

digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value over
encapsulatedContent and SignedAttrs.

signedAttrs m Producing States may wish to include additional attributes for inclusion in the signature,
however these do not have to be processed by receiving States except to verify the
signature value.

signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature value and any
associated parameters.

Signature m The result of the signature generation process.

unsignedAttrs o Producing States may wish to use this field, but it is not recommended and receiving
States may choose to ignore them.

ASN.1 Profile LDS Document Security Object for SOD VO~ F'=Y—=1-¢

LDSSecurityObjectV1l { joint-iso-itu-t(2) international (23) icao(136)
mrtd (1) security(l) ldsSecurityObject (1)}

DEFINITIONS IMPLICIT TAGS
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BEGIN
IMPORTS

-- Imports from RFC 3280 [PROFILE]

AlgorithmIdentifier FROM

PKIX1Explicit88 { iso(l) identified-organization (3) dod(6)
internet (l) security(5) mechanisms (5) pkix(7)

id-mod (0) id-pkixl-explicit(18) };

-- Constants

ub-DataGroups INTEGER ::= 16

-- Object Identifiers

id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136) }

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao- mrtd-

security 1}
-- LDS Security Object

LDSSecurityObjectVersion ::= INTEGER {vO0(0), vl1(1l)
-- If LDSSecurityObjectVersion is V1, ldsVersionInfo MUST be present
}

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

LDSSecurityObject ::= SEQUENCE ({

version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash,

ldsVersionInfo LDSVersionInfo OPTIONAL
-- If present, version MUST be V1

}

DataGroupHash ::= SEQUENCE {
dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }

DataGroupNumber ::= INTEGER {
dataGroupl (1),
dataGroup?2 2),
dataGroup3
dataGroup4
dataGroupb
dataGroup6
dataGroup7
dataGroup8
dataGroup9
dataGrouplO
dataGroupll
dataGroupl?2
dataGroupl3
dataGroupl4
dataGroupl5
dataGroupl6

(
(3,
(4)
(5)
(6)
(7)
(8)
(9)

N N SN SN S~ o~

10)
11)
12)
13)
14)
15)
16)

N N S S SN S

LDSVersionInfo ::= SEQUENCE {
ldsVersion PrintableString
unicodeVersion Printable String }

END

Note 1.— The field dataGroupHashValue contains the calculated hash over the complete contents of the Data
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Group EF, specified by dataGroupNumber.

Note 2.— DigestAlgorithmIdentifiers MUST omit “NULL” parameters, while the
SignatureAlgorithmIdentifier (as defined in RFC 3447 ) MUST include NULL as the parameter if no parameters
are present, even when using SHA2 Algorithms in accordance with RFC 5754. Inspection system MUST accept the field
DigestAlgorithmIdentifiers with both conditions,i.e. absent parameters and NULL parameters.

V1Y e clil) cilegaaa JSE5 ) @bl palie V-t

g Lol Guan g Adng pially A0LaaY g Al bl jualic (4 ae (e Lajd il (DG16) VT i (DGT) ) e lild) Gile s
olalal) Aallae cuags . aaly Cilad ol Cale 8 il de sane S (385 caan s . llul) de gene Jaby L) jualial dasal) sl
Uy o8 o an lile eland A06Y1 AL (65 o s FA Joaall 8 i) gatl) e 8yemdl) A06Y1 clilall ey 4V
lilul) de gana A8 & n Cua n, EF.DGn A3l

(DG16) V1 ) (DG1) Y (e il il gana Ay ¢pgSal paai 3l AyLia¥ly Laal) i) jualie — FA Jgaal)

Data Group EF Name Short File Identifier FID Tag
Common EF.COM ‘1E’ ‘01 1E° ‘60’
DG1 EF.DG1 ‘01’ ‘0101° ‘61’
DG2 EF.DG2 ‘02’ ‘0102’ ‘75
DG3 EF.DG3 ‘03’ ‘01 03° ‘63’
DG4 EF.DG4 ‘04 ‘01 04° ‘76’
DG5S EF.DG5 ‘05’ ‘01 05° ‘65’
DG6 EF.DG6 ‘06’ ‘01 06’ ‘66’
DG7 EF.DG7 ‘07 ‘0107 ‘67
DGS8 EF.DGS8 ‘08’ ‘01 08’ ‘68’
DG9 EF.DG9 ‘09’ ‘01 09 ‘69’
DGI10 EF.DG10 ‘0A° ‘01 0A° ‘6A°
DG11 EF.DG11 ‘0B’ ‘01 0B’ ‘6B’
DGI12 EF.DGI12 ‘0c ‘01 0C ‘6C’
DGI13 EF.DGI13 ‘0D’ ‘01 0D’ ‘6D’
DG14 EF.DG14 ‘OF’ ‘01 OE° ‘6E’
DG15 EF.DG15 ‘OF° ‘01 OF° ‘6F’
DG16 EF.DG16 ‘10° ‘01 10° ‘70’
Document Security EF.SOp ‘1D’ ‘011D’ ‘T
Object
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Data Group EF Name Short File Identifier FID Tag
Common EF.CARDACCESS ‘1 ‘01 1C
Common EF.ATR/INFO ‘01° 2F01°
Common EF.CardSecurity ‘1D’ ‘01 1D’

(dali) LT eqpdel) giad) Cilaplea — 1 bl dogaza 1 -V—£

Lbad Slly e ging OIS lse LeleSh W g5 j2all iall Gilbigine e sl 58 (DG1) ) bl de sanad ULl paling 3 geaial
JKEYY) LDST Agal) < LT g joall A 5NV sl Aady s o adiad U g5l ejadl i ol Jaalially 181 ad 3a) s
.(TD3 5l TD2 i TDI

o sl (gginsg 610 zasall b Aadsl) dal (e digllaall (MRZ) W eg il eiall clastes o bl (o yuninll 138 (gginsy
OCR- legled dallas (450 Bala & LT g jall giall bl 8ol SFIF cliladl sale 3 WT gl eiad) oo csanly bl sala
adgl) e deghal B MRZ

) ably) 4o gana pguy — ¥4 Jgaad)

Tag L Value
‘61’ Var
Tag L Value
‘SF1F’ F The MRZ data object as a composite Data Element.
(REQUIRED)
(The Data Element contains all mandatory fields from Document Type through
to Composite check digit.)

3 LI 5eg piall duig i<l jicall didiy UaS o ) Sliled] degane . 1Y) Cilel) Cilily pealic — ) bl degana ) —)—V—£
TD1 paad) (o LDSI 4eidfl
Clilull degana juefiy cafifig (pids Glillaiag L(DG1) ) Gllal) degane (B 83sa90 05<8 B Al SLL jualic adll 138 Caay
.Doc 9303-5 4adslls Doc 9303-3 4afigll 3 Chasis goaall WT cgaall eiall 3 angy W Tasally dllae (0585 of it (DGI) )
s Gl Joaall 8 LS 06 o aa V Jaad) dadig Jal e il de geadd Bl IS Ja)s Lelag bl palic
A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character [*<’], F = fixed-length — 45 la
field
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TD1 _aud) 4y JS& clilal) jualie — €0 Jgaal)

Data Optional or Name of Number of Fixed or Type of
Element MANDATORY Data Element Bytes Variable Coding
01 M Document code 2 F A,S
02 M Issuing State or 3 F AS
organization
03 M Document number (Nine 9 F AN,S
most significant
characters)
04 M Check digit — Document 1 F N,S

number or filler character
(<) indicating document
number exceeds nine
characters

05 M Optional data and/or in the 15 F AN,S
case of a Document
Number exceeding nine
characters, least significant
characters of document
number plus document
number check digit plus
filler character

06 M Date of birth 6 F N,S
07 M Check digit — Date of 1 F
birth

08 M Sex 1 F A,S
09 M Date of Expiry 6 F
10 M Check digit — Date of 1 F

expiry
11 M Nationality 3 F AS
12 M Optional data 11 F AN,S
13 M Composite check digit 1 F N
14 M Name of holder 30 F AN,S

aandl o LI b shall duig yiSIY) jéed] didigl bl sealic ) lll) degane . ¥ Cilall = ) UL degane  F=1=V—£
D2

Gllal) degana Saaiiy afifig (p)aS Glillieg (DGT) ) DUkl degene A Bagage 050 8 Al SUL palic audll 138 Coay

Doc 9303- 4&fislly Doc 9303-3 dafisll & Chuagi g gabaall W e sl 3all @ g Wl Tavially dlilaa (563 o & 35t (DG1) )

AU Jaaall 8 W 0% o mn ¥ il dadig Jal (e by de geadd LA JS Jalo Ll<a s clilll yalic .6

.A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character [‘<’], F = fixed-length field — 44l
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TD2 i) didy JSl clily palic — Y Jgaad)

Data Optional or Name of Number of Fixed or Type of

Element MANDATORY Data Element Bytes Variable Coding

01 M Document code 2 F AS

02 M Issuing State or organization 3 F A,S

03 M Name of holder 31 F AN,S

04 M Document number (Nine 9 F AN,S

principal characters)

05 M Check digit 1 F N,S

06 M Nationality 3 F AS

07 M Date of birth 6 F N,S

08 M Check digit 1 F N

09 M Sex 1 F A,S

10 M Date of expiry 6 F N

11 M Check digit 1 F N

12 M Optional data plus filler 7 F AN,S

character
13 M Composite Check Digit - 1 F N
MRZ line 2

Ll ol L] Geg piall Luig SIY) yieal] dsl lilad] punlic ) lilyl) degane oY) Cilell — ) ULl degens P =V—£
TD3 aaadl (4 LDSI

Ukl degana Saasig afifig (p)dS Gililliieg ((DG1) ) DUkl degene  Bagage 050 28 Al UL palic audll 138 Couay

Doc 9303- &&ills Doc 9303-3 adishl & Caasis gsabaall W ool ehal) b s L Jancalls dilas (1585 o Ly 29eaite (DGI) )

st Jeanll 8 WS (56<s of can ¥ el dady Jad (e clily degead Bla U Jals Lel<a g bl palic .4

A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character [‘<’], F = fixed-length — 45 la

field
TD3 Jawd) Ay JS&) alilul) jalic — €Y Jgaall

Data Optional or Name of Number of Fixed or Type of

Element MANDATORY Data Element Bytes Variable Coding
01 M Document code 2 F AS
02 M Issuing State or 3 F A,S

organization

03 M Name of holder 39 F AS

04 M Document number 9 F AN,S
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05 M Check digit — Document 1 F N,S
number
06 M Nationality 3 F AS
07 M Date of birth 6 F N,S
08 M Check digit — 1 F N
Date of birth
09 M Sex 1 F A,S
10 M Date of expiry 6 F
11 M Check digit — Date of 1 F
expiry or valid until date
12 M Optional data 14 F AN,S
13 M Check digit 1 F N
14 M Composite check digit 1 F N

(o) 4ash — disgd o Cjatll Byapal) cilaaad) — ¥ clild) dSgana Y-Vt

@l pe SV BVl diggl) e @aaill Lddle dalial) Juaiall ALE aglondl Y50 daw (DG2) ¥ lilall degana fias
canly doned go AST angy OIS 1305 cangl) o Cajanll aUail JAniS Aadl als dngl Bjpa (68 o i ) T Beg i) i)
cliaas iy Lo sl o Laalle dolad) dasall 6 e Gaaal 6K of i

Y clibul) degana gy — £V Jgaal)

Tag L Value

‘75 Var See Biometric encoding of EF.DG2

¥ bl degana . AsY) Cilall agland] JYin¥l juajill ) —Y=V—§

Laslenll CYYRNT Jolil sl Gl U pe pnie 589 oaslen Vi) z3la Bae (s Al e Les (7816-11]
Jalall Jladly saasall oaslond) QY5 dacss 3pmgall oaslsall V) 53 oaslsnl) Vaidl ejdll lsiall 33sss . (CBEFF)
iacdgs a8 3yl e Ao 5l Allalls L3t oaslsn Yl z3gad e ill s caalasiod Wils ey ISO/IEC [7816-11]
n=1

ralal) ) (2055 z 39 JS (g2l

slgad) VDU Jaaiil) agaug — ¥ cilibul) degana — €4 Jgand)

Tag L Value

‘“7TF61° Var Biometric Information Group Template

Tag L Value

‘02’ ‘01° Integer — Number of instances of this type of biometric
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Tag L Value
“7F60° Var 1st Biometric Information Template
Tag L
‘AT’ Var Biometric Header Template (BHT)
Tag L Value
‘80’ ‘02’ ICAO header version 0101 (Optional) — Version of the
CBEFF patron header format
‘81° ‘01-03° Biometric type (Optional)
‘82’ ‘or’ Biometric subtype Optional for DG2
‘83° ‘07’ Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87 ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)
‘5F2E’ or | Var Biometric data (encoded according to Format Owner) also called the
‘TE2E’ biometric data block (BDB).

T 39as CaaS Bl (Tag 06°) il Cjaal Clilall £ suagas Lanloud) YY) Jalidd e Cile (KA1 Lol xil Cijaa padiind
dale b Jially Aad) oda ade (sind Y [ISO/EC 7816-11] (b 2asall 8yiba (BIT, Tag “7F60°) (oashond) JY i) Cilagles
&3.:.:5\ ‘éﬁ 8ldaa _pc ?“\JS‘ Uasadl
[ISO/IEC19794-5] amen ik desane S (8 Aliina oaslsn IV ind Lo sl Sne 5 i cdabinadl i) Jugast]

MYy bl eyl /R LeaS ISO/IEC 19794:2005 _led 9_4, Cigw ISO/IEC 39794 lieal| — 4bale
L1—o0—¢ raa_ai”‘)AJ/ (_séjj}:"'j/
¥ bl de ganal L) gealic . L3Y) Cila) — ¥ Cllul) degana  Y—Y—V—£
JSAa b Lel€ss bl yualie 0585 o) an 3(DG2) ¥ bl desane b Bagase (5S5  ll lill) yualic sl 138 Chay
Al Jglaall 8 aylel) saill e clily degana

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — d&sdle
B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 M Number of face 1 F N 1 to 9 identifying number of
biometric unique encodings of data on the
encodings face.
recorded
02 M Header Var AN Data Element may recur as
defined by Data element 01.
03 M Face biometric Var AN,S,B | Data Element may recur as
data encoding(s) defined by Data element 01.

(Ais)) (alad)) puay) — duygll Ao cimill Lbliay) dacd) — ¥ Clibd) degara  F—V—£

Asell Al Taes Ailia) aglon IV Sal Cilingl g€ aal) Ay o Cijatl) a5 of eliacY1 Joall e asls SISY) ot
.(DG3) ¥ clilall de gana lgriag e an Al A Bac e

¥ clibul) degana aguy — €7 Jgaal)

Tag L Value

‘63’ Var See Biometric encoding of EF.DG3

P bl degane . AsY) Cilall aslaull JY2YU el ) —F=V=£

asbon Vi) Cilaslas z3li aa (BIT) casloml) JY5in) Claglen 739l deganal) z3sai ¥ llul) e gana padiod of g
dolal lpidall Calall UG ae danaia A9 Baaale oaslon TVl z3lad ()85 A\S) S ([ISO/IEC 7816-11] (& Baasa dlilNie
sl YY) dass dsa9al) aslsnll JYSY) g5 oaslond) VD il (lsiall 23as5 .(CBEFF) daaslsadl <Y uuY)
At I Ly cajiie (aslon IVl z3sad jaap el s dSO/EC [7816-11] I dalaiall HLal) aladiud quags -s23sal)
0,070 o Ka ¥ bl degana 8 ABY) 23 n=1 = alsll Gk e 83Y)

A0 Al ey Jalaie agad JS

¥ bl de ganal dla)atal) pgugll — £V Jgaadl

Tag L Value
‘7F61° Var | Biometric Information Group Template
Tag L Value
‘02’ ‘01° Integer — Number of instances of this type of biometric
“7F60° Var 1st Biometric Information Template
Tag L
‘Al Var | Biometric Header Template (BHT)
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Tag L Value

Tag L Value

‘80’ ‘02’ ICAO header version ‘0101’ (Optional) — Version of the
CBEFF patron header format

‘81° ‘01-03° Biometric type (Optional)

‘82’ ‘01’ Biometric subtype REQUIRED for DG3

‘83’ ‘07 Creation date and time (Optional)

‘85’ ‘08’ Validity period (from through) (Optional)

‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)

‘87 ‘02’ Format owner (REQUIRED)

‘88’ ‘02’ Format type (REQUIRED)

‘SF2E’ or Var | Biometric data (encoded according to Format Owner) also called the
“TF2E’ biometric data block (BDB).
Tag L
“7F60° Var 2nd Biometric Information Template
Tag L
‘Al° Var | Biometric Header Template (BHT)

Tag L Value

‘80’ ‘02’ ICAO header version ‘0101’ (Optional) — Version of the
CBEFF patron header format

‘81’ ‘01-03° Biometric type (Optional)

‘82’ ‘01’ Biometric subtype REQUIRED for DG3

‘83’ ‘07’ Creation date and time (Optional)

‘85’ ‘08’ Validity period (from through) (Optional)

‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)

‘87 ‘02’ Format owner (REQUIRED)

‘88’ ‘02’ Format type (REQUIRED)

‘SF2E’ or | Var | Biometric data (encoded according to Format Owner) also called the
‘“TE2E’ biometric data block (BDB).

@l )l (Tag 06°) 2l Cajaal Gl goasay -dunslgnll VYY) Jolal ol pdall Calal) (<& QJMSJ\ Al Cjae add
dalee 08 Jiallg .4l 038 dle (5533 Y [ISO/IEC 7816-11] (& 2asall 8,4l (BIT, Tag “7F60°) (oaslsnll Y} Cilaslas #35al
2\:\.\.\5\ ‘;S 8ldaa  pc Y’MJS‘ Uatadl

[ISOMECIOT944] ien Wi ing iy Ao gana JS 3 Aldasall IV1 aglsadl OV 5] dowe (6 cabinal) Joiil (aged
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SYaiwY Sbly eyl 9‘]}.7 leaS ISO/IEC 19794:2005 _led ‘;Q Cigw ISO/IEC 39794 ladl— 4>l
L1—o=¢ (a.wé//‘)é.r/ ‘_é‘}jj:uj/
bl yealic 1 bl degana . 3¥) Cilad) — 7 Ll degane  Y—F=V—£
1A Jeaadl 8 WS @lily de gana A3l
A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4ha b

.B = Binary data, F = fixed-length field, Var = variable-length field>

¥ bl de sanal Clibud) pualic — £9 Jgand)

Data Optional or Name of Number Fixed or | Type of
Element MANDATORY Data Element of Bytes Variable | Coding Coding Requirements

01 M Number of finger(s) 1 F N 0 to n identifying number
(If encoded finger(s) | biometric encodings of unique encodings of data

feature recorded) recorded on the finger(s).

02 M Header Var B Data Element may recur as
(If encoded finger(s) defined by Data element

feature recorded) 01.

03 M Finger biometric Var B Data Element may recur as
(If encoded finger(s) data encoding(s) defined by Data element

feature recorded) 01.

asland] JY50Y) (o e dll 1538 juasi ) Y —1-V—£

Jgaadl b e 9o Lo Caun i IS alaay o g (53 () aall o L) dacadial aiilly agloud) QYN cpslic 2 3lai agmg
;A0 Al Al 3jiie oaslen Yl Gleglen #3500 US5 - M

Loagl o) YL Sl o e il (€ s dl) ciland) Guasil dusjdl) cilacadl i Jea — £9 Jgand)

b8 b7 b6 b5 b4 b3 b2 b1 | Biometric Sub-type
0 0 0 0 0 0 0 0 | No information given
0 1 | Right
1 0 | Left
0 0 0 No meaning
0 0 1 Thumb
0 1 0 Pointer
0 1 1 Middle
1 0 0 Ring
1 0 1 Little
X X X Reserved for future use
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o Jliall jroyi Y=Y—r—y—¢£

A(DG3) ¥ bl degana S o) Ay ¥ aobial lacas e LDST Al I3 U e e Lig 5SH s 33y s ¥ 30 Jsl
s gaead Gauilly Aaigll Aia¥) salal) 8 ¥ ULl de ganal A0l dudd) danas geitien Lol L) o3g] ¥ ililall e gane s Laag
Jaed) B2y lacal g L Beglens Basase astsall QYY) Claw 5S5 Y Cus LDST Al <3 U seg sl 45 SNT o
ety b bt ilacad sagal Jsall ol Jokisa) Jiill ahe ¥y ¥ ililad) Aegane o6 (oY) gt (S0 (LT g iall Ay S
S Y eV B sl YY) Slegles deganad TIA ladgat (325 of an LDST &) <l T g jaal) g 7SN
52 ;300" Ly dad z3saill dlae Uiy (LDST Laill <13 Tl 5o jaall Ao SN joudl 3285 Jlaca) iy (8 pobial oy Lo

LAl

(Do st ) Jlaa¥) dga didan 53 (ginally 537 ausll o (s

shal) ABY) Jaai— 04 Jgaal)

Tag L Value

63 Var LDS element

Tag L Value

‘TF 61° ‘03° | Biometric Information Group Template

‘02’ ‘01’ ‘00’ | Defines that there are no Biometric Information Templates stored in
this Data Group.
‘53’ Var | Issuer defined content (e.g. a random number).
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Tag L Value
‘63’ Var LDS element where aa is the total length of the entire LDS data content
Tag L Value
“TF 61° Var Biometric Information Group Template, where bb is the total length of the entire
Group Template content.
‘02’ ‘01’ ‘017 | Defines the total number of fingerprints stored as Biometric
Information Templates that follow.
“7F 60° Var First biometric information template where cc is the total length of the
entire BIT
‘AL’ Var Biometric Header Template, where dd is the total length of the
BHT
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‘81’ ‘01’ ‘08’ Biometric type “Fingerprint”

‘82’ ‘01’ ‘0A° Biometric subtype “left pointer finger”
‘87 | 02 ‘0101’ | Format Owner JTC 1 SC 37

‘88 | 02 ‘0007’ | Format Type [ISO/IEC 19794-4]

Note that the BHT may contain additional optional elements. Of course,
this fingerprint can either be a left or right finger depending on the
available image.

‘SF2E’ | Var | Biometric Data Block where ee is total length of the encoded
[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.

sy il el g3 beeS ISO/EC 19794:2005 leal A Cigw ISONEC 39794 lieall — dhadle

LT—o=¢ rg.ui//).éu/ ‘;54_}./_}:“.//

sty Jall (o ST jueyi E—Y—F—y—£

YY) go3 Jals dacd) amge 2aad caag L )ie (oaslon Vi) Glagles z35ad (8 das IS (5535 qua Jalial) Jedall Gaeacl
el Aglae dbidd e Sl Jgand) (sgimag . Dlagleall 228 Cujdlgi 13) Laaglgnall VYY) Jolal @l jidie Cale AL o pdl) aslsull
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Tag L Value
63 aa LDS element where aa is the total length of the entire LDS data content
Tag L Value
‘TF 61° Var Biometric Information Group Template, where bb is the total length of the entire Group

Template content.

‘02’ ‘01’ ‘02’ | Defines the total number of fingerprints stored as Biometric
Information Templates that follow.

“7F 60’ Var gllr%t biometric information template where cc is the total length of the entire
‘Al Var | Biometric Header Template, where dd is the total length of the BHT
‘81’ ‘01’ ‘08’ Biometric type “Fingerprint”
‘82”7 | ‘o1’ ‘0A’ Biometric subtype “left pointer finger”

‘87 ‘02’ ‘0101” | Format Owner JTC 1 SC 37

‘88 | ‘02 ‘00 07° | Format Type [ISO/IEC 19794-4]

Note that the BHT may contain additional optional elements. It is also
possible that the order of fingerprints (left/right) is different.
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Tag L Value

SF2E Var | Biometric Data Block where ee is total length of the encoded
[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.

“7F 60° ff Second biometric information template where ff is the total length of the
entire BIT
‘AT’ Var | Biometric Header Template, where gg is the total length of the BHT

‘81’ ‘01’ ‘08’ Biometric type “Fingerprint”

‘82’ ‘01’ ‘09’ Biometric subtype “right pointer finger”

87 | ‘02 ‘0101” | Format Owner JTC 1 SC 37

‘88 | ‘02 ‘0007° | Format Type [ISO/IEC 19794-4]

Note that the BHT may contain additional optional elements. It is also
possible that the order of fingerprints (left/right) is different.

‘SF 2E° Var | Biometric Data Block where hh is total length of the encoded
[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.
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Tag L Value

‘76’ Var See Biometric encoding of EF.DG4
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Tag L Value
“TF61° Var Biometric Information Template Group Template
Tag L Value
‘02’ ‘r Integer — Number of instances of this type of biometric
“TF60° Var 1st Biometric Information Template
Tag L Value
‘Al Var Biometric Header Template (BHT)
Tag L Value
‘80’ ‘02’ ICAO header version ‘0101” (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03° Biometric type (Optional)
‘82’ ‘01’ Biometric sub-type, REQUIRED for DG4
‘83° ‘07 Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87 ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)
‘SF2E’ or | Var Biometric data (encoded according to Format Owner) also called the
“TF2E’ biometric data block (BDB).
Tag L Value
“TF60° Var 2nd Biometric Information Template
Tag L Value
‘AL’ Var Biometric Header Template (BHT)
Tag L Value
‘80° ‘02’ ICAO header version ‘0101° (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03° Biometric type (Optional)
‘82’ ‘or Biometric sub-type REQUIRED for DG4
‘83° ‘07 Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87 ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)
‘SF2E’ or | Var Biometric data (encoded according to Format Owner) also called the
“TF2E’ biometric data block (BDB).
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Glaglea igai cn (Tag “067) 2l Cajaa lbily Salag . danslgnll YY) Jalal ol il calal) J<& a2l Cijas PP
pseasll anads dale b il LAl sda & z)0k e [ISO/IEC 7816-11] (A 23sall (BIT, Tag “7F60°) adé oaslsull JY 1Y)
Al L aasa je
[ISO/EC19794-6] s oysa i ity il desana S 8 Jouse gl Vi) Jf ol eJobinall Junall LGN Lt
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — dhalle
-B = Binary data, F = fixed-length field, Var = variable-length field.
£ Slla) de ganal Uil jualic — 00 Jgaall
Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 M, Number of eye 1 F N 1 to 9 identifying number of
if encoded eye(s) biometric unique encodings of data on the
feature included encodings eye(s).
recorded
02 M, Header Var B Data Element may recur as
if encoded eye(s) defined by Data element 01.
feature included
03 M, Eye biometric data Var B Data Element may recur as
if encoded eye(s) encoding(s) defined by Data element 01.
feature included

asland] JYxiaY] o ooyl goill _juai ) —F—E=V=£

Jsaall b gl saill o i OS ane of im0 ) 2l Ll danatidl) willy alsndl VSN Olsie = 35ai asuas
A Al die aslse Vil Cilosles 23508 Uy .

daa glgud) ANV ALY Jalill ¢ e cila & tdaedl) clawd) eyl daejdl) Glawd) dad jia i — 0% Jgaall

b8 b7 b6 b5 b4 b3 b2 bl Biometric Sub-type
0 0 0 0 0 0 0 0 No information given
0 1 Right
1 0 Left
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0 Reserved for future use
0 Reserved for future use
0 Reserved for future use
0 Reserved for future use
1 Reserved for future use
1 Reserved for future use

Reserved for future use
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Tag L Value
‘76’ Var LDS element
Tag L Value
‘“TF 61’ ‘03’ Biometric Information Template Group Template
‘02’ ‘01’ ‘00’ | Defines that there are no Biometric Information Templates stored in
this Data Group.
‘53° Var Issuer defined content (e.g. a random number).
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Tag L Value
‘65’ Var
Tag L Value
PP Number of instances of this type of displayed image (REQUIRED in first template.
02 Var . .
Not used in succeeding templates.)
‘SF40” Var | Displayed portrait
Aiag prall Bygeall (po 23l gill Auilly gy Cijina ) IS ol
o clilu) Ao gana JISET — 04 Jgaall
Displayed Image Format Owner

Displayed Facial Image

[ISO/IEC 10918], JFIF option

({.yl,nh/) o clilull de gane Slily palic . a.[;f‘.il.a — o Gllul degana 1—0-V—£
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

— ihade

.B = Binary data, F = fixed-length field, Var = variable-length field.

o byl ds ganal cililudl jualic — %o Jgaal)

Data Optional or Name of Number | Fixed or | Type of
Element MANDATORY Data Element of Bytes Variable Coding Coding Requirements
01 M Number of 1 F N 1 to 9 identifying number of
(If displayed displayed portraits unique recordings of displayed
portrait recorded) recorded portrait.
02 M Displayed portrait Var AN Data Element may recur as
(If displayed representation(s) defined by Data element 01.
portrait recorded)
M Number of bytes in 5 F N 00001 to X9, identifying number
(If displayed representation of of bytes in representation of
portrait recorded) | displayed portrait displayed portrait immediately
following.
04 M Representation of Var B Formatted as per [ISO/IEC
(If displayed displayed portrait 10918-1] or [ISO/IEC 15444].
portrait recorded)
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[ISO/IEC s JFIF jLa plasiuls [ISO/IEC 10918] A el saill e 02 Sllol) paie o) cuas — Aha e
- JPEG 2000 _gall juoji ol 2/a35ul 15444]
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Tag L Value

‘66’ Var

T Cblal) degane Slily pealic . Jof Cilo — 1 clilul) degane 1 =T-V—£
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Tag L Value
‘67’ Var
Tag L Value
«y° Number of instances of this type of displayed image (REQUIRED in first template.
02 Var : .
Not used in succeeding templates.)
‘5F43° Var Displayed Signature

liag ) Bysaall (ge 2amall il Aansilly agy Cijine A0 JKEY) Claial

V bl ds gana JISET — ¥ Jgand)

Displayed Image Format Owner

Displayed Signature/usual mark [ISO/IEC 10918], JFIF option

(Aplas)) V clilul] degane Cilily pualic . Jof Cilo — V Clilul) degane ) —V=V—£

iy degane € Jah Ll s i) yualicy .(DGT) ¥ lilul) de gana b B3gase (5S5 8 ll Glladl pualie acdll 138 Ciay
t S Joanll 8 LS 0585 o s (DGT) Y

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4hadla
B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 M Number of 1 F N 1 to 9 identifying number of
(If displayed displayed unique recordings of displayed
signature or signature or usual signature or usual mark.
usual mark marks
recorded)
02 M Displayed Var B Data Element may recur as
(If displayed signature or usual defined by DE 01.
signature or mark Formatted as per [ISO/IEC
usual mark representation 10918-1] or [ISO/IEC 15444].
recorded)

[ISO/IEC s/ JFIF Ll ploiiuls fISONEC 10918] A cijaall saill Ao 02 Slilul] jemic jueyi ciay — 4hisSLe

JPEG 2000 sl _jsa i allii 2asiculs 15444
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Tag L Value
‘68’ Var To Be Defined
Tag L Value
€02’ q Integer — Number of instances of this type of template (REQUIRED in first template.
Not used in succeeding templates.)
Var Header Template. Details to be defined.

A Sl degane clily galic . dof Cile — A bl de gana

) —A=Y—¢
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

s Joanll 8 LS (S of aa

— il

.B = Binary data, F = fixed-length field, Var = variable-length field.d

A cllyd) ds ganal cllyd) jalic — 11 Jgaal)

feature is used)

Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 M Number of data 1 F N 1 to 9, identifying number of
(If this encoded feature(s) unique encodings of data

feature(s) (embraces Data
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LT segjiall jicdll 53l
elements 02 and 03).
02 M Header (to be 1 Header details to be defined.
(If this encoded defined)
feature is used)
03 M Data feature(s) 999 Var AN,S,U, | Format defined at the discretion
(If this encoded data Max B of issuing State or organization.

feature is used)

(Aplis)) dgpisd) (lad)) dadl — 9 Clibl] dogana §-V—£
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Tag L Value
‘69’ Var To Be Defined
Tag L Value
nn> «n1> | Integer — Number of instances of this type of template (REQUIRED in first template.
02 01 : .
Not used in succeeding templates.)
X Header Template. Details to be defined.

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],
-B = Binary data, F = fixed-length field, Var = variable-length field.

9 clilul) de gane Clily palic . Aol Cile — 9 Ul de gane
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Data Optional or Name of Number of | Fixed or | Type of
Element | MANDATORY Data Element Bytes Variable Coding Coding Requirements

01 M Number of 1 F N 1 to 9, identifying number of
(If this encoded structure unique encodings of structure
feature is used) feature(s) feature(s) (embraces Data

elements 02 and 03).

02 M Header (to be N Header details to be defined
(If this encoded defined)
feature is used)

03 M Structure Var
(If this encoded feature(s) data
feature is used)
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Tag L Value
‘A Var

Tag L Value

PP «n1> | Integer — Number of instances of this type of template (REQUIRED in first template.

02 01 . .
Not used in succeeding templates.)
Var To Be Defined.
Vo bl degane cilily gealic . Jof Cile — Vo Gllul degana 1) e—V—£

s U Joanll 8 WS (46<s o an cilily

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

— b

B = Binary data, F = fixed-length field, Var = variable-length field.

Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 M Number of 1 F N 1 to 9, identifying number of
(If this encoded substance unique encodings of substance
feature is used) feature(s) feature(s) (embraces Data
recorded elements 02 and 03).
02 M Header (to be TBD TBD N Details to be defined.
(If this encoded defined)
feature is used)
03 M Substance 999 Var AN,S,B | Format defined at the discretion
(If this encoded feature(s) data Max of issuing State or organization.
feature is used)

(i) (Lblisy) duasil] Jualdll) ALoY) adil) Juadl — 1) cilill) desene 1 1-V=£
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Tag L Value
‘6B’ Var

Tag L Value
5C Var Tag list with list of Data Elements in the template.
‘SFOE’ Var Full name of document holder in national characters. Encoded per
Doc 9303 rules.
‘A0’ Var Content-specific class

Tag L Value

‘02’ ‘01 Number of other names
‘SFOF’ | Var | Other name formatted per Doc 9303. The data object repeats as many times as
indicated in number of other names (data object with Tag’02”)

Tag L Value
‘SF10° | Var Personal number
‘SF2B’ | ‘08’ Full date of birth yyyymmdd
‘SF11° | Var Place of birth. Fields separated by ‘<’
‘5F42° | Var Permanent address. Fields separated by ‘<’
‘5F12° | Var Telephone
‘SF13* | Var Profession
‘SF14’ | Var Title
‘5F15° | Var Personal summary
‘5F16° | Var Proof of citizenship. Compressed image per [ISO/IEC 10918]
‘5F17° | Var Other valid TD numbers. Separated by ‘<’
‘5F18” | Var Custody information

1) bl degane cilily gealic . Jof Cile — 1) Gllul degane 1 =) ) —V—¢
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S/ JFIF JLsd) plosials fISO/EC 10918] 4 sasell saill o 1) Lol degens jrasi iy — ) 4biadla

- JPEG 2000 _ypaall jsasi allii alaiicals [ISO/IEC 15444]

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character ['<’], — V 4hadl

B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
01 (0] Name of holder (in 99 Var B Filler characters (<) inserted as per
full) Max MRZ. No fillers inserted at end of
line. Truncation not permitted.
02 (6] Other name(s) 99 Var B Filler characters (<) inserted as per
Max MRZ. No fillers inserted at end of
line. Truncation not permitted.
03 (0] Personal number 99 Var U Free-form text.
Max
04 (0] Full date of birth 8 F N YYYYMMDD
05 (0] Place of birth 99 Var U Free-form text.
Max
06 (0] Address 99 Var U Free-form text.
Max
07 (0] Telephone 99 Var N.,S Free-form text. Encoding per ITU-
Max T E.164 recommended
08 (0] Profession 99 Var U Free-form text.
Max
09 M, Title 99 Var U Free-form text.
if Data element 08 Max
included
10 M, Personal summary 99 Var U Free-form text.
if Data element 09 Max
included
11 M, Proof of citizenship Var B Image of citizenship document
if Data element 10 formatted as per [ISO/IEC 10918-
included 1]
12 (0] Other valid travel 99 Var U Free-form text, separated
document(s) Max by <.
Travel document
number
13 (0] Custody 999 Var U Free-form text.
information Max

degene 4 i Glaf (lial) fuidil] 4L 48,hI) fs o(DD) asill 5 (MM) gl dises poe dlls 5 — dbis Lo

ol oliel) Ladill AL iphll Gl o(CCYY) dicdly (el dipea pae Als A5 00" Ao diinal Cigpndl Luia 8 ) ) UL
den liaas U At hatnls pasind of Ll cians 0000" Ao duieal] Cigpall Luin oo 1) ULl degane 9 i

(Abis)) (LdLay) Gl Juald) AliY) Aidsll fuadi — 1 ¥ cililyd] 4 pans

) r—y-£

Auylaal de genall 038 Jala Gillll jealic maeng kil (e GliaY) Cilosbeall ililull de sanall o3 paiicdh
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1Y alily) e gana pguyg — VY Jgaal)

Tag L Value
‘6C’ | Var
Tag L Value

5C Var Tag list with list of Data Elements in the template

‘5SF19° | Var Issuing Authority

‘5F26° | ‘08’ Date of issue. yyyymmdd

‘A0’ Var Content-specific class

Tag L Value

‘02’ ‘01’ Number of other persons

‘SF1A | Var | Name of other person formatted per Doc 9303 rules. The data object repeats as

’ many times as indicated in number of other names Data element 02 (data object

with Tag’02’).

‘5F1B’| Var Endorsements, observations

‘SF1C’| Var Tax/Exit requirements

‘SF1D’ | Var Image of front of document. Image per ISO/IEC 10918.

‘SF1E’| Var Image of rear of document. Image per ISO/IEC 10918.

‘SF55°| “OF’ Date and time of document personalization yyyymmddhhmmss

‘5F56°| Var Serial number of personalization system
.BCD 8 bytes ASCIT (e JS juay (il alai sexs by uagd
1Y bl degane Clily pealic . Jyf cile — ) ¥ Gl degane =) F-Y=£
an Glily degana JS Ja1y WlSG g clilll jalics .(DG12) VY @bl de gana Lghacats 28 ‘;'d\ Glilall palic e‘uﬂ\ 128 Caan
t ) Jpaall 8 LS (3 o

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [‘<’], — ) 4badle

B = Binary data, F = fixed-length field, Var = variable-length field.

SJIFIF L plasiuls (fISO/IEC 10918] (A saaall saill e 08 507 bl (sraic jua)i cias — ¥ 4Lale

. JPEG 2000 _ypeall _jsasi allai 2asils [ISO/IEC 15444]

1Y cllyd) de ganal clilul) jalic — Ve Jgaal)

Data Optional or Name of Number | Fixed or | Type of
Element | MANDATORY Data Element of Bytes | Variable Coding Coding Requirements
01 (0] Issuing Authority 99 Var U Free-form text.
Max
02 (0] Date of issue 8 F N Date of issue of document;
i.e. YYYYMMDD.
03 o Other person(s) details 99 Var U Free-form text
Max
04 o Endorsement(s)/ 99 Var U Free-form text.
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Data Optional or Name of Number | Fixedor | Type of
Element | MANDATORY Data Element of Bytes | Variable Coding Coding Requirements

Observation(s) Max

05 (0] Tax/Exit requirements 99 Var U Free-form text.
Max

06 o Image of front Var B Formatted as per

of eMRTD [ISO/IEC 10918-1]

07 o Image of rear of MRTD Var B Formatted as per

[ISO/IEC 10918-1]

08 (0] Personalization time 14 F N yyyymmddhhmmss

09 o Personalization device 99 Var U Free format.
serial number max

({.yéd'ay %JQBY/@@L&U/ — 1 ol degana I F-V—£

fok LS 058 o ang ) delaie of Alsy HLaAY Ay 5 (DGI3) VY bl e gana (33 dadiad) bl yualic

V¥ bl de gana aguy — Vo Jgaal)

Tag L Value

‘6D’ Var

(Alag piia) i) cflusdl) — 1 £ cililul) degara 1 E-V—£

Doc 9303- dadsll lai) Jualill e & DUy Al 41 SV dal e Ll hls e (DG14) ) € bl de sane (g5ins
PACE- sl 48] daia (o aaill aad (S 13 qagllan LT g jaal) dg sSNI ul) dadiy ol e s5iad 3 DG4 Caldly .11
T eyl duig SV jeud) s 48 Lesede GM/-IM

V¢ alilyl) 4 gana pgay — V1 Jgaadl

Tag L Value
‘6E’ Var Refer to Doc 9303-10 DG14 Securitylnfos

1§ Cblul) degane Slily pealic o Jof Cile — 1§ Clilull degana 1 =) E—V—£

o Jgaadl b LS iy degane A3l4 S

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4hadla
-B = Binary data, F = fixed-length field, Var = variable-length field.
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1 ¢ Uil 4 gaaal @lilul) jalic — VYV Jgaall

Data Optional or Name of Number of | Fixed or | Type of
Element MANDATORY Data Element Bytes Variable Coding Coding Requirements
(0] Securitylnfos Var B Refer to Doc 9303-10. DG14
SecurityInfos as defined in
4.7.14.2

(4uie¥) cilagleal)) Securitylnfos 1§ lilull degans Y—1E=V—£

Lol LY cblad) g JISET Cabidie i cladall (Sl IV Soasl) de ganal dalall bl £y e 2000 £aY) clasleal)

T 50 yaal) g SN acdl dady 4818, lilull Al o3 g o)l (uag cdolinall ol Aalaia Qb Al o glonl) JY i)
p M sl e saaae caliladl Aty dage dall Y c¥eSaig ) (lal Y § L) degena b

€

SecurityInfos 1= SET of SecurityInfo

SecurityInfo ti= SEQUENCE {
protocol OBJECT IDENTIFIER,
requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL

1 I el g A claslaal) by Ay lgale (ggind ) paliall
tactall JoSsig ll Cajas salall Cajadll JsSsigpull @
tJsSs39,l dals Laahil) iy Ao (g5t Zgdall gill (e duglladl) Ll o
JsSsig b Aald dplodl clily o ggint mgidd) gl e L)LaaY) Clld) o
(Aag i) Jledl) dawall (3 (olasy) GEaill aled] 7 Udal| cilaglea — 10 Slibul] degare 10—V —£

Sy GEail) i vie sl sag Jladll dacall e olad) BEaill aladl pladl o (sgias ALY ULl (e e ganall o34
.Doc 930311 Aidsll b CGhgemsall saill o Z8E) daia (o 3inill (laa¥) Jladll daall

Yo clilyl) e gana pgy — VA Jgaadl

Tag L Value
‘6F° Var Refer to Doc 9303-11

Vo Cbilul) degane ilily pealic . Jof Cile — 10 Clilull degana ) —)O—V—£
s ds d;b LGJSJ:J «;\Lak:ul\ ‘).‘.al..\c‘g (DG]S) Vo &"_\ht:u“ a..c‘y\m ‘;5 53‘5;}4 UJS:I ui ‘)_93:1 ‘;ﬂ\ A"_\l..it_.}.\j\ ).«AL\C ?.u;ﬂ\ K¥Y gﬁ.«.a:\
;S Jganll 8 LS 0585 o an Sy desana

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — <d&s
B = Binary data, F = fixed-length field, Var = variable-length field.
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Yo cliluyl) A ganal clilul) jalic — V4 Jgaal)

Data Optional or Name of Number | Fixed or | Type of
Element | MANDATORY Data Element of Bytes Variable | Coding Coding Requirements
O ActiveAuthenticationP Var B See Doc 9303-11
ublicKeyInfo

(i) (aged) Gy Cpdll palid)) 4630 Cuels (oill pasdl) — 17 clibul) degane 1 T—V—£

Ao ganay AX peaglly AN Alasiuls 2 Sl (e Alke€ B g0 a5 - L)lshal) die ¢ Y1 Cilaslea il UL e sanall 038 (jacals
Loy V1 bl Ao gane il alig ¢ laal) ae Lghaad 2 Y (9AY) bl Gl sane gaes i Lils) (DG16) V1 il
) vie L Baaly Bye lale aigil) o Ad8H AiaY) salally Aadisll AuiaY) Ball) Al dasa

V1 alibull 4 gana agauy — Av Jaal)

Tag L Value
‘70’ Var
Tag L Value
‘02’ ‘01’ Number of templates (occurs only in first template)
‘AX’ Var Start of template, where x (x = 1,2,3...) increments for each occurrence
‘SF50° ‘08’ Date data recorded
‘SF51° Var Name of person
‘5F52° Var Telephone
‘SF53° Var Address

1T Sblul) degane ilily pealic o Jof Cile — 17 Clill) degana 1 =) T-V—£

degane L3 S J313 LelSag Ll jualicy .(DG16) VT UL degana (o g om ) UL yualic andll 138 Coaay
s Joanll 8 LS (& of iy

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character ['<’], — &l
.B = Binary data, F = fixed-length field, Var = variable-length field.

11 bl 4 gaaal @lilul) palic — AY Jgaall

Data Optional or Name of Number of | Fixed or | Type of
Element | MANDATORY Data Element Bytes Variable Coding Coding Requirements

01 M, Number of persons 1 F N Identifies number of persons

if DG16 included identified included in the Data Group.

02 M, Date details 8 F N Date notification date recorded;

if DG16 included recorded Format =YYYYMMDD.

03 M, Name of person to Var AN,S | Filler characters (<) inserted as per
if DG16 notify MRZ. Truncation not permitted.
included Primary and

secondary
identifiers
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04 M, Telephone number Var N,S Telephone number in international
if Data element 03 | of person to notify form (country code and local
included number). Encoding per ITU-T
E.164 recommended.
05 M Address of person Var U Free-form text.
to notify

(Aukadl) LDS2 4id) cliwds  —o

s Lo lgna (3ilsiag LDST Ll <l Ul g jaal) Auig S oud) gl ()las) daial o (LDS2) ¥ Ashaidl) culiladl sy
A5 I el Ay a)adied mscssiy LDS2 &) as ARdsl) jlaa) oy of ey dlldg ¢ jaudly Adleial) clasteall ¥y eyl sl
Y] Sloglaally (Lad) alialy clyualill) el bl (B3 5300 mad 8 Clagls dilia) e LDST dad) @y W 5eg 5adll
Dhadl Zady lila) JalS (g 83BN et bl Lgindla 5538 DA (aslend) IV @lily) dadsl) Cala i Jeud S
Aules i gl 3 g agusll S5k (n Ao sana s B ARG Lgagind A ULl 8L A IS (e LT Beg shall duig S
e grad) e AL selilly fully g3l Jud e Chaiall Glalsa (ga adisll S
:LDS2 &l U3 e 53l 4)Laa¥y ddlay) ikl b Lads

((aaY) el s o

g S cluslilly o

ALY aslsall Y RGY) il e

A)las) LDS2 cliwksi o e (Pley) U 835a50 LDST daial) ld W 56 jaall Zuig pSIY) il dadiy 058 b Ja g

(assa) Shead) CBlas Gudai V-0
b e aldl iy ) sl (s kil ) sliw) &5 13 L dudl e Bulad 35 o laa) dadaia o Agal ga
vk g e Byseas
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63 Lewsdl5 Y dLelSto 53l 5 Loy aslgnd] JYY)
MF
(U_“u Hl qud\)
QJJKYI alalf A dilaly (A cilall ‘!,.[5:*1\ alalf (bl Uil Cile
CardSecurity ATR/INFO DIR CarqlAccess A iy
Al il slas Al e slas

(1D e Al e o) (01 Lps sl e 2 poa) | (1B s 5 e i ma) [ |(1C s A5 ale i 20)] | AID = *AQ 00 00 02 47 20 01’

AV il
Certificates

(1A Spad Il Cila o jaa)

A Gilal) A calal)
ExitRecords EntryRecords
(02 saai i Cale G yea) (01 saai ol Cale o yaa)

Shead) Dl 4y — ¢ (g

cBlad Y1 Calally EF. EntryRecords Jsaall cdland  J6Y) Caldl Laa cpdsl (ke (8 g padly Joaall Aaldl] ) Do (35
ARF paall Huie Sllawe ) et Ay Legd 6 Gumn ) EBla Gudail asadall Calall a3 EF.ExitRecords zgyAl)
Ol @ld dohad dxy 41 O EF Certificates 58 Juaiia o) Cile (8 jaul) o afise Cilalgd (13355 [ISO/IEC 7816-4]
el Byuia

pawiel cilal| — gubil Cils 1 —1—0

Gkl (e (ge Gadaill (e Clling . jsmns (acaie Cale anl€ Gulaill Cijee aladinl ) claw Gabn s 2 o can
Gkt (ala) (PIX) LS (gl (el olsial 4y [ISO/TEC 7816-5] 3 Wby el amsil A oal) Laliiall deacads (31 Jausdl

A0 00 00 0247 Jawsal) Gakaill Cajaa (35
¢PIX = 20 01" huadl Ckaves Gaadadd padiiey of uang
A0 00 00 0247 20 01 _yeall D aas Gpadail Jl€l) Gudaill Cajaa 50 o comg o

LGakill s AlelSidl) B (b5 o Gan (LDS2 Al Gakai & bl 6l ) dseal Gsin Jadll oY) mia A 13l
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(9-4])-[0 EF.Certificates 9-[;5’/ Ll Y—1-0

i -paall Bpaie e @b Al gy 0sS5y Gadaill pacadall Caldl) dals ol cale B jiall Sl alige Chalgd O A
sV Guilall MS & Jaee IS oY) A3 la L alsl) daa (g aT) Alalsal cilalgal) oda (aa) Uit axdie of
. EF.EntryRecord g EF.ExitRecords

EF.Certificates g{g‘\.ﬂ calal) — AY S gaad)

File Name EF.Certificates

File ID ‘011A

Short EF Identifier A

Select / FMM Access PACE+TA (Travel record authorization bit b3 according to Table 96)

Read record / Search Record Access PACE+TA (Travel record authorization bit b3 according to Table 96)

Append Record Access PACE+TA (Travel record authorization bit b4 according to Table 96)
Write / Update Record Access NEVER

Erase Record Access NEVER

File structure Linear structure with records of variable size

Size Variable

S asls e das il daw A BLEY) (Sarg (LDS2-TS aals adsal X.509 salgdll ciliby sobe o cilalgdl) Jas (gsing
zoall s Jsaall i

EF.Certificates gJJ‘Y\ lall — AY Jgaall

Mandatory
Tag Content /Optional Format Example
‘5F3A’ Certificate serial number M V(22)B ‘5F3A’ ‘Len’ {Country code || SerialNumber }
72 X.509 certificate M V (900) B ‘72’ ‘Len’ { X.509 Certificate }

Abs 2L Y MGy cduihiol) QUL 4ui (luw 8 Joaad) 3o S doosadl Gleliall (o Lo pgeng 22357 — 4his Mo
& WS dally e gill Lat) EJED g3all <Doc 9303 Azl Gay s (e cilgall Al ey e SF3A’ bl sale TN o e
Balgdll adeall 8,11 4ul, (calsal) 83lgs Ao countryName ) aud jaimy (63 X.509 5algdl)
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alllidl e g LY (Sag AE Jaall 8 Al ASNLT e sill g 8hapal) ULl (e degena o X509 salgd IS (g5ias
-Doc 9303-12 4&fisll & 53)ll) 8alglll Jagall Cacasll ddialsa (8 X509 salgill dluaiil)

X.509 Balgddl A Jha — At Jgaal)

Field Description Example value

Certificate

version Must be version 3 2

serialNumber Unique positive integer 20 bytes max

signature Signature algorithm ecdsa-with-SHA256
issuer
countryName Issuing country name ‘us’
commonName Issuer name (9 characters max.) ‘DHSCAO0001’
validity
notBefore Cert. effective date 1312250000002’
notAfter Cert. expiration date ‘2308242359597’
subject
countryName IS country name ‘us’
commonName IS name (9 characters max.) ‘SFO000001°

subjectPublicKeylnfo

Public Key Algorithm ecPublicKey
Subject Public Key IS public key ECC256 Public Key
extensions
AuthorityKeyldentifier
ExtKeyUsage
Signature Algorithm ecdsa-with-SHA256
Signature Issuer’s Signature ECDSA256 signature

&3lsll EF. Certificates As¥) cilall 5 cololgedl) o iS5 . Ladd mansil] o pil Jlho 8 Joadl 30 — dbis L

Cilell (o lolgdl] CDlaw b2l Sasy .APPEND RECORD _a¥! plasicls jéwl) < law (uhil jacasiell Célal) cinj
V) 20ell (355 o iy lsne of Clolgdl) COla Cpand ade cudig .READ RECORD ¥/ alaiiuls EF. Certificates
SYod jdull cdlaw qubil jawsell Cild] cisi EF. Certificates —ilel] 4 < ladf

(c~/4)) EF.ExitRecords 9-!!9/ cilaf r—y1-o

Sl s am g Al EBla Blalls 4l heae G sl agh o
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EF.ExitRecords ) calall — Ao Jgaall

File Name EF.ExitRecords
File ID ’0102°

Short EF Identifier ’02°

Select / FMM Access PACE+TA (Travel record authorization bit bl according to

Table 96)

Read Record / Search Record
Access

PACE+TA (Travel record authorization bit bl according to
Table 96)

Append Record Access PACE+TA (Travel record authorization bit b2 according to
Table 96)

Write / Update Record Access NEVER

Erase Record Access NEVER

File structure

Linear structure with records of variable size

Size

Variable

zsAl Jane (gina AT Usaall Cas

Al il Y Mg edsibaiall il i Sl 8 oLid] Jpandl 6 520l Cole il (s Lo gy pikies — dliadLa

Al das S8 — AT Jsaal
Mandatory
Tag Tag Content /OPTIONAL Format Example
‘SFa44° Embarkation/Debarkation State (copy for M F3)A USA
SEARCH RECORD)
‘73’ Entry / Exit Travel Record (signed info)
‘SFa4° Embarkation/Debarkation State M F3)A USA
‘5F4C° Visa approvals, refusals, and revocations (0] V (50) AN,S,U Free-form text
‘5F45° Travel date (Date of entry/exit) M F(@®)N 20120814
(yyyymmdd)
‘SF4B’ Inspection authority M V (10) AN,S CBP
‘5F46° Inspection location (Port of Entry/Exit) M V (10) A\N,S SFO
‘5F4A° Inspector reference M V (20) A\N,S SFO00001234
‘5F4D’ Result of inspection (6] V (50) AN,S,U Free-form text
‘5F49° Mode of travel (0} F(1)A A (Air), S
(Sea), L (Land)
‘5F48’ Duration of stay (days) 0} V(2)B ‘00FF’ (255 days)
‘SF4AE’ | Conditions holder is required to observe while in o V(50) AN,S,U Free-form text
the issuing State
‘SF37 Authenticity token (Signature) M V (140) B ‘SF’ 37’ Len
{Signature}
‘5F38’ | Reference (record number) to LDS2-TS Signer certificate in M F(1)B ‘01’ ...’FE’
Certificates Store
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67 Lwad Y dlalSio yilo S Loy aslanl SYiny)
A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — ) 4haldJ/

.B = Binary data, F = fixed-length field, V = variable-length field..

ol ) Jsil) e o) sasete sio claw 6 lgusdi 4 LDS2-TS pdge ololgd 3585 of iy Cym — ¥ ia e

(i EF Certificates cilol/ PR ATAS solgd 500 jf LGS Ld :(LDSZ-TS KAV éﬁiu i 358 il lhall e (po i gl

pan (Ll 6 Gl agass Al 0lgdll Als) s Gy clgundi 2lgidl) e A3 e EF. Certificates <ilall 5 aidill alhsi Cusy of
fﬂfdu.: elal mawy EF. Certificates —iloJ|

i3l Dlawe i f Jgadil) aUsi e 1DS2 daisl) 3 LI 5eq piall diig iSIY) bad] désiy sapsi ¥ — P dliadlal)
U.quJL' ws;/f; <EF.ExitRecords éﬁfjs// A.JJA.//‘:A ua;:./u_(../j ¢EF.EntryRecords 9_!;5// ‘..QLGJ/‘#
Doc 9303-3 4idsll [y Cipnl T (o Cilgall Sy jillfogncall Apd oy — & 4inSall

& 2l ol Gllall dse alataal dadddl ggine S o Lol plas o g Qs Jad) & @bl alge caip 5%
.Jsandl

dgus skl Tag 73 @l 4 Le DO'73° P& ln s (Anall (o 38l BLE) by s o o IS (58 o iy
.LDS2-TS gige dauslss a5l

Uasaiall Calal cias EF Certificates Js¥) Cilall & joedl Jass 255 (e (38830 2D LDS2-TS adige halgd (333 o s
Al Calal) Sl Tilsie (S5 al 13) Siud) o (alal

Magaa sl aull COla (Guaat) S ale Gans LAPPEND RECORD Yl aladials A6V Cilall 8 Ll s (oS
Yo ol Cale IS 8 el V) saed) 05 o s

(éfdb{/) EF.EntrytRecords ér[;S// Ll £-1-0

Bl e o3l s Jsdall e Blall 4l #heae i sl ash of

EF.EntryRecords gij‘\’\ alall — AV Jgaal)

File Name EF.EntryRecords

File ID ‘0101°

Short EF Identifier ‘01’

Select / FMM Access PACE+TA (Travel record authorization bit b1 according to Table

96)

Read Record / Search Record Access PACE+TA (Travel record authorization bit bl according to Table
96)

Append Record Access PACE+TA (Travel record authorization bit b2 according to Table

96)

Write / Update Record Access NEVER
Erase Record Access NEVER

File structure Linear structure with records of variable size

Size Variable
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(lagria) Bl chlaw Gudsi  Y-o
Lo alil) ity eyl e (HLaa) el 1) oY) o513y ol palil) el Gpaat 388 (f laal) daliia o Alsal jgan

MF
(suu B\l ;d.d\)
A L) AN calal A calal) A cald) s ekl
CardSecurity ATR/INFO DIR CardAccess 8 i)
T e il i e DF

(1D s i cile Gipea)| (01 a1 cile Giyee) | [(1E st f e i) (1€ 8 151 cale o ee)| | AID = A0 00 00 02 47 20 02

Ao Gl
Certificates

(1A s sl il G yna)

A Cilal
ExitRecords

(03),\.45&;51@\_&}&)

clpalill il Liy — o Yl

alall (55 ) s ol el gubal jacaddll Caldll cuat BF.VisaRecords gjﬁ\ cald) Gl E e (3a5
eatia sl Cile 3 il Do adge Claled (03835 [ISO/MEC 7816-4] J Ws anall e cDlas b Lok &y N5
cpaal) Byt Elaw I3 Ldad 4wy A1 (<6 EF Certificates 58

pawaiel cilal| —  qubill Cila 1 —Y—0

(e o Gadail) (e Callig . jpmme (aadia Cile aulS Gabiill Cijee aladial clpslll cla Gabi las) & of s
Caldl) (PIX) &Sl Gadad Cijaad alsial 4k [ISO/EC 7816-5] J Wiy Gulaall dungal Al gall dalaial) dcaads (31 Jausall Gaadal
shasll) O alay
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A0 00 00 0247 Jacsall Gadaill Cijan (35S

¢PIX = 20 02° Cpualill c e (3ulad axdien of cuaug

-A0 00 00 02 47 20 02 <yl Dl Badatl JalSI) Gadatl) Cajea s o oy o

Gl i) ALl Blall b o g (LDS2 Al Gadsi A il (5 ) Jyeadl Goin Jladll 3 i o 135

(é,-{b{/) EF.Certificates é,-!;S'/ Ll Y-y-o

‘?j Ja JS1 o) 35045 GJB aadyll @\E\Jﬂ\ dnia (e eanll dlafgal clalgdd) sda inal) (:LE.K PRENW] C)i NI .e.a;.“ 5 yiaia
.EF .VisaRecorts ‘PJ;Y\ alall

EF.Certificates (3% cilall — AA (gl

File Name EF.Certificates
File ID ‘011A’
Short EF Identifier A’

Select / FMM Access

PACE+TA (Visa record authorization bit b3 according to
Table 97)

Read Record / Search Record
Access

PACE+TA (Visa record authorization bit b3 according to
Table 97)

Append Record Access

PACE+TA (Visa record authorization bit b4 according to
Table 97)

Write / Update Record Access

NEVER

Erase Record Access

NEVER

File structure

Linear structure with records of variable size

Size

Variable

e ST gl aater calalgdd) Jaw ) 5LaY) oSans

.LDS2-TS aals adsal X.509 52lgall ilily sale Ao chlgdd) Jans (g5ing

.VisaRecords U_a\):\&;td\ ¥l
AT Jgaall (8 oasd) Hdad) Sl Gadai 8 lalgdll Ja A daiUas il Gals &t Dhalgdl) daw &y (45

APPEND e¥) sl culnalill cidlas Gadail (acadal) Cill) cans #8110 EF. Certificates (J5¥) ilal) b clalgl) Dl (iS5
Of s - lalgdl) CDla saa gl Gadad ase quauy .READ RECORD ) aladiuly culalgdll claw 563 (Sasg .RECORD
Yo¢ C'_Ib:\.&td\ C_’)\A‘A ‘_3:\4}:33 UAAAM.“ aldll caas EF.Certificates «alall ‘f CJM ‘;«a;s&\ A=l U}S::
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(é,-{/){/ EF.VisaRecords é,-!;S'/ Ll r-y-o

paall Byaie CDaw @l Aol 4y (455 (5Al EF.VisaRecords L_;‘j){\ caldll 4 bl C e 035 o e

EF.VisaRecords g{g‘\.ﬂ calal) — AS S gaad)

File Name EF.VisaRecords
File ID ‘0103’
Short EF Identifier ‘03’

Select / FMM Access

PACE+TA (Visa record authorization bit b1 according to Table 97)

Read Record / Search Record
Access

PACE+TA (Visa record authorization bit b1 according to Table 97)

Append Record Access

PACE+TA (Visa record authorization bit b2 according to Table 97)

Write / Update Record Access

NEVER

Erase Record Access

NEVER

File structure

Linear structure with records of variable size

Size

Variable

BLa) clily 53l il (DO 7175 DO *5F28°) BER-TLV bl dse (sa desbess o sl dlaas (0 Jaee S gm0 o s
DO «libull sale (553 .EF.Certificates il & LDS2-V @ 50 Balgd] aape o (ggind Glily Balag (adsill) dsall (e (ol
colial Joaall i dsjaal) (@ULAT) ULl dlge (0 degana e 710

b ail ¥ Ml edsibiiall L) s Lo 8 oliof Jyanll 8 5o0nal] ole licall (i Lo o peng e — dis Mo

EF.VisaRecords As¥) cilall JS& — 4+ Jgaal)
MANDATORY/
OPTIONAL/
Tag Tag Content CONDITIONAL Format Example
‘5F28’ Issuing State or organization (Copy M F(3)A NLD
for SEARCH RECORD)
71 Visa Record (signed info)
‘5F28’ Issuing State or organization M F(3)A NLD
‘43 Document Type M F (2) AN,S VS
‘5F71° Machine Readable Visa of Type A (0] F (48) AN,S
‘5F72° Machine Readable Visa of Type B o F (44) AN,S VCD<<DENT<<ARTHUR<
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71 Luwad5 Y dlalSia @jl_)g lo ey gﬁsjjﬁ,Jl SYaiuy/
MANDATORY/
OPTIONAL/
Tag Tag Content CONDITIONAL Format Example
PHILIP<<<<<<<<<<<<
‘5F73’ Number of entries 0} V(1)B ‘01" - ‘FF
‘5F74° Duration of stay (days, months, years) 0} F(3)B ‘010000’ — ‘FFFFFF’
‘5F75° Passport number 0} F (9) AN,S X185935F8
‘5F76° Visa Typel/class/category 0} V (4)B
‘SF7T Territory Information 0} V(8)B
‘49 Place of issuance (Issuing authority) M V (50) A, Sp NEW YORK
‘5F25’ Effective Date (Date of issuance) M F(8)N 20120826 (yyyymmdd)
‘5F24’ Expiration Date M F(8)N 20130826 (yyyymmdd)
‘BA’ Document number M F (9) ANN,S X185935F8
‘5F32’ Additional information (endorsements: (6] V (50) A,N,S,U Free-form text
duration, limitations and fees paid)
‘5B’ Name of holder (full name) M V (50) A, Sp VAN DER STEEN
MARIANNE LOUISE
‘5F33’ Primary Identifier (surname) M V (50) A, Sp VAN DER STEEN
‘5F34’ Secondary Identifier (given name) M V (50) A, Sp MARIANNE LOUISE
‘5F35° Sex M F(1)AS F, M, or <
‘5F2B’ Date of birth M F (8) N,S 19870814 (yyyymmdd)
‘5F2C’ Nationality M F(3)A NLD
‘5F1F’ MRZ M V (50) AN,S VAN<DER<STEEN<<
MARIANNE<LOUISE
‘5F40’ Reference to Additional Biometrics EF (6] F((2)B ‘0201
‘5F37 Authenticity token (Signature) V (140), B ‘5F’ ‘37’ Len
{Signature}
‘5F38’ Reference (record number) to LDS2-V Signer M F(1)B ‘01" ..."FE’
certificate in Certificates Store
A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character ['<’], — ) dbadl)/

-B = Binary data, F = fixed-length field, V = variable-length field, Sp = Space.
.Doc 9303-3 4adsll Ly CiynS I o Cilgall Jamd) dlps jay — ¥ dlis ol
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(Ewast) s ade amy . APPEND RECORD ) @l EF. VisaRecords Q?JJ;Y\ Ciladl il Jae IS all ¢ )
Yot 1) EF.VisaRecords «ilall (3 cBlaall cad¥) axall (6 o caans - lagae sl clpalil) s

YY) @l LAY Gkl ) alma) 5130 Al oagleull QY 5L clly ada 35 of laay) daaie 5 Algal jean
ol Lo L) i (il Jas (gl () s ) ZALY) gl
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(s S alall)
(o il (Ao il s calal) toamadal dilay | Tl dld
CardSecurity ATRIINFO DIR rslanl) P Slas 3l Sl Sl (3
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(1D Laad 5l Cila Co ya) (01 nnad Al e B aa) (1E s I ) Gile G yas) AID = ‘A0 00 00 02 47 20 03" AID = ‘A0 00 00 02 47 20 02’

AV il AsY calall AV il A it
Biometrics64 Biometrics2 Biometrics1 Certificates
Cala G jaa Cale G jaa il G jaa il G jaa
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awasiall cilal— gubil cils 1-F-2

Gradal) Caa Clling L jemas (anaie Chle pulS Gadail) Cajes aladials 2aleaY) sl Y] clily Gl HLad) S5 of qua
AL Gakt Cajeal il 4l [ISO/IEC 7816-5] J s Gunlaal) amgil Adgall dadaial) dvacads (53 Jawsal Gudiill Cijee (1o
Al oaslsul) VS @illy Gubiy galdl) (PIX)

€<A0 00 00 0247 Jaweall Gukill Cjaa s o
(PIX = 20 03" Adlay) aslsml) VoY) by Gulsi aadion o any o
-A0 00 00 0247 20 03 Ablay) aslond) JYLY) bl Gakil Jaldl Gubill Cae 35S O amg e

ool La) ALlSiall s (b5 o g (LDS2 Al Gk b il (6 ) Jseasl) Ggin Jladll (3 iar o 135

@-«1/,«-[9 EF.Certificates 9-[,45’/ dlal P—1—o

Wiy (555 oalill (madall Calal (213 EF.Certificates sl ale 3 £La) aslsal) OV SuY) iy ghse cililed O3a3
A s Lyl gl Aaa (e gl Alalsad claledll oda (AGEN ali p3aies o] Agisg aaad) Biie Dlaw @I b
.EF .Biometrics ‘_;}{!\ alall ‘?A Ao JSI ca i)

EF.Certificates &,in\ calall — 4y Jgaal)

File Name EF.Certificates
File ID ‘011A’
Short EF Identifier A’

Select / FMM Access

PACE+TA (Additional Biometrics authorization byte 1 bit b1
(see Table 98)

Read Record/Search Record
access

PACE+TA (Additional Biometrics authorization byte 1 bit b1
(see Table 98)

Append Record Access

PACE+TA (Additional Biometrics authorization byte 1 bit b2
(see Table 98)

Write / Update Record Access

NEVER

Erase Record Access

NEVER

File structure

Linear structure with records of variable size

Size

Variable

e G HLEY) Ofars AdlaYl aslsall JY5LY) Ul aals adsad X509 5algdll wlily sale Lo claledl) Jaw (s
ALY aslsnll Y] bl Jg¥1 Calal) e SST gl aslgy calalgdd)
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AY Jgaall

LalaY) oaglend) JYSLY) Clily Guldl el Caldl cias #8l6l) EF Certificates gﬂ\ Gldl 4 caleall cDlaw i
.READ RECORD <Y/ alasiuly BF Certificates Loy Calall (e calalgadll o 5l (Saz9 -APPEND RECORD gy alaiul
aadal Calall cuas EF . Certificates <alall 8 cBlaall adY ] aaall G5S of ang - algdll o gae sl Cnans e

Yo dalay) aslendl Y] liby (Gadal

EF.Biometrics g%/ cilal) #—1—o

i gl 055 0y gl e 8 ALY 1 sl QY0 iy (3l ans A8LmY) o slsadl QY ) iy 55 o o

[ISO/IEC 7816-4 1 laa dalacs

EF.Biometrics64 1l EF.Biometrics L_,J ) calal) — 4 Y Jgaad)

File Name

EF.Biometrics1 through EF.Biometrics64

File ID

‘0201’ through ‘0240’

Short EF Identifier

N/A

Select / FMM / Read Access in
Deactivated state

PACE+TA (Additional Biometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Write Access in Deactivated state

PACE+TA (AdditionalBiometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Activate Access in Deactivated state

PACE+TA (AdditionalBiometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Select / FMM / Read Access in
Activated state

PACE+TA (AdditionalBiometrics authorization according
to Table 98, bits b1, b3, b5, b7 of byte 2-17)

Write Access in Activated state NEVER
Activate Access in Activated state NEVER
Erase Access NEVER

File structure

Transparent structure

Size

Variable

AN e (g5in3 Al BER-TLY & DO'7F2E” <lilall sale e dudlial) alond) QY ma) cilibd ol Cale US (s of s
byl 83lag DO’5F37 (aadsill) dsaall (1o 3aaill 85la) lily 8ale L DO’SF2E (aglsnll JY ) il sale slibal) dga e
& (me 2 LS EF Certificates <alall (8 83))gl) L8Lay) oaslonll JYxal) cliby cjy salgdd paye Ao gl Al DO'SF38!

2oLl Jgaall
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Gse oY dga (i o (il s Adalsall sda Gl (paca bl oaglond) IV bl J6Y) Calal) elias) 4T 505 Y
LAl aglenll Y By cblad LY claldl e Tase

Al il Y Mg eduibaial] il i Slace 8 olid] Jpradl 6 sainall Cole Liall (s Lo 2 gy pikiess — dlaadLa

Adoleio aguwg parasif
EF.Biometrics 9{9‘\1\ calal) (<& — 4y Jgaall
MANDATORY/
OPTIONAL/
Tag Tag Content CONDITIONAL Format Example
TF2E" Biometric Data Template M 7F"2E’ Len {DO'SF2E’
|| DO’5F37’ || DO’5F 38’}
‘5F2F’ Additional Biometric data M V,B OF "2E Len
{Biometric data}
‘5F37 Authenticity token (Signature) M V (140), B ‘5F’ ‘37’ Len {Signature}
‘5F38’ Reference (record number) to F(1)B 01".../40
Additional Biometrics Signer
certificate in Certificates Store

B = Binary data, F = fixed-length field, V = variable-length field. — 45 L
Al ol 8 @l Sge i 0s$

Bald) b Dles oy (Aaal) (e @il HLE) ) adiss Ao AdlaY) aglend) VsnY) @bl o Cale US (ggins of G
ALY aslendl QYY) Sy ase Alaulsy asill Agig . Jshally augll QI3 3 Loy (DOSF2E’

deadie Oiaa (B ddlal) addonl) JY0WY) Glly a8 e Gaaill Aol ddlaal) aglonll JY s clilal é}A Balgd (yHAag
L) oaslend) YY) by Gudail Gaadadl Calall casd #8051 EF. Certificates ‘_SJj\J\ alall

-UPDATE BINARU &) sty dlay) aslond) Vi) cililad ol cale IS i€ o qans

Ul A0V il i) saall 06 o oy Jlasse o LdlaY) aslsadl JYAAY) Glly (Cuasd) it ase G
e Al el QYY)

ALY asleadl QY5 bl Y1 Calall Sl 8emill il jaally lijaally slowdl] maen 3¢ Joaall 3 255

EF.Biometrics gij\l\ calal) cldiea — 9¢ Jgaad)

EF Short EF EF Short EF
EF name identifier identifier EF name identifier identifier
EF.Biometrics1 ‘0201’ N/A EF.Biometrics33 ‘0221 N/A

EF.Biometrics2 ‘0202’ N/A EF.Biometrics34 ‘0222’ N/A
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EF.Biometrics3 ‘0203’ N/A EF.Biometrics35 ‘0223’ N/A
EF.Biometrics4 ‘0204’ N/A EF.Biometrics36 ‘0224’ N/A
EF.Biometrics5 ‘0205’ N/A EF.Biometrics37 ‘0225’ N/A
EF.Biometrics6 ‘0206’ N/A EF.Biometrics38 ‘0226’ N/A
EF.Biometrics7 ‘0207 N/A EF.Biometrics39 ‘0227 N/A
EF.Biometrics8 ‘0208’ N/A EF.Biometrics40 ‘0228’ N/A
EF.Biometrics9 ‘0209’ N/A EF.Biometrics41 ‘0229’ N/A
EF .Biometrics10 ‘020A° N/A EF.Biometrics42 ‘022A N/A
EF .Biometrics11 ‘020B’ N/A EF.Biometrics43 ‘022B’ N/A
EF .Biometrics12 ‘020C’ N/A EF.Biometrics44 ‘022C’ N/A
EF .Biometrics13 ‘020D’ N/A EF.Biometrics45 ‘022D’ N/A
EF .Biometrics14 ‘020E’ N/A EF.Biometrics46 ‘022E’ N/A
EF .Biometrics15 ‘020F N/A EF.Biometrics47 ‘022F’ N/A
EF .Biometrics16 ‘0210° N/A EF.Biometrics48 ‘0230’ N/A
EF .Biometrics17 ‘0211 N/A EF.Biometrics49 ‘0231’ N/A
EF .Biometrics18 ‘0212’ N/A EF.Biometrics50 ‘0232’ N/A
EF .Biometrics19 ‘0213’ N/A EF.Biometrics51 ‘0233 N/A
EF .Biometrics20 ‘0214 N/A EF.Biometrics52 ‘0234’ N/A
EF .Biometrics21 ‘0215’ N/A EF.Biometrics53 ‘0235’ N/A
EF .Biometrics22 ‘0216’ N/A EF.Biometrics54 ‘0236’ N/A
EF .Biometrics23 ‘0217 N/A EF.Biometrics55 ‘0237’ N/A
EF .Biometrics24 ‘0218’ N/A EF.Biometrics56 ‘0238’ N/A
EF.Biometrics25 ‘0219’ N/A EF.Biometrics57 ‘0239 N/A
EF.Biometrics26 ‘021A’ N/A EF.Biometrics58 ‘023A° N/A
EF .Biometrics27 ‘021B’ N/A EF.Biometrics59 ‘023B’ N/A
EF .Biometrics28 ‘021C’ N/A EF.Biometrics60 ‘023C’ N/A
EF.Biometrics29 ‘021D’ N/A EF.Biometrics61 ‘023D’ N/A
EF.Biometrics30 ‘021FE’ N/A EF.Biometrics62 ‘023E’ N/A
EF .Biometrics31 ‘021F’ N/A EF.Biometrics63 ‘023F’ N/A
EF .Biometrics32 ‘0220’ N/A EF.Biometrics64 ‘0240’ N/A

(fagsde) LDS2 cilindei cilila Ao g3UNY) Jagpd £-0

LDS2 cliubll Lol pas )il cligiusg o 1~

Aadigl e gaaall dga ctnal) ) salgdll camlia Hpn aamy (63 salgdl) Caalial (st il 3sai e A8IA Byl Balgd (sina
Oe (DGS) ¢ Ll desana 5 (DG3) ¥ bl desana o gAY (gin o (sing (A & claled) (e Ganil cillalus
(AT duiday claladid ol Aaad L) Dogllad) 1LDS2 Zaidl ld Tl g joall Zig pSIY) ol Aadisl cugliaal) 3okl
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1fale (e Aludes Balglll Calial Gand pll = 3ga Jadug

:[TR- 03110]: z3gaill J<hg Adylall sangll & 93 20ay (53} algall Cildhas aal (\

id-roles OBJECT IDENTIFIER ::= {bsi-de applications(3) mrtd(l) 2}
id-IS OBJECT IDENTIFIER ::= {id-roles 1}
8algdl) calia o Jagd selyall ¢ LY ooy L oy 9o Ao (5eiad (tag'53") Awbudinl Slily sl (<
s Aal Jganll Gag
Salgdd) caalal (aud il C.\}u — 40 Jeaall
Byte 1
Description b8 b7 b6 b5 b4 b3 b2 bl
CVCA|l1 1
o DV (domestic)| 1 0
[}
x DV (foreign)| 0 1
IS| 0 0
RFU
@ RFU
3
hy RFU
<
g RFU
x DG4 (Iris) 1
DG3 (Finger) 1

o ellacind Sjganall i) dad LDS2 L) 3 LT 5eg piell duig 5SIY) sieal] 43y JolaT f cuny — dhiaDle
Bolgdl] coalial a6 (RFU) odiedl)
(g—‘!){y bl el i Sligiuwa Y—2-0
ialy (b S0 aalg dlaial) Ao Byl Baled clalaial 4 LDS2 Glawdat (pe b S0 Lacalls 8algdl) Calia ) 335
(tag Anleticd SUly Balag 23na b JSI (tag ©06°) s il Bale Cijae 1 lily Jale Jedy (fag *737) (olafic) z 35 5o 5algdl)
ane Gaki e algdl alial Tl 8350 ¢ Ul (gta e (ggial 453)
ahid) ‘and’ daladl Gl LDS2 &l il LT 8y 5l dg 5 ol A285 438 ot c3aledl) aalial Jladl) (s iyl
e Gl il 5algdy ARdsl) (pe (3oatll dga Balgdiy i) Al Balgds Lalall salgadl culalaial 3 52)sl) & YY) Goeal Sl

Ll & calalgall
‘?Jg ‘.AS&MY\ B QL}L«‘—J u.a:\;‘)'.m sale C_alﬁ‘)x.a OsSa ‘M\ -l (_"9:‘4.1:33 MLIJ
id-icao-1lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 1}

id-icao-lds2-travelRecords—access OBJECT IDENTIFIER ::= {id-icao-1lds2-
travelRecords 3}
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Byte 1

Description b8 b7 b6 b5 b4 b3 b2 bl

RFU
RFU
RFU
RFU
Append EF.Certificates 1

Access rights

Read/Search/Select/FMM EF.Certificates 1
Append EF.EntryRecords/ExitRecords 1
Read/Search/Select/FMM EF.EntryRecords/ExitRecords 1

ol WS Y @ois g Slleeg pand il Bale Gld e (35S i) E e Gl Loaallg
id-icao-1lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 2}

id-icao-lds2-visaRecords—-access OBJECT IDENTIFIER ::= {id-icao-1lds2-
visaRecords 3}

il Sl 3ty Lalall (aslll — 4V gl

Byte 1

Description b8 b7 b6 b5 b4 b3 b2 b1

RFU
RFU
RFU
RFU
Append EF.Certificates 1
Read/Search/Select/FMM EF.Certificates 1

Access rights

Append EF.VisaRecords 1
Read/Search/Select/FMM EF.VisaRecords 1

:uglﬂstmky\@;g<}ﬁﬁ‘;gug,ua¢vﬂ\uu«;Q}A¢5§‘agLay\G%A}g\dyﬁMY\gmggéﬁkﬂ&*dg,
id-icao-1lds2-additionalBiometricsOBJECT IDENTIFIER ::= {id-icao-1ds2 3}

id-icao-lds2-additionalBiometrics—-access OBJECT IDENTIFIER::= {id-icao-1lds2-
additionalBiometrics 3}
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EF Authorizations
Iden-
Description | tifier |[b8 b7 b6 b5 b4 b3 b2 b1
RFU
RFU
RFU
;‘ RFU
& | RFU
RFU
Append EF.Certificates ‘011A’ 1
Select/FMM/Read/Search EF.Certificates ‘011A° 1
Select/FMM/Write/Activate/Read EF .Biometrics1 in Deactivated state ‘0201" | 1
Select/FMM/Read EF.Biometrics1 in Activated state ‘02071’ 1
Select/FMM/Write/Activate/Read EF.Biometrics2 in Deactivated state | ‘0202’ 1
‘;‘, Select/FMM/Read EF.Biometrics2 in Activated state ‘0202 1
:? Select/FMM/Write/Activate/Read EF.Biometrics3 in Deactivated state | ‘0203’ 1
Select/FMM/Read EF.Biometrics3 in Activated state ‘0203’ 1
Select/FMM/Write/Activate/Read EF.Biometrics4 in Deactivated state | ‘0204 1
Select/FMM/Read EF.Biometrics4 in Activated state ‘0204 1
Select/FMM/Write/Activate/Read EF.Biometrics61 in Deactivated state | ‘023D’ | 1
Select/FMM/Read EF.Biometrics61 in Activated state | ‘023D’ 1
Select/FMM/Write/Activate/Read EF.Biometrics62 in Deactivated state | ‘023E’ 1
E Select/FMM/Read EF .Biometrics62 in Activated state | ‘023FE’ 1
:? Select/FMM/Write/Activate/Read EF.Biometrics63 in Deactivated state | ‘023F’ 1
Select/FMM/Read EF.Biometrics63 in Activated state | ‘023F’ 1
Select/FMM/Write/Activate/Read EF.Biometrics64 in Deactivated state | ‘0240’ 1
Select/FMM/Read EF.Biometrics64 in Activated state | ‘0240’ 1

o laxiny sjsasall Clid] daid LDS2 duiddl 3 L 5og jdall duig iSIY) il dady Jalasi of cuay — 1 disdall
Bl cnlal yapi il 8 (RFU) Jodisal)

Aol aidil] 2 LBl s [ ae dud b)) Slos ol Clolgld laay) cilobiia 5 s i ¥ cas — ¥ sl
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LDS25 LDS1 <livhiy Aalil) sjgal) ljaa jage V-1
LDS2 5 LDS1.8 s LDS1.7 <:ldual cildiza — 44 Jgaall
Object Identifier Value Comments
id-icao joint-iso-itu-t(2) international- ICAO OID
organizations(23) icao(136)
id-icao-mrtd id-icao 1 eMRTD OID
id-icao-mrtd-security id-icao-mrtd 1

id-icao-ldsSecurityObject

id-icao-mrtd-security 1

LDS security object

id-icao-mrtd-security-cscaMasterList

id-icao-mrtd-security 2

CSCA master list

id-icao-mrtd-security-cscaMasterListSigningKey

id-icao-mrtd-security 3

id-icao-mrtd-security-documentTypeList

id-icao-mrtd-security 4

document type list

id-icao-mrtd-security-aaProtocolObject

id-icao-mrtd-security 5

Active Authentication protocol

id-icao-mrtd-security-extensions id-icao-mrtd-security 6 CSCA name change
id-icao-mrtd-security-extensions-nameChange | id-icao-mrtd-security-extensions 1
id-icao-mrtd-security-extensions-| id-icao-mrtd-security-extensions 2 DS document type

documentTypelList

id-icao-mrtd-security-DeviationList

id-icao-mrtd-security 7

Defect List Base OIDs

id-icao-mrtd-security-DeviationListSigningKey

id-icao-mrtd-security 8

id-icao-lds2

id-icao-mrtd-security 9

LDS2 Object Identifiers

id-icao-lds2-travelRecords

id-icao-Ids2 1

Travel Records application base

id-icao-lds2-travelRecords-application

id-icao-lds2-travelRecords 1

Travel Records AID

id-icao-lds2-travelRecords-access

id-icao-lds2-travelRecords 3

Authorization certificate extension

id-icao-lds2-visaRecords

id-icao-Ids2 2

Visa Records application base OID

id-icao-lds2-visaRecords-application

id-icao-lds2-visaRecords 1

Visa Records AID

id-icao-lds2-visaRecords-access

id-icao-lds2-visaRecords 3

Authorization certificate extension

id-icao-lds2-additionalBiometrics

id-icao-lds2 3

Additional Biometrics base OID

id-icao-lds2-additionalBiometrics-application

id-icao-lds2-additionalBiometrics 1

Additional Biometrics AID

id-icao-lds2-additionalBiometrics-access

id-icao-lds2-additionalBiometrics 3

Authorization certificate extension

id-icao-lds2Signer

id-icao-lds2 8

LDS2 Signers Object Identifiers

id-icao-tsSigner

id-icao-lds2Signer 1

LDS2 Travel Stamp Signer
certificate

id-icao-vSigner

id-icao-lds2Signer 2

LDS2 Visa Signer certificate

id-icao-bSigner

id-icao-lds2Signer 3

LDS2 Biometrics Signer certificate

id-icao-spoc

id-icao-mrtd-security 10

SPOC Object Identifiers

id-icao-spocClient

id-icao-spoc 1

Client

id-icao-spocServer

id-icao-spoc 2

Server
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id-icao OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) international-organizations (23)
icao (136) }
id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security 1}
id-icao-mrtd-security-cscaMasterList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 2}
id-icao-mrtd-security-cscaMasterListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 3}
id-icao-mrtd-security-documentTypelList OBJECT IDENTIFIER ::= {id-icao-mrtd-security
4}
id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security
5}
id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-mrtd-security 6}
id-icao-mrtd-security-extensions-nameChange OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-extensions 1}
id-icao-mrtd-security-extensions-documentTypeList OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-extensions 2}
id-icao-mrtd-security-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 7}
id-icao-mrtd-security-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 8}
id-icao-1ds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}
LDS2 Travel Records application Object Identifiers
id-icao-lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 1}
id-icao-lds2-travelRecords-application OBJECT IDENTIFIER HEES {id-icao-1ds2-
travelRecords 1}
id-icao-lds2-travelRecords—-access OBJECT IDENTIFIER ::= {id-icao-lds2-travelRecords
3}
LDS2 Visa Records application Object Identifiers
id-icao-1lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 2}
id-icao-lds2-visaRecords-application OBJECT IDENTIFIER ::= {id-icao-1lds2-visaRecords
1}
id-icao-lds2-visaRecords—-access OBJECT IDENTIFIER ::= {id-icao-lds2-visaRecords 3}
LDS2 Additional Biometrics application Object Identifiers
id-icao-lds2-additionalBiometrics OBJECT IDENTIFIER ::= {id-icao-1ds2 3}
id-icao-lds2-additionalBiometrics-application OBJECT IDENTIFIER ::= {id-icao-1ds2-
additionalBiometrics 1}
id-icao-lds2-additionalBiometrics-access OBJECT IDENTIFIER 1= {id-icao-1ds2-
additionalBiometrics 3}
id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-1ds2 8}
id-icao-tsSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 1}
id-icao-vSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 2}
id-icao-bSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 3}
id-icao-spoc OBJECT IDENTIFIER ::= {id-icao-mrtd-security 10}
id-icao-spocClient OBJECT IDENTIFIER ::= {id-icao-spoc 1}

id-icao-spocServer OBJECT IDENTIFIER ::= {id-icao-spoc 2}
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ISO/IEC 14443-1

ISO/IEC 14443-2

ISO/IEC 14443-3

ISO/IEC 14443-4

ISO/IEC 10373-6

ISO/IEC 18745-2

ISO/IEC 7816-2

ISO/IEC 7816-4

ISO/IEC 7816-5

ISO/IEC 7816-6

ISO/IEC 7816-11

ISO/IEC 8825-1

ISO/IEC 19794-4

ISO/IEC 19794-5

ISO/IEC 19794-6

ISO/IEC 10646
RFC 3369
ISO/IEC 10918-1

ISO/IEC 15444
ISO/IEC 19785

ISO/IEC 19795-6

ISO/IEC 39794-4

(dukns) gaball — A

ISO/IEC 14443-1:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 1: Physical characteristics

ISO/IEC 14443-2:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 2: Radio frequency power and signal interface

ISO/IEC 14443-3:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 3: Initialization and Anticollision

ISO/IEC 14443-4:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 4: Transmission protocol

ISO/IEC 10373-6:2016, Identification cards — Test methods — Part 6. Proximity cards

ISO/IEC 18745-2:2016 Information technology — Test methods for machine readable travel
documents (MRTD) and associated devices — Part 2: Test methods for the contactless
interface

ISO/IEC  7816-2:2007, Identification cards — Integrated circuit cards —
Part 2: Cards with contacts — Dimensions and location of the contacts

ISO/IEC  7816-4:2013, Identification cards — Integrated circuit cards —
Part 4: Organization, security and commands for interchange

ISO/IEC  7816-5:2004, Identification cards — Integrated circuit cards —
Part 5: Registration of application providers

ISO/IEC  7816-6:2016, Identification cards — Integrated circuit cards —
Part 6: Interindustry data elements for interchange (Defect report included)

ISO/IEC  7816-11:2017, Identification cards — Integrated circuit cards —
Part 11: Personal verification through biometric methods

ISO/IEC 8825-1:2008, Information technology — ASN.1 encoding rules: Specification of
Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER)

ISO/IEC 19794-4:2005, Information technology — Biometric data interchange formats —
Part 4. Finger image data

ISO/IEC 19794-5:2005, Information technology — Biometric data interchange formats —
Part 5: Face image data

ISO/IEC 19794-6:2011, Information technology — Biometric data interchange formats —
Part 6: IRIS image data

ISO/IEC 10646:2012, Information technology — Universal Coded Character Set (UCS)
Cryptographic Message Syntax 2002

ISO/IEC 10918-1:1994, Information technology — Digital compression and coding of
continuous-tone still images: Requirements and guidelines

ISO/IEC 15444-n, JPEG 2000 image coding system

ISO/IEC 19785-n, Information technology — Common Biometric Exchange Formats
Framework

ISO/IEC 19795-6:2012, Information technology — Biometric performance testing and
reporting — Part 6. Testing methodologies for operational evaluation

ISO/IEC 39794-4:2019, Information technology — Extensible biometric data interchange
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formats — Part 4: Finger image data
ISO/IEC 39794-5

ISO/IEC 39794-5:2019, Information technology — Extensible biometric data interchange
formats — Part 5: Face image data

ISO/IEC 39794-6

ISO/IEC 39794-6:2021, Information technology — Extensible biometric data interchange
formats — Part 6: Iris image data
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-UNICODE
LDSSecurityObject ::= SEQUENCE ({
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash}
SOp VO 4Addigh Jal e dadgal) cilibad) V-2
AaY) algal) P ey o & -[RFC 3369] 2 2l gl e cSignedData dadsall Uikl (e g3 4255l Ay salddl Ak
Lelaly B adlgll Aol Je Llesll (DER) Bjee jaasi 82e8 US4 e
m = MANDATORY — the field SHALL be present— ) 45 lo)/
x = do not use — the field SHOULD NOT be populated.— ¥ 4L e/
o0 = optional — the field MAY be present.— 1* 4Las Lol

¢ = choice — the field content is a choice from alternatives.— ¢ 4k ldJ/
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SOp VO dadigl) Jal (e daBgall cilibud) ggi — V=3 Jgaall

Value Comments
SignedData
Version m Value = v3
digestAlgorithms m
encapContentInfo m
eContentType m id-icao-mrtd-security-ldsSecurityObject
eContent m The encoded contents of an ldsSecurityObject.
Certificates 0 States may choose to include the Document Signer Certificate (Cps) which can be
used to verify the signature in the signerInfos field.
Crls X It is recommended that States do not use this field.
signerInfos m It is recommended that States provide only 1 signerInfo within this field.
SignerInfo m
Version m The value of this field is dictated by the sid field. See RFC3369 Doc 9303-12 for
rules regarding this field.
Sid m
issuerandSerialNumber c It is recommended that States support this field over subjectKeyldentifier.
subjectKeyldentifier c
digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value over
encapsulatedContent and SignedAttrs.
signedAttrs m Producing States may wish to include additional attributes for inclusion in the
signature, however these do not have to be processed by receiving States except to
verify the signature value.
signatureAlgorithm m | The algorithm identifier of the algorithm used to produce the signature value and any
associated parameters.
Signature m The result of the signature generation process.
unsignedAttrs o Producing States may wish to use this field, but it is not recommended and receiving

States may choose to ignore them.

SOp VO 4ifiell 4iay) salall duabaiall cilibud) 4 ASN.T Jeasill Chag  Y—2

LDSSecurityObjectV0

{joint-iso-itu-t (2) international (23) icao (136) mrtd (1)

security (1) ldsSecurityObject (1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

-- Imports from RFC 3280 [PROFILE],
AlgorithmIdentifier FROM
PKIX1Explicit88 { iso(l) identified-organization(3) dod(6)

internet (1) security(5)

mechanisms (5) pkix (7)

id-mod(0) id-pkixl-explicit (18) };

-- Constants

ub-DataGroups INTEGER

::= 16
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-- Object Identifiers

id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136)}
id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 1}

—-- LDS Security Object

LDSSecurityObjectVersion ::= INTEGER {vO0(0)}
DigestAlgorithmIdentifier ::= AlgorithmIdentifier
LDSSecurityObject ::= SEQUENCE ({

version LDSSecurityObjectVersion,

hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash }

DataGroupHash ::= SEQUENCE ({
dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }

DataGroupNumber ::= INTEGER {
dataGroupl (1)
dataGroup2 2
dataGroup3
dataGroup4
dataGroupb
dataGroup6
dataGroup?7
dataGroup8
dataGroup9
dataGrouplO
dataGroupll
dataGroupl2
dataGroupl3
dataGroupl4
dataGroupl5
dataGroupl6

END
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CLA INS P1 P2 Le Data Le
‘80° SE’ ‘01’ ‘04’ ‘04’ 510201 01° ‘00’

CLA:  Proprietary class / no secure messaging

INS:FMM

P1: ‘01’ — EF identifier in command data field

P2: ‘04> — Return existing number of records in a record EF
Le: ‘04’

Data:  DO’51’ containing Entry Records EF identifier ‘0101’
Le: ‘00’ (Short Le)

L) cald) 8 el axe Jias ) FILE AND MEMORY MANAGEMENT sl 5ale :laia!

Data SW1-SW2
‘83 01 FD’ “7F78 03’ ‘90 00’

«(P1) Sl READ RECORD a¥! b daladiad (Kay (s 5aY) daud) o) o Glanal) by 8 328l sale (s5ias

Yor sa cdladll ax o FD? Llaaay) g ccdlall 18 8 S d9ag p2e 007 ) Jadl ) i «Jla) duw e
(Yof sa Ol _adl aaall)

Balaiaal) AailEl (a uaY) jdud) Jaw Balaiul READ RECORD ¥ Y-

FMM Y ddaulsy slaieadl el o) ol sy dass 52l NG 5 alasiad ooy

CLA INS P1 P2 Le
‘00’ ‘B2’ ‘FD’ ‘04’ ‘00 00 00’
CLA: Interindustry class / no secure messaging
INS:READ RECORD(S)
P1: Record number from the previous command’s response
P2: Record number in P1 / read record P1
Le: ‘00 00 00’ (Extended Le), read entire record

App H-1
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.(‘FD*) YoY sa cdlad axe :dilangy)

Data SW1-SW2
‘5F44° ‘Len’ <Data> || ‘73’ ‘Len’ <Data> || ‘SF37’ ‘Len’ <Data> || ‘5F38” ‘Len’ <Data> ‘90 00°

Balaiusal) Ladldl) (he (Y jhud) A Salaiud READ RECORD &) Y—¢

Bang Jals & CDlaws Bae 8ol aged FMM eY) dlacdsy 5alatieall L3y (ST of) e salaiad A0 591 Alasicd oK

sl Jshall ilastea e anly yal Alaulsy Wgiolaiad Koy ) D) e 33 (Kasg el Cppaend 8 kil JoS535 0 iy
hedl Jaed ol aaalls EFATR/INFO (Js¥) calall 8

CLA INS P1 P2 Le
‘00’ ‘B2’ ‘FC ‘05’ ‘00 00 00’

CLA: Interindustry class / no secure messaging
INS:READ RECORD(S)

P1: Decremented Record number from the FMM response (253 - 1 =252 = ‘FC’)
P2: Record number in P1 / read all records from P1 up to the last record
Le: ‘00 00 00’ (Extended Le), read entire record

(FD’) YOY 5 (‘FC?) YoX (¥l calacd) salaiad) cas sdlaiaY)

Data SW1-SW2

‘SF44’ ‘Len’ <Data> || ‘73’ ‘Len’ <Data> || ‘5F37” ‘Len’ <Data> || ‘5F38” ‘Len’ <Data> || ‘90 00°
‘5F44’° ‘Len’ <Data> || “73” ‘Len’ <Data> || ‘5F37” ‘Len’ <Data> || ‘5F38’ ‘Len’ <Data>
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CLA

INS | P1 | P2 Lc Data

Le

‘00’

‘TF 76’ ‘Len’
6101071
‘A1 0B’
‘80 01 00°

‘BO 06’
‘020103’

‘02 01 03’

‘A2’ | ‘00" | ‘F8 | Var

‘A3 07’
‘B1 0%’

‘81 03" xx XX XX

‘00’

CLA: Interindustry class / no secure messaging

INS:SEARCH RECORD(S)

P1: record number = ‘00’
P2: Search through multiple EFs
Le: length of command data field

Data: DO’7F76’ - Record handling DO

DO’51’ - File reference DO (EF.EntryRecords short identifier ‘01°)

DO’A1’ - Search configuration template

DO’80’ - Search configuration parameter: ‘00’ (search all records)

DO’BO’ - Search window template
DO’02’ - Offset: ‘03’
DO’02’ - Number of bytes: ‘03’
DO’A3’ - Search string template
DO’B1’ - Search string DO

DO’81’ - Search string (country code): xx XX Xx

Le: ‘00’ (Short Le)

Response: DO’7F76’ — Record handling DO

DO’51’ - EF.EntryRecords short identifier ‘01’

One or more DO’02’ containing matching record numbers

App I-1
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‘02 01 04’

Data SW1-SW2
7F 76’ ‘Len ‘90 00’
‘5101071
‘020103
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CLA | INS | P1 P2 Lc Data Le
‘TF 76’ ‘Len’
5101 1A
‘A1 0B’
‘80 01 30°
B ,
‘00’ ‘A2 | ‘00’ ‘F8 | Var 0 9062 0103’ ‘00’

‘02 01’ {Search string size}
‘A3’ ‘Len’
‘B1’ ‘Len’

‘81’ ‘Len’ xx XX .. XX XX

CLA: Interindustry class/ no secure messaging INS: SEARCH RECORD(S)
P1: record number = ‘00’
P2: Search through multiple EFs
Lc: length of command data field

Data: DO’7F76’ - Record handling DO

DO’51’ - File reference DO (EF.Certificates short identifier “1A’)
DO’A1’ - Search configuration template
DO’80’ - Search configuration parameter: ‘30’ (stop if record found)
DO’B0O’ - Search window template
DO’02’ - Offset: ‘03’
DO’02’ - Number of bytes: Search string size
DO’A3’ - Search string template
DO’B1’ - Search string DO
DO’81’ - Search concatenation of country code and certificate

App J-1
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serial number: XX XX .. XX XX
Le: ‘00’ (Short Le)

Response: DO’7F76’ - Record handling DO
DO’51’ - EF.Certificates short identifier “1A’
DO’02’ - contains matching record number

Data SW1-SW2
7F 76 06’ ‘90 00’
51 01 1A
02 01071’

el ules g o (5l il o 13) °62.82° 4nil) )

SW1-SW2
62 82’
(017) slainaal) davadl o8 (glid) I axdien of il pUail (Say caaill julas ae EF.Certificate Dlaws aaf 33U 135
Unlae 2 EF Certificate < s (0 Jae ‘:;T Gl ol 135 dssia salgdl) culS 1Y) Lee 323l READ RECORD Yl &
i<y Y—(g auil) & APPEND RECORD V) aladinls EF Certificates (Jo¥) calall 3 salgdl) (aaall plas oSy cand)

Y= pill ;& APPEND RECORD Y oty Jeaall das Daal

8algddl 4SY APPEND RECORD ) Y—(¢

"~

shalgdl) A<t ) Y plasiu) (Saig .EF Certificates ‘_5133!\ aldl & LDS2-TS éy salgd Landill aUas (o

CLA |INS | P1 P2 Lc Data Le

00’ €2 |00 | ‘DO’ | 00" XX XX 5F3A’ ‘Len’ {certificate serial number} ||

Absent
‘72’ ‘Len’ {X.509 certificate}’

CLA:  Interindustry class / no secure messaging
INS:APPEND RECORD

P1: ‘00’ (any other value is invalid)
P2: short EF identifier (= ‘1A”)
Lc: Record length (Extended Lc)

Data: Record data

Wad ol e ey rilana)

SW1-SW2
‘90 00’
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CLA |INS | P1 P2 Lc Data Le
‘00’ ‘E2” | ‘00’ | ‘O& ‘00 XX XX | '6F44’ ‘Len’ {destination state} || ‘73’ ‘Len’ {Entry travel Absent
record} || ‘5F37’ ‘Len’ {Signature} || ‘5F38’ ‘Len’
{Cert Ref}
CLA: Interindustry class / no secure messaging
INS:APPEND RECORD
P1: ‘00’ (any other value is invalid)
P2: short EF identifier (= ‘01°)
Lc: Record length (Extended Lc)
Data:  Record dat

SW1-SW2

‘90 00’
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